KomnaHua Fox-IT (HuaepnaHgbl), coBMecTHO ¢ napTHepom KomnaHuen SNITEGroup GmbH
(LWeenuapwun), npeacrtaBnaoT NPoAyKTbl B 061acTn MHdopmaumoHHon 6esonacHocTu gas ctpaHd CHI

Komnanua Fox-IT (HuaepnaHgbl) cos3gaHa B 1999 roay. LUTtab-kBapTupa B r. AendT, noapasgeneHuns B
CLLUA v BennkobputaHum. bonee 150 nHKeHepoB-pa3paboTunKos (Bce COTPYAHUKU NNLEH3NPOBaHbI
MpasuTenbctBom HugepnaHpos). NMapTHepCKasn ceTb Mo BCemy MUpY

Mwuccmna komnaHum:
"Pa3paboTKa MHHOBALUMOHHbIX PELLEHUI A1A NOBbILWEHNA YPOBHA 6besonacHocTh B obwectee!”

HanpasneHunAa geatesnbHOCTU:

Fox-IT (Netherlands), together with partner
SNITEGroup GmbH (Switzerland), present
Information security products for the CIS
countries Fox-IT (Netherlands) was established
In 1999. Headquartered in Delft, units in the
USA and Great Britain. Over 150 development
engineers (all employees are licensed by the
Government of the Netherlands). Affiliate
Network Worldwide Company's

mission: "Development of innovative solutions
to improve the level of security in

society!" Activities:

naBHaA

KnueHTbl



KnneHtbi

. MpasuTenbcTBa

o CekpeTHble cnyKbbl

. MuHUcTepcTBa 060POHDI

o NATO

. O60pOHHaA NPOMbILNEHHOCTb

U Monnuma

o Apmuna

. ATOMHble CTaHUUK

. dneKTposaHepreTHKa (perynsTopbl, reHepaTopsbl, CeTH)
. baHKu

. TeneKoMMyHUKaLMOHHbIe KOMNaHUN
. TpaHcnopT

o MpomblLneHHble NPON3BOACTBA

home Customers Customers * Governments ¢
Secret services ¢ Ministry of Defense « NATO -



Defense industry * Police « Army « Atom stations
* Power industry (regulators, generators,
networks) ¢« Banks * Telecommunication
companies * Transport ¢ Industrial production



[(maBHas
3apaun

3apgaum

O Ilepenaua daiinos (FTP/CIFS/SMB)

O PaGora c aaexkTponHoii mouroii (SMTP)

O Ayauo/Buneo morox (UDP)

O YVaanenHas nevyathb

O Penumkanuu 6a3 gannbix: Oracle, mysqgl, MSSQL, etc
O Cunxponmsamus LDAP/Active Directory

O CunxpoHu3anus JaHHBIX

O Cepsuc oonoBaenus Windows Server (WSUS)

O OonoBienue anTuBupycoB: McAfee, Symantec etc...
O CunxpoHu3anus Bed-CTPaHHIL

O MouuTopunr ynanenubix cereii (SNMP)/ Nagios

O CKAJIA/Process Control Security

home

Tasks
Tasks



a File Transfer (FTP / CIFS / SMB)

o Work with e-mail (SMTP)

o Audio / Video Stream (UDP)

o Remote printing

o Database replication: Oracle, mysgl, MSSQL, etc
a LDAP / Active Directory Sync

a Data Sync

o Windows Server Update Service (WSUS)

a Antivirus Update: McAfee, Symantec etc ...

o Sync web pages

o Remote Network Monitoring (SNMP) / Nagios

o SCADA / Process Control Security



maBHas
MpooykTbl

NMpoAayKTbI

Fox-IT DataDiode

B cooTBeTCTBMM C COBpPEMEHHLIM MNOHMMaHWeM 3agau
obecneyeHus MHGOPMaLIMOHHOWN ©e3onacHocTu
MHOPMALNOHHbIX cuctem ne), OAHUM n3
rMaBHbIX HaNpaBneHnn AeaTenbHOCTH, ABNsieTca 3awmTa
onpeaeneHHbIX CErmMeHToB ceTer M LaHHbIX OT BO3MOXHOCTU
BO3OencTBua um3BHe. Jlormyeckne cpeactBa obecnevyeHud
6e30MacHOCTU  NOKamnbHbIX  BbIMUCAUTESNbHbLIX CeTern MOryT
rapaHTMpoBaTb TOSMbKO YacTUYHyr 3awuty. [lpn  3TOM
nonb3oBaTtenu, paboTtawwme B 3allMiaeMblX CerMeHTax
NOKanNbHO BbIYUCIUTENBHON CETU OOSMKHbI MMETb BO3MOXHOCTb
paboTbl C 3NEKTPOHHOW noyTon, MHTepHeToM, FTP-cepBepamw.

Mpobrnemy  pewaer  UCnonb3oBaHWE nporpaMmmHo-
annapaTHbIX KOMMJSIEKCOB, MOCTPOEHHbIX Ha 6ase YCTPOWCTB
HaTtalnoa, obecneymBarolwmx 0QHOCTOPOHHEE, HA (OU3NYECKOM
YpOBHE, coefvHeHue IP-ceTten. Hatalvon LLINPOKO
ncnonbdyetca B 3anagHon EBpone Ans npaBUTESIbCTBEHHbIX
yupexneHui, BOEHHbIX 06BHEKTOB, aTOMHOWN MPOMBbILLUNIEHHOCTU U
nHagyctpun. B 2011 rogy peanusoBaHbl NepBble MPOEKTbl U B
Poccun.

CepTudumkaTsl
Common Criteria EAL 7+ (EBponenckuii coro3s)
HaunoHanbHble cTaHgapThl
» NL-NCSA (lonnangus)
» BSI (FepmaHung)
NATO Secret (NS)
NERC (US)






