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SNITEGROUP -GmbH

NHcmpymeHmbi nepexoda om 06bIYHbLIX

cemeu K UHmMesisiekmyasbHbIM
(Smart Grid)
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Sy «HIN® «CuctemHasa VHTerpaums n Metponormusa»

SNITEGROUP GmbH

KomnaHua cosgaHa B 2005 rogy
e [naBHbLIN odpuc B Mockse
— 20 npodeccrnoHanbHbIX NHXEeHEePOoB

* [NlapTHepbl (Poccus):. Apocnaenb, HuxHUM Hosropoga,
HoBocunbupck, KpacHosapck

« [lapTHepbl (MexagyHapoaHblie): Lsenuapus, 'epmaHus,
CnoBeHus, N3paunnb

— bonee 200 npodreccmoHanbHbIX UHXEHEPOB

U3MepeHus | obyyeHue | WUT-apxuTekTypa | NpeGUNIUHr
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" HanpaBneHnsa geaTtenbHOCTH

sy

SNITEGROUP GmbH

« CosgaHne AUUUC KY3 «noa knto4v» Anst NPOMbILLIIEHHbIX U
ObITOBbLIX NOTpebUTENnen, nx nHrerpauuns ¢ ERP-cuctemamum

« MeTponornyeckoe obecrnevyeHne obopyaoBaHUSA U CUCTEM
KOMMEPYECKOro y4eTa NIEKTPOIHEPTUN

* M3mMepeHnda napamMeTpoB KadecCcTBa dNEKTPOIHEPrun
e OHeproayaut
* WMHdopmaumnoHHaa 6e30nacHOCTb A9 TEXHOTOMMYECKUX CUCTEM

« KomMmnrekcHble peLlleHns no NoBbILLEHUIO
9HEProadPPEKTUBHOCTH

* [locTpoeHune cnuctem nepegaydun gaHHbIX Nno TexHonorun BPL
« ConpoBoXxaeHne BHEAPEHHbLIX PeLLEHNN

U3MepeHus | obyyeHue | WUT-apxuTekTypa | NpeGUNIUHr
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e OCHOBHble 3aKa34ynKu

SNITEGROUP GmbH

I PoccuuckKue
p HEene3IHble gopoau

W%
Al

®epepanbHas Cetesas KomnaHusa

CQMIIBZIIIEPHI

CK OAD "TOMEHBIHEPTO"
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SNITEGROUP GmbH

 SNITEGROUP — komMnaHusa gnctpubboTop
pelleHnn B obnacTtn cuctem rnepenaym gaHHbIX,
CUCTEM y4eTa AMEKTPOIHEPTNN U PELLIEHUN MO
MHdpopMaLMOHHOW Be30NacHOCTW.

« TexHorormn4yeckue naptHepbl — B 6 cTpaHax Mupa

 lllTab-kBaptupa - r. LUnupeH LLBenyapus
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= TexHonorna BPL

SNITEGROUP GmbH

* [locnenoHne OOCTMXEHUA B PasBUTUN LLUMPOKOMOSIOCHOrO
goctyna no texHonorun Broadband Power Line (BPL)

» [lo3BonsieT obecnevynTb LLUMPOKOMNOSTIOCHON KaHar
nepegayn gaHHbix 10 200 MOuT / Ha ceTax HU3KOro
(230/400) u cpenHero HanpsikeHna (0,4 kB oo 36 kB)

* [uHamunyeckada mapLupyTusaums mexay aneMmeHtTamm
cucTemMbl, obecnedmBaeT onTUMarbHYH CKOPOCTb
nepenadun gaHHbIX, gaXe BO BpeMA NepeknoyeHnn B
pacnpenenuTenbHON CETU

« Cucrtema ObICTPO YyCTaHABNMBAETCSA M HAacTpaMBaEeTCH,
Ha ANEeKTPUYECKNX CeTaX NMobon Tononormum

u3MepeHusi | obyuyeHue | WT-apxuUTeKTypa | npPeGUnIUHr
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ol PLC/BPL ctaHaapThbl

SNITEGROUP GmbH
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=\ |P—cTaHgapT anga SmartGrid

CMMe’n"il

SNITE'CIB;OUP GmbH (CMCTe M bl B P L)

ICT view Standard based
IP-Platform for Smart Grid

The 7 Layers of OSI BPL system
6  Presentation layer —
+Applications
s Session layer “Software
4 Transport layer TCP and UDP
3 Network layer IP (IPv4, IPv6)

2 Data link layer

M3MepeHusi | obyyeHue | UT-apxuTeKTypa | NpPeoUNAUHr
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e BPL — nHcTtpymeHT ana SmartGrid

SNITEGROUP GmbH

High Voltage

ro—@

[

—
S~

"
]

“""“"‘I” Low Voltage

Metenng - Generation +

’ Management Sk Metering & 5 Generation +
e 2 Pt Demand Response Soros
& 7 PN = .))
U g © .
e |
“ = ICIHIP
Households

L i B i Lt s et ol S i i D G e Aot i i e S s g B

n3MepeHusi | obyyvyeHue | uT-apxuTeKTypa | NpedGunnIuHr
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Optical Fiber/BPL
SNITEGROUP GmbH ptlca I er
Optical Fiber MYV - Broadband Powerline LV - Broadband Powerline
9-36 kV Medium Voltage BPL 0,4 kV Low Voltage BPL
A
Gbps | _inhouse |
% 5-20 M bps, <60 ms
§ 1-5M bps,
° Transformer <60 ms
S ] 0.5-2 Mbps,
o StreetCabinet —> <200 ms
ShortRange
Multi Utility Gateway—>| [nterface
application/meter —>,
T —>

I
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B MH(ppacTpykType Smart Grid

Electronic
Meter

Accounting/Billing

Energy Trading

] Interfaces and communication : IT system integration
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I\ MHdpacTpykTypa gna Smart Grid

cumén

Ha 0a3e BPL

medium voltage (1 to 36kV) networks.

g Medium Voltage CONTROL ROOM
-\ MANAGEMENT
-

\

Low Voltage I Broadband Powerline

Electric Vehicles Street Lighting

M3MepeHusi | obyyeHue | UT-apxuTeKTypa | NpPeoUNAUHr
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amgr MapwpyTusaums notokos B BPL

SNITEGROUP GmbH

meters only,

: shortrange RF &

Smart Grid case

Multi-fuel, services,
home automation,
e-mobility

n3MepeHusi | obyyvyeHue | uT-apxuTeKTypa | NpedGunnIuHr




f be3onacHoCTb U 3awmTa gaHHbix SmartGrid
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(BCTpOeHHble cpeacTtea BPL)

« CraHgapTHaga KoHuenuums: WwndpoBaHUe AaHHbIX HA YPOBHE
NPUNOXEHUN, HANPUMeEP N3MepPUTESbHbIE AaHHbIE LNMPYIOTCS
CYETYMKOM (KOHLIEHTPATOPOM) 1 TPAHCMOPTUPYIOTCA B
3awnpoBaHHOM BMAE HA BEPXHUN YPOBEHbD, IOe CEPBEP, YKE MMEET
HeobXxoaMMble KNo4vn O5ns pacumndopoBKA.

 MeTog WwndppoBaHUA UCMOSb3YETCHA B 3@aBUCUMOCTU OT NPUNOXKEHUS,
Hanpumep, ansa cucrtem ydyeta AES128

° ,D,aHHaﬂ KoHuUenumna MMHAMN3NpyeT AOCTYMNMHOCTb KPUTUHECKN Ba>XHbIX
AaHHbIX Ha YPOBHE J10KaJ1bHbIX LLUJTHO30B

W-MBUS => |IP
ix 30T ’;"]

- = wmBUsS I%I
y 4 @ AES128 20¢

Multi-Utility
Gateway

n3MepeHus | obyyeHue | WUT-apxuTekTypa | NpeGUNIUHT



f be3onacHoCTb U 3awmTa gaHHbix SmartGrid

cUuMeén

08

(amogbl AaHHbIX)

« OpgHoHanpasreHHoe, Ha PU3N4YECKOM YPOBHE,
coegunHeHune cermeHToB IP-ceTen

— [aHHble MoryT 6bITb NepeaaHbl HO HE NOy4YeHbl UM
HaobopoT

* [lpenmyuiecTBa:
— ABTOMAaTM4eCKOE N r’mMbKoe peLlueHune
— OpgHoHanpaBneHHOEe coeanHeHne
— B3nom He Bo3MOXeH
— HeTt BO3MOXXHOCTU OHManH-aTak
— HeTt noTepb AaHHbIX

 100% 3awmuTa !

n3MepeHus | obyyeHue | WUT-apxuTekTypa | NpeGUNIUHT
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TNl S TUMNN4YHLbIE NMPUINTOXKEHNA (,EI,I/IO,EI,bI ,El,aHHbIX)
« [lepenaya cpannos (FTP/CIFS/SMB)
 Pab6ota ¢ anekTpoHHoN noytoi (SMTP) ORACLE
* Ayano/Bmnaeo notok (UDP)
e YpaneHHaqa ne4yaTb McAfee
« Pennukaunmmn 6a3 gaHHbIX: Oracle, mysqgl, MSSQL, etc @

e CuHxponusauusa LDAP/Active Directory
e  CuHXpOHM3aUUA OaHHbIX ’Symamec,_
« Cepsuc obHoeneHus Windows Server (WSUS)
« (O6HoBrneHue aHTuBMpycoB: McAfee, Symantec etc... - e
* CUHXpOHU3aLUUA BED-CTpaAHML] u a 9 'os
*  MoHuTtopuHr yoaneHHbix ceten (SNMP)/ Nagios

@ Matrikon ORACLE (36

- CKALOA/Process Control Security ¥epware — “EOPC N
@ osi SIEMENS dnp

n3MepeHus | obyyeHue | WUT-apxuTekTypa | NpeGUNIUHT




ﬁ

cUuMeén
Y/ / 4

SNITEGROUP GmbH

MouToBbIit cepBep

WUHTepHeT
coeguHeHue
1

Red

Firewall Proxy

WUHTepHeT

coeuHeHune
2

n3MepeHusi | obyyvyeHue | uT-apxuTeKTypa | NpedGunnIuHr

ataDiode |

| Fox &

Black

KomMmnnekcHoe pelieHne ans 6e3onacHocTu
9NIEKTPOHHOW NOYThLI (ONCNETYEPCKNUA NEPCOoHan)

MouTtoBbIN cepBep u DNS

.y

-
- -

PunbTp
NOYTOBbIX
c¢pannos,

. FTP- cepBep,
Benbiv nuct

nony4eHue
c¢pannos




ﬁ BPL cocTtaB 0bopyaoBaHu
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EMKoCTHaa mydrta

* YpOBEHb HanpsXXeHus 24 kV

 YacrtoTa 50/60 H

 EMKOCTb 2.5 HOD

e 3alunLEHHOCTb IP 67

« Paboune temnepatypbl  -40° oo 70°C

 BnaxHocTb 0% no 100%

« Martepunan Kepamuka

 Pasmepnl (0e3 kabenst)  92mMmMm X 92MM X
238mm(O*LL*B)

« CraHgapTHaa anvHa kabenss 3 m
« Bec 5 Kr




ﬁ BPL cocTtaB 0bopyaoBaHus
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KoMMyHUKaLMoOHHOE 0bopyaoBaHmne

« MV200 —mopem, obecnevnBaeT nepenady gaHHbIX N0 CETAM CpeaHero
HanpskeHus (0o 36 kB)

 LH200 — wnwo3 mexgy cetamu BPL n IP
 LR200 - petpaHcnatop LR200, kak npasuno,
yCTaHaBNMBAETCA B YIIMYHbIX LLUKagax

« LT200 — mogem, aBndeTcs ToYKoM goctyna Kk cetn BPL. brioku
ynpaerieHUs, KaMepPbl U KOMMNbIOTEPbLI MOrYT ObITb NErKo NOAKIOYEHbI K
cetn BPL yepes Ethernet nutepdenc atoro mogema

« LGW200 — noptcepBep, KOTOpbIN coeanHaeT cetn BPL ¢ npomceTamun.,
OcHalleH ZigBee, Wireless-M-Bus, R5485, RS232, M-Bus nnun TokoBas
neTns

* Cuctema ynpasneHusi BPL-cetbto (NMS) - obecneunBaer
9P EKTUBHYIO NOAAEPXKKY AN KOMMepYeCcKoun akcnnyaTtaunm ceten BPL

U3MepeHus | obyyeHue | WUT-apxuTekTypa | NpeGUNIUHr
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SNITEGROUP GmbH

U3MepeHus | obyyeHue | WUT-apxuTekTypa | NpeGUNIUHr

BPL-mogyne anga Smart Metering

BPL Smart Meter moaynb nmeert IP-agpec

Moaynbe obecnednBaeT nepegadvyy AdaHHbIX MO
nuHuaM anektponepenay (0,4 kKB) co ckopocTblo
0o 5 Mbps, pacctosaHne go 300 meTpoB

Moayns BPL pgna cyetymkoB obecnednBaeT
MacwTtabupyemyto Plug-and-Play nHctannsauymio

Kaxxabit MOA4yNb BLINOMHAET pPOSib penuTepa

ObecneynBaeTcs BbINOSIHEHWE dyHKLUNN
KOHTPOSS napameTpoB KayecTBa
SNEeKTPO3Heprnu, KOHTPOSS goctyna "

yrnpaBrieHna Harpyskou




— [Tony4yeHHble pesynbratbl (MUIOT

cUuMeén

komnaHun CEZ — 2000 r|p|/|6op0|3 yyeTa)

e ———
’ ~

« Ob6ecneumBaeTtcs onpoc 100% = 3 2 12N
OAaHHbIX CYETYMKOB Mbps ~  Mbps — -
* BPL nossonser cuntbiBaTh B Physica S/
ornepaTMBHOM pexnme /" wibps
NnoKkasaHusa cYeTUYMKa N JaHHbIE O /
COCTOSIHUM CETU nepenayn

OaHHbIX

* [loTeHumanbHO MOXHO
obecneunTb nepegavy B pasbl
oonbLero obbema gaHHbIX 0e3
CHUXKEHMSA NPOMNYCKHOW
CrMocobHOCTN KaHana

U3MepeHus | obyyeHue | WUT-apxuTekTypa | NpeGUNIUHr
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SNiTEGROUP GmbH SmartGrid CEZ-Group
s | e | oe me [ e |

offline Business Data
and commands Operational System
server

Online business data
and commands

SmartGrid Bus (Integration Platform)

Other LB Intelligent Intelligent
Gateways: ‘ BPL BPL
(narrow . Concentrato Concentrat
band plc,
RF etc)

Meter Landis Meter ZPA Meter

U3MepeHus | obyyeHue | WUT-apxuTekTypa | NpeGUNIUHr




' OnbIT BHegpeHus BPL-pelueHnn
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SNITEGROUP GmbH

 bBosiee 300.000 aboHeHmMoes,
MOOKJ/TFO4YEeHHbIX C
ucrnosib308aHuUeM cucmemabl
- Manxeum 100000,
- Jluny 65000,
- Xamernin 25000,
- Ape3der 12000;

« CEZ- Smart Metering

* PedghepeHchi.
Eepona u bnuxHuu Bocmok

“ON | Hanse &i™,

) X

: Rl
Tew R Y
b |

wm  DREWAGSY

n3MepeHusi | obyyvyeHue | uT-apxuTeKTypa | NpedGunnIuHr



r- 3aknyeHmne

CHMem

sy

SNITEGROUP GmbH
 BPL - uleanbHassi mexHonozausi Onsi nepexoda om 06bIYHbLIX cemell K
uHmesnnekmyasnbHbIM (Smart Grid)
 BPL npedocmaesnsiem yHukanbHble 803MOXHOCMU:
- ycTaHOBKa B NntoboM mecTe, rae obecrneyeHo LeHTpann3oBaHHoe
9HeprocHabxeHune
- cTaHOapTHble npoTokonbl MHTepHeT n BPL IEEE 1901
- ycTOM4YMBas NPoryckHasi CNOCOOHOCTb A9 CUCTEM UHTENMNEKTYarbHbIX
N3MepeHnn n Bcex byaymx npunoxeHun gna Smart Grid
- A4eucTas CTPYKTypa CeTn, YTo obecrneymBaeT HaOEXHOCTb U
OTKa30yCTOMYNBOCTb

« BPL - camoe Oeweeoe peweHue WUPOKOMNOJIOCHO20 d4ocmyna,
obecrneyusarouwiee pexxum peasibHO20 8pPeMeHU

« Pazeumue Smart Grid d¢opmupyem Hoeble mpeboeaHuss K
UH¢hopMayUOHHOU 6e3onacHocmu mexHoJsio2u4ecKou

UHGpacmpykmypbl

U3MepeHus | obyyeHue | WUT-apxuTekTypa | NpeGUNIUHr
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SNITEGROUP -GmbH

[eHrpnHoBmny EBreHnn JleoHngosuy
3amecTuTenb [[eHepanbHOro anpekTopa
3A0 «HIMP «CNMeT»

Ten. +7 (985) 9288602

E-mail: geleon4@gmail.com






