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ITo pe3yabTaTaM NpoBeAeHHbIX UCNILITAHMH HA KOMILJIEKC ObLJT BbIIAH cepTH(UKAT
coorBeTcTBHA Ne 3446.

[IporpamMmMHo-anmnapatsbiii kommieke «FOX
Data Diode» mo3BoJsieT pemmarh psi CHCTEMA CEPTHO®HKAIHU
CPEACTB 3AIUUTHI UHO®OPMAILIUU
YHUKaJIbHBIX 33/1a4, B paMKaX KOTOPBIX ey
rapaHTUpyeTcs 3aluTa 0T MHOTHX YIpo3 :
nHpopmannonHoit 6ezomacHocTH. [TAK «FOX
Data Diode» oGecrieunBaeT BbIcOUaiIni T ————
YPOBEHb U30JISILIMA KPUTUYHBIX No 3446
MH(POPMALIMOHHBIX CUCTEM, COXPaHss IPU 3TOM
HYXXHBIH YPOBEHb X ()YHKIIMOHATBHOCTH ISt
B3aUMOJICHCTBHS CO CMEXHBIMU
MH(GOPMAIIMOHHBIMHA CUCTEMaMH.

1O TPEBOBAHMSIM BE3OITACHOCTH HHO®OPMALIUU
Ne POCC RU.0001.01BH00

ITAK «FOX Data Diode» cocTout u3 Tpex
KOMITOHEHT: JIBa IPOKCU-CEpBEpa U alllapaTHoe
YCTPOMCTBO OJJHOHAIIPABJICHHON NIepeadn
nanHbix. [lepenaya Tpaduka yepes anmnaparHoe
ycrpoiictBo» FOX Data Diode» Bo3MoxkHO
TOJIBKO B O/IHOM HampaBjieHuu. ['anpBannyeckas
pa3Bsi3Ka rapaHTUpYeT OTCYTCTBHE 0OpaTHOU
cBs3u. [Ipokcu-cepBepbl 00ecreunBaroT CBA3b C 4
BHELIHUMH CUCTEMAaMH M OPraHU3YIOT H | - Ak
OJIHOHAINPABJICHHBIN TPAHCIOPT JaHHBIX MEXIY G :
co0oi. /[ BHEMIHUX cUCTeM B3auMo/ieiicTBHE
OTpaHUYMBAETCS MPOKCU-CEPBEPAMU: Ha
IIPUHUMAIOIIEH CTOPOHE IPOKCU-CEPBEP BBICTYMAET B posu cepBepa AaHHbIX (FTP, SMTP,
CIFS), Ha nepenarolieit — B pojii KJIMEHTA.

YKUMH M MHCTICKUMONMHBIH

PIMRAN ORI CPeACTR auNT RRGopuaNN

Pemenns ¢ ncnonn30BaHUEM TEXHOJIOTHU OHHOHaHpaBHeHHOﬁ nepeaayn JaHHBIX YK€ TaBHO
NMPUMCHAIOTCA B Pa3JIMYHBIX OTpaCIAX.

B 3amagHbIX cTpaHax KJ1acc yCTpPOMCTB, FapaHTUPYIOIIKUX OJHOHAIIPABJICHHYIO epeaady
JaHHBIX, pETJIAaMEHTUPOBaH oTpacieBbiMu cTanaapTamu (Hanpumep, NERC). B Poccuiickoit
®enepaunu ¢ 2013 roga npuMeHEHNE OAHOHANIPABIEHHBIX CUCTEM NIEPENAUN JaHHBIX
pernamentupoBaHo npukazamMu @CTIK (IIpukazer 17 , 21 u 31).



ITAK «FOX Data Diode» ceprudunmpoan @CTOK Poccun Ha cooTBeTCTBHE TPeOOBaHUIM
TEXHUUYECKUX YCIOBUN U PYKOBOJSALIETO TOKYMEHTA "3aluTa OT HECAHKIIMOHUPOBAHHOTO
noctyna k uHopmaruu. Yacts 1. [Iporpammuoe obecnieueHure CpeCcTB 3allUThl HHPOPMALIUH.
Knaccugukanus mo ypoBHIO KOHTPOJISI HEACKIApPUPOBAHHBIX BO3MOKHOCTEH" 110 4 ypOBHIO
KOHTPOJIS.

Oto no3BossieT npuMeHITh [TAK «FOX Data Diode» Ha npeanpusaTUsX COBEPIICHHO Pa3IuIHBIX
oTpaciieil AJis 3aUThl KOHQUICHIHNATEHOU HH(OpMaIUY (aBTOMAaTU3UPOBAHHBIE CHCTEMEI JI0
kiacca 1 I', cucteMbl 3alIUThl IEPCOHANIBHBIX JAHHBIX 10 | YPOBHS 3alIUIIIEHHOCTH,
rocy/1apCcTBeHHbIC MH(POPMAIIMOHHBIE cCUCTEeMBI 110 1 Kimacca, a Takxke cuctemsl ACY TIT
(KCHMN) no 1 knacca BKIIOYUTETBHO).»

Teru:

BosBpar k criucky

ARinteg has completed the certification process for the Fox Data Diode firmware
11/03/2015

According to the results of tests on the complex, a certificate of conformity No. 3446 was issued.

dd800.jpg The FOX Data Diode hardware-software complex allows solving a number of unique
tasks, which guarantee protection against many threats to information security. FOX Data Diode
PAC provides the highest level of isolation for critical information systems, while maintaining
the right level of functionality for interacting with related information systems.

FOX Data Diode PAC consists of three components: two proxy servers and a hardware device
for unidirectional data transmission. Traffic transmission through the hardware device "FOX
Data Diode" is possible only in one direction. Galvanic isolation ensures no feedback. Proxy
servers provide communication with external systems and organize unidirectional data transport
among themselves. For external systems, interaction is limited to proxy servers: on the receiving
side, the proxy server acts as a data server (FTP, SMTP, CIFS), on the transmitting side, as a
client.

Solutions using unidirectional data transfer technology have long been used in various industries.

In Western countries, the class of devices that guarantee unidirectional data transfer is regulated
by industry standards (for example, NERC). Since 2013, the use of unidirectional data
transmission systems in the Russian Federation has been regulated by orders of the FSTEC
(Orders 17, 21 and 31).

FOX Data Diode PAK is certified by the FSTEC of Russia for compliance with the technical
specifications and the guidance document "Protection against unauthorized access to


https://arinteg.ru/about/news/

information. Part 1. Information security software. Classification by level of control of
undeclared capabilities” at level 4 of the control.

This allows the use of FOX Data Diode PAK at enterprises of completely different industries for
the protection of confidential information (automated systems up to class 1 G, personal data
protection systems up to 1 security level, state information systems up to class 1, as well as
automated process control systems (FIAC) up to grade 1 inclusive). ”
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