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Hackers Break Into Power Station, In Less Than Next news @

§:04 AM - April 10, 2008 by Humphrey Cheung Email | = Print | Comment | Ed Share

TECHNOLOGY | APRILS, 2009

Electricity Grid in U.S. Penetrated By Spies

San Francisco (CA) - It took hackers less than a day to take over several desktops at a major power

company. Ira Winkler, a penetration testing consultant, and his team were able to trick company employees

inta clicking false links which contained self-installing Trojan horse software. Winkler says his team had
complete control of the computers and could have caused even more damaage to the company's power
productien and distribution systems. Article Video Comments (144)
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Schoolboy hacks into city's tram system

By Graeme Baker
Last Updated: 2:48am GMT 11/01/2008
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By SIOBHAN GORMAN

A teenage boy who hacked into a Polish tram system used it like "a giant train set”, causing
chaos and derailing four vehicles.

The 14-year-old, described by his teachers as a model pupil and an electronics "genius”,
adapted a television remote control so it could change track points in the city of Lodz.

Twelve people were injured in
one derailment, and the boy
is suspected of having been
involved in several similar
incidents.

Associated Press

Robert Moran monitors an electric grid in Dallas. Such infrastructure grids across the country are vulnerable to
cyherattacks.

The teenager, who was not

Y WASHINGTON -- Cyberspies have penetrated the U.S. electrical grid and left behind software
named by police, told them
i i o &

programs that could be used to disrupt the system, according to current and former national-
security officials.

T The spies came from China, Russia and other countries, these officials said, and were believed
HaCkerﬁ(Break IHtD m ater PrDCESSlﬂg Plﬂﬂt to be on a mission to navigate the U.S. electrical system and its controls. The intruders haven't
e 11—lr'YD]_‘ sought to damage the power grid or other key infrastructure, but officials wamed they could try

during a crisis or war.

Darknet E'_."...Ei theze bits on December 14th 2ooh (T m

When thingsz like thiz happen it'z kinda of zcary, like a while back when zomeone
managed to get inte a highlv secure power station network through a stupid

contractors laptop that was connected to the net via dialup and to the uber D ata D I O d e

‘secure’ power station LAN,
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Oxupaetca POCT LefneBbiX 3aMaCKUPOBaHHbIX aTaK, TAKUX Kak Stuxnet n APT,
Ha NMpoMbillJieHHblIe CUCTeMbl ynpaBJlieHUA

Mar 07, 2011 | 04:06 PM | O Comments

By Kelly Jackson Higgins

Darkreading
Ha BPEOOHOCHbIE MporpamMmmMbl MPUXoauUTCA NOYTU OAHA TPETb BCEX pealibHbIX MHUWOEHTOB B
NMPOMBbILLUJIEHHBIX CUCTEMAaX YrpaBJyiEHUA, B COOTBETCTBUM C HOBbIM OOKMagoMm, OI'Iy6J'II/IKOBaHHbIM
SIO.

“LleHa / KayecCcTBO pelleHu [aTak] cocpenoTodYeHbl Ha MNepedoBOM MOCTOAHHLIX Yrpo3 .. Mol
HauyMHaeM BUWAETb, NpeobnagaHMe O4YeHb TUXMX, TOHKUX aTak, Takux Kak Stuxnet, GhostNet,
NightDragon", KOTOpble aBnAl0TCA 6ornee adpdPeKTUBHLIMU 1 NPUOBLIITbHLIMKY, FTOBOPUTCS B AOKNage.

OpHa kpynHas rocygapctBeHHas komnaHua CLUA, koTopaa pabotaetr ¢ obopynoBaHMEM Siemens
PLC, nonana noA NepeKkpecTHbiM OroHb Stuxnet BMpyca B utosfie 2010 roga, 43 onepaTtopcKunx
CTaHUuMn Obln 3apaxeHbl YyepBeM. Bupyc caenan HesHauuTernbHble, CryvYanHble U3MEHEHUS B
KOHUIypauuoHHbIX (hannax, pesynsratbl WX WU3MEHEHUS He [AOSfMKHbl  Obinn  ObITb
paspyLmTesnibHbiMKU, HO 3TOro 6bINO AOCTAaTOMHO, YTOObLI BO3HUKIIM NMpPobrembl, a Yepes mMecsl,
MNOSHOCTLIO notepsiHa nHpopmauus BCEW CUCTEMBI.
JKcnepTbl B obractn 6e3onacHOCTM onacaktTcs, YTO Stuxnet NMpoobpa3 OyayLunx BUPYCOB C
MOAESbI0 3arpys3kn Ond BCEX CUCTEM YynpaBrieHUs TEXHONorn4yeckumun npoueccamu. "Ecnn Bbl
MOCMOTPUTE Ha Stuxnet, 3TO ObI TUNWYHBLIA APUMEP O TOM, KaK YHUYTOXUTb npouecc .. "
roBOpUTCA B JOKMaje.

’

..... CToMMOCTL OQHOrO TaKOro MHUUAEHTA MOXET A0CTUraTh 10 MUNNMOHOB AONNapoB!



OINeKTpoHuKa n UT-cuctembl B COCTaBE KPUTUHECKNX
NPOU3BOACTBEHHbLIX MHAPACTPYKTYP U KOHPUOEHUMANbHbIE
OaHHbIEe Haxo4ATcA nod NoCToOSHHOU Yrpo3oun, B CrieacTBUM:

* OWNnbKM onepartopa

« CaboTax co CTOPOHbI HEQOBOJSbHLIX COTPYOAHUKOB

« XaKkepsbl

* TeppopuUcCTbl

> Km6epnpeCTynH|/||<|/| (Hanpumep, dmHaHCOBOE BbIMOraTensLCTBO)
e lliInnoHax
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3 npownoro B dbyayulee:

CobcTBeHHble OC 1 NpOoTOKONbI=® OTKPbITble CTaHAapThl
NPOTOKOSIOB

CeFMeHTI/IpOBaHHbIe MOTOKN OaHHbIX==9» NUHTErPUpOBaHHbLIE
NMOTOKUN AaHHbIX

3aMKHYTblE CUCTEMbI=3 OTKPbITblE CUCTEMBbI

Ll,eHTpaJ'II/I3OBaHHbIe BblYUCIIEHUA = pacnpeneneHHble
BbIHNCITEHUA

B yem npobnema 2
Ecnn mbl npyucoeguHeHbl K ceTu

bBonee ysa3suMbl
OnacHocTb B35ioMa

[lormkHbl ObITb OTAENEHbI OT CETU HeT peanbHOro BpemeHu



D@p\%@\ HT 1: O TCYTCTBUE COEAV

PyyHOM nepeHoc AaHHbIX Ha CD
[loagroToBKa AaHHbIX MO YCTHbLIM 3anpocam

NMNpenMmyuwecrBa:
« HeT coeaMHeHUnda=
HET NnoTepu ypoBHS 6e30MacHOCTU

HepocraTtku:
. HeT peanbHOro BpeMeHm/\
« PyyHOW BBOA AaHHbIX /

 Bbonblie pnckoB TEXHUYECKNX onbok
* [loTepsa MHPoOpMaLMK Seiclei



daepBobl

Jlornyeckoe pasgerneHue ceTeu
BrioknpoBka HeaBTOpPM30BaHHOIo 4OCTYyna
Pa3pemeH|/|e Ha aBTOPN3O0BaAHHbLIE NMOTOKU OaHHbLIX

[lpenmyllecTBa:
[lpoBepeHHaa TexHonorug
ABTOMaTM3NPOBaAHHOE U rMbKoe -
peLleHune l

S
HepocTaTku:

HeT rapaHTnmn ot owmnbOoK nonb3oBaTenemn, Xakepos U
HeODOPOCOBECTHLIX MOSib30BaTENEN
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OpHoHanpaBsneHHoe, Ha hn3n4Yeckom ypoBHE, COeaNHEHNE
CErMeHTOB ceTel

[aHHble MOryT ObITb NepeaaHbl HO HE MOyYeHbl U HA0BOPOT

[MpenmyLiecTBa:
ABTOMAaTUYECKOE N rTNMDKoEe peLleHne
OpHoHanpaBrieHHoe coeanHeHne
B3nom He BO3MOXeH
HeT BO3SMOXXHOCTW OHManH-aTakK
HeT notepb AaHHbIX

100% 3awuTta !

HepocTaTku:
OpHoHanpaBrieHHoe coeanHeHne
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* Kak 310 paboTtaer?

Hatalvon

| BXOA4 ONE-WAY BbIXOL4 Cepsep
Mpokcu

(D= D) P
cadNE

CBeToBOM —H— CBeToBOM
nepegaTyumk NPUEMHUK
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% Kak ato paboraer?
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eeeeee BXOA ONE-WAY BbIXOL4
npokcwn (| [pokcu

CBeToBOM CBeToBOM
nepeaaTymk NpUeMHUK

_ flonycrumo
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Kak 3TO P

Hataluoa
Cepsep BX0OA4 ONE-WAY BbIX0Z, CepBep
Mpokcu Mpokcu
__/
' (C D) (-
- C [ an
CBeToBOM —H— CBeToBOM
rnepegatymk NMPUEMHUK

HeBO3MOXHO .
L Hesoamonio. -
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CepTtudukathbl
Common Criteria EAL 7+ (EBponencknmn coto3s)

HaumoHanbHble cTaHO4apThl
NL-NCSA ([flonnaHgus)
BSI (FfepmaHmns)

NATO Secret (NS) /@¢>
( ’{ls{f)'l)lz,:\,, é.}l\ \\\‘i o
dCTIK (Poccus) S \,'<Q«/
=<7
NERC (US)

(North American Electric Reliability Corporation)



Ve all ‘el ~Yal="Y-Yal=
[Mpokcu cepBepa

Kputnyeckas [laHHble nonyyYeHbl Unu
N3BIIEYEHDI

[MpoTokon
[atalnona

[TpoToKOI
[atalvopa

[laHHble nepenaHbl nnu bu3Hec ceTb
cTanu OOCTYMHbI
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X lNepepayva danios

KpacHas

Mpokcu

ot

| Mpokcwm
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% [loTOKU AaHHbIX

Streaming .-~ "
Video - i
Port 12897

5

N~ - Port 12898

N> 192.168.2.11:34117

192.168.2.47:48211
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CueHapun: DnekT

JOCTYyn K 3/1eKTPOHHOWN noyTe
M3 3allnLLEeHHON CeTH

NMpenmMmyLlecTBa:
« SMTP

 OTcyTCcTBMKE
BPEMEHHbIX
3a4epxeK

« 24/7
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* CueHapumn: obHoBieHue O

N4eCKOM

ACSA A F UL

Update in Progress - . Check for updates
Plaase wat for odaee 1o dniah

Retng odate sessor
Oratiing wodemn 0aTkapes v ooty NAHGe
nRalang wine

Change settings

View update history

Restore hidden updates

Ve cxsog 1 Available: 1 optional update
?::’:ii;??:}mo- bom Cacaiogon Updates: frequently asked
Deesiapsng fhrcuaugs questions No new important updates are available for your computer.
Learn about Windows Ultimate
Extras
Most recent check for updates: Today at 9:41 AM
Updates were installed: Today at 9:43 AM. View update history
You have Windows set to: Automatically install new updates every
(recommended)
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€epBuc - obHoBNeHue Windows Server

27 Windows Serve
- Update Services

| o
L=
Hardware Microsoft Server

Data Dipde o
Red network g
Black Red 'f Microsoft workstation

proxy server proxy server

o

WSUS import server

DataDiode




LleHTpann3oBaHHbIM CETEBON MOHUTOPUHE

B OTAEeJ/IbHOCTU
|lEHTPa/IM30BaHHbIN
MBEH M 3allnLLEH.

P Traps)

Central network

Remote Confi
Network

network i
DataDiode

Remote Secret
network



IARAM MO ALILIA RAIIIALIIAC
KoMMnJieKCHble peLleHV

KoHTponupyemoe
OByHanpasreHHoe
coeanHeHue

| Ncxogswme dpanrnbol
Q N30STINPYIOTCA Npexae Yem
v OHW NOKUHYT CETb

DMZ 1 dunetp
[ OunbTp* }

ES
L]

=

Database

BbusHec ceTb

obecrnevnBaloT KOHTPOIb
doannoB NOKMaarLLMX
DMZ 3aLUMLLEHHYIO CETb

NpuUnoXxeHwme gpyroro
3awmuieHHad npon3BoanTens

CETb




KomniekcHoe pelieHue A4
91eKTPOHHOM MOYThI

MouToBbLIN cepBep
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WHTepHeT \
coeAuHeHue

epoiqejeq ¥ :

PunbTp
NOYTOBbIX
cbaMJJOB, FTP- cepBep,
Black Benbin nucr nonyyeHue
c¢annoB

Firewall Proxy
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WUHTepHeT
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[lepenada dpannos (FTP/CIFS/SMB)
PaboTa ¢ ar1eKTpoHHOW NOYTON (SMTP)
Ayano/Bunaeo notok (UDP)

ORACLE
YpaneHHas neyatb
Pennukauun 6a3 gaHHbIX: Oracle, mysql, MSSQL, etc
CUHXPOHM3aLus LDAP /Active Directory McAfee
CUHXpOoHMN3aUmMa OaHHbIX @
CepBuc 06HOBMEHNSA Windows Server (WSUS)
OBHoOBEHME aHTUBNPYCOB: McAfee, Symantec etc...
CuHXpoHM3aLma Beb-cTpaHuL ’ Symantec.

MOHUTOPUHT yOoaneHHbIX ceten (SNMP)/ Nagios " .
Nagios

CKAA /Process Control Security



ONEKTPOIHEPreTMKa

[@3 u HedpTb /NepepaboTka
BoaHble cTaHuun s
ATOMHbIE CTaHLUMWU

ABTO U XXenesHble goporu
NHdpacTpyKkTypa nopTtos
KoHTponb Bo3ayLUHOro Tpaduka
HanoroBbI KOHTPOIMb
TenekoMmMmyHUKaLmnu




£ TunoBas KOHPUrypaLUa

Process
Control
Network
(SCADA)

OPC
Server

Fox DataDiode
Application
Framework

FTP or CIFS

Windows OS5

Transmit
proxy

apoigeleq ¥

: a Fox DataDiode Fox DataDiode

Heceive
proxy

3

FTP or CIFS

Fox DataDiode
Application
Framework

OPC server

Windows OS5

Business

Network

DataDiode



Uawle Bcero ucrnosnb3yerca ans
ayTCOPCUHIOBLIX KOMMaHUN NI
KOMMaHun npounssBoanTeNeN
obopynoBaHus

BO3MOXHOCTbL MOHUTOPUTbL
PaboToCnoCcoOBHOCTb
obopynoBaHug yepes
yaoaneHHbIW OOCTyn

ObpaTHbIN KaHan no
YMOMYaHUIO  OTKMIOYEH,  HO
MOXET OblTb akTUMBMPOBaH MO
3anpocy

—

_@@-

Data Diocde

Q..

irewall +

VPN



,D,aHHbIe noJtydeHbl nin
n3BJrie4eHbl

[TpoTOKOS
[Jataluoga

[MpoTokon
[Natalnopga

[aHHble nepenaHbl Unu Q

CTannm AOCTYMHbI
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X TpaHcnopT (40)

UHdpacTpyKkTypa LleHTp MOHUTOpPUHra CepBuUCHbIe CNyX0Obl

. YBeagowmneHue o npo6neme g

< JluHuna BbIWNa u3 cTpos

Bbi3oB cepBuca >

- O6cnegoBaHMe Npo6nemMbl Ha MecTe
|
BosBpart Ha 6a3y 3a MHCTPyMeHTaMu1 U 3an4yacTsiMu E—
|
- Bo3BpalieHue Ha MECTO U PeMOHT
|
BosBpauleHue Ha 6a3y .-

OTy4eT O BbINONIHEHHOW paboTe
<@— BKnioueHune nuHum B paboty

DataDiode



% TpaHcnopT (mocne)

UHdpacTpykTypa LleHTp MOHUTOpPUHra CepBUCHbIe CNyXObl

UHdpacTpykTypa LleHTp MOHUTOpPUHra CepBUCHbIe CNyX0bl

@

DataDiode



% ATOMHble cTaHuuu (40)

Mpon3BOACTBEHHLIE
[aHHbIe OOMKHbI

\ npeaocTaBnaATbCs,
= kak MeCTHbIM, TaK 1
\ MeXayHapOAHbIM

perynsTopam

—

npOVI3BO,D,CTBeHHbIe AaHHble
[OIMKHbI BbITb COXpaHeHbl B
KOpI'IOpaTMBHOﬁ ceTn on4
aHanusa n oT4eTHOCTU
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% ATOMHble cTaHUuMK (nocnae)

Bce Tpebyemble  AOaHHble yepes
KOpPNOpPaTUBHYIO ceTb HanpaBnsATCS
perynsaTopy.

3aluLLIEHHOCTb KOPrNopaTUBHOW CeTU He
CHMWXaeTca 3a CYeT  UCMOSib30BaHUSA

[atalvopna

DataDiode



[onnaHgua/EBpocotos
Perynatop KOHTponupyet
NPOuU3BOACTBO U NOTpebneHmne
SJIEKTPO3HEPTUN

[lony4yaeT gaHHbIE OT BCeX SHepreTudecknx
KOMMaHUN CTPaHbI

NaTtaluon no3sonseT Perynaropy CoOXpaHATb
YPOBEHb 3aLUMNLLEHHOCTUN CBOEN CETU



N3onupyun n npucoeanHam cBoko onepaumoHHYH0
cetb (GSM) ogHOBpPEMEHHO!

N3onunpyn KoHpunaeHuuanbHyo nHgpopmauuo!l!
N3onnpyin cermeHT pa3paboTynKoB.
[lpucoeneHun Internet K 3alLULLEHHON CETHU

N3onnpyn 3allULLEHHYIO CETb OT NYONUYHbIX
ceTeun, ceten dpunmanos, ceTen NapTHeEpPOB



Tenekom n KOHTpoaupyoLie opraHbl

3awmiieHHas
ceTb

PaspelueHue
H I 1 YNOSIHOMOYEHHOro

' opraHa

DYHKLUM-
OHan npo-
cnywmBa-
HUA 1
KOHTpons
nHcopma-
uvn, B
cooTBeT-
' TBUM C

AN . Tpe6oBa-
HUAMM
3akoHa

HI2

HI3

Tenekom KoHTponupyrouiue
npoBangepbl opraHbl
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N3onunpynte Balum koHunaeHuUmanbHble
JaHHblelll

ObecneysTe paboTy C Internet B 3aLMLLEHHOWN
ceTU

N3onupyute Baluy KoHuaeHUManbHy CeTb OT
nyornnyHLIX ceTen

N3onupyute ynpasrieH4YeCcKyo CETb OT CETEN
dounnanos

Obecneybre be3onacHoe coeguHEHUE C CETbIO
baHkomaToB
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[Mpumep: NAT

[lepegadya nHopmMaL M OT NapTHEPOB MO
NATO

I npegoTtBpalleHmne gocrtyna K
MHdopMaLnnN B CETAX NAapTHEPOB

[atalnon

duneTp




Mpumep: NATC

CoeanHeHuve 3almnLeHHOW CeTU ¢
WHTepHeToM 1 cbop nHdopmaumun 24 /7

KonnpoBaHune 3agaHHbIX -
cantoB

e
é ﬂ
\ ;
\

NHTepHeT

AHanums



0: NATC

[Mpnme

[Tpyem unu nepegada curHanoB C NePBUYHBIX
0aTYNKOB, C rapaHTUeNn HEBO3MOXKHOCTH
BO3AENCTBUA Ha HUX No obpaTHOMY KaHany
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[NMpumep: NATC

PacnpeneneHne nHdgopmauum Bo BpeM4

COBMECTHLIX onepauunmn

CeTb
HaunoHanbHoOM

— BupeonoTtok

Be3sonacHocTu

CeTb
HaunoHanbHoOMN

D

— Bupgeonotok —

Be3onacHocTH

CeTb
HaunoHanbHoOM

Be3sonacHocTu
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X lNpumep: BBC (EBpona)

LY

NHdopmaums BHyTpeHHUIn gocTyn
YepHbin KpacHbin "
npoKcu npoKcu

|

|

1
k]
1

| EEE 2

HData[lnog Oracle npunoxexHne [atafvon Oracle NPUNOXeHNe

CUHXPOHU3UPOBaAHHbLIN
B[ Oracle 11g 1 Oracle Data Guard B[ Oracle 11g 1 Oracle Data Guard

YepHbii cepBep Microsoft Windows KpacHbii cepBep Microsoft Windows
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Navy /
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x JlataZluoA

OpgHoHanpaBneHHOE KOMMYHUKaLNMOHHOE YCTPOMCTBO:
- annapartHas peanusayms (HeT 1O, NpoLWnBOK)
- cepTnudunumnmpoBaHo (CC EAL7+, NATO Secret, NERC, ...)
- HE MOXeET ObITb B3/TOMaHO

MHoro nogaepxmBaemMblX NPOTOKOJIOB |

| | B IR
@ Matrikon ORACLE Energy \\\(,,,\Z 10,"['\ (*/
Xepware S 2 mmsuBist N ""zt]' »
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