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Foreword

The Netherlands Scheme for Certification in the Area of IT Security (NSCIB) provides & third-party
evalnation and certification service for determining the trustworthiness of Information Technology
(IT) security products. Under this NSCIB, TNO Certification has the task of issuing certificates for IT
security products.

A part of the procedure is the technical examination (evaluation) of the product according to the
Common Criteria assessment guidelines published by the NSCIB. Evaluations in the Netherlands are
performed by an IT Security Bvaluation Facility (ITSEF) under the oversight of the NSCIB
Certification Body, which is operated by TNO Certification in cooperation with the Ministry of the
Interior and Kingdom Relations.

An ITSEF in the Netherlands is a commercial facility that has been licensed by TNO Certification
perform Common Criteria evaluations; a significant requirement for such a license is accreditation tc
the requirernents of ISO Standard 17025, General requirements for the accreditation of calibration anc
testing laboratories.

By awarding a Common Criteria certificate, TNO Certification asserts that the product complies witk.
the security requirements specified in the associated security target. A security target is a requirements
specification doctument that defines the scope of the evaluation activities, The consumer of certified IT
products should review the security target, in addition to this certification report, in order to gain ar.
understanding of any assumptions made during the evaluation, the IT product’s intended environment,
its security requirements, and the level of confidence (i.e., the evaluation assurance level) that the
product satisfies the security requirements.

Reproduction of this repost is authorized provided the report is reproduced in jts entirety.

Recognition of the certificate

The Common Criteria Recognition Arrangement and SOG-IS logos are printed on the certificate ta
indicate that this certificate is issued in accordance with the provisions of the CCRA and the SOG-IS
agneement

The CCRA has been signed by the Netherlands in May 2000 and provides mutual recognition of
certificates based on the CC evaluation assurance levels up to and including EALA. The current list of
signatory  nations and  approved  certification  schemes can  be found om:
http://ww iteqi Org.

The Ewopean Recoguition Agreement approved by the SOG-IS in April 1999 provides mutual
recognition of ITSEC and Common Criteria cegtificates for all evaluation levels (E6, resp. EALT).
This agreement was originally signed by Finland, France, Germany, Greece, Italy, The Netherlands,
Norway, Portugal, Spain, Sweden, Switzerland and the United Kingdom. )
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1 Executive Summary

This Certification Report states the outcome of the Common Criteria security evaluation of the Forl
Fox Hardware Data Diode, version FFHDD2+. The developer of the FFHDD?2+ is Fox-IT BV lccated
in Delft, the Netherlands and they also act as the sponsor of the evaluation and certification. A
Certification Report is intended to assist prospective copsumers when judging the suitability of the IT
security properties of the product for their particular requirements.

The FFHDD2+ is evaluated on the assurance level EAL7+ and builds on the evaluation results of the
recently performed evaluation of the Fort Fox Hardware Data Diode, version FFHDD2. This preyious
version was certified on September 7% 2009 on the assurance level EALA+ undes the same
certification identifier NSCIB-09-11025 with an certification report identified ss ‘version 1'. Version
FFHDD2+ of the TOE is identical to the previous version FFHDD?2 except for the addition of a new
front panel and the guidance documentation describing this additiopal front panel. The original
certification report NSCIB-CC-09-11025 version 1 has now been extended to cover the Fort Fox
Hardware Data Diode, version FFHDD2+ as described in this document, cerification report NSCIB-
CC-09-11025 version 2. '

The Target of Evaluation — TOE (i.e., Fort Fox Hardware Data Diode) is a hardware-only device that
allows data to travel only in one direction. The intention of is w0 let information be transferred
optically from a low security classified network (Low Security Level) 1o a higher security classified
netwwork (High Security Level), without compromising the confidentiality of the information on the:
High Security Level. Once manufactured, there is no way to alter the function of the TOE.

The TOE has been re-evaluated by Brightsight B.V, located in Delft, The Nethedands and war
completed on 10 June 2010. The evaluation builds upon the EALA+ evaluation that was cormpleted on
21 August 2009 as described in version 1 of this Certification Report. The certification procedure has
been conducted in accordance with the provisions of the Netherlands Scheme for Certification in the

Ares of IT Security /NSCIB]. The certification was completed an 16 fune 2010 with the preparation of
version 2 of this Certification Report.

The scope of the evaluation is defined by the security target {ST], which identifies assumptions made
during the evaluation, the intended environment for the Fort Fox Hardware Data Diode, the security
requitements, and the level of confidence (evaluation assurance level) at which the product is intended
to satisfy the security reguirements. Consumers of the Fort Fox Hardware Data Diode are advised to
verify that their own environment is consistent with the security target, and to give due comnsideration
to the comments, observations and recommendations in this certification report.

The results documented in the evaluation techmical repoit [ETR]* for this product provide sufficient
evidence that it meets the Evalustion Assurance Level (EAL) 7 assurance requirements angmented
with ALC_FLR.3 and ASE_TSS2 for the evaluated security functiopality., The evaluation was
conducted using the Common Methodology for Infarmation Technology Security Evaluation, Version
3.1 Revision 2 /CEM], for conformance to the Common Criteria for Information Technology Security
Evaluation, version 3,1 Revision2 [CC]J.

TNO Certification, as the NSCIB Certification Body, declares that the Fost Fox Hardware Data Djod::.
version FFHDD2+ evaluation meets all the conditions for international recognition of Common
Criteria certificates and that the product will be listed on the NSCIB Certified Products list. It should
be noted that the certification results only apply 1o the specific version of the product as evaluated.

! The Evaluation Technical Report contalns information proprietary fo the developer and/or the evaluator, and it
not releasable for public review.
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2 Certification Results

2,1 Identification of Target of Evaluation

The Target of Evaluation (TOE) for this Evaluatoo Assurance Level (EAL) 7 augmented with
ALC_FLR3 and ASE_TSS2 evaluation is the Fort Fox Hardware Data Diode, version FFHDD2+
from Fox-IT BV located in Delft, the Netherlands.

This report pertains to the TOE comprised of the following main component:

AR s oINS e aremte Ty y " T2l e e

et 3 Jdentdrer Sorrnr e T BT, VEISIOn:
Hardware Fort Fox Hardware Data Diode FFHDD2+  single 19-inch rack
component

To ensare secure usage & guidance docuruent is provided together with the Fort Fox Hardware Data
Diode. Details can be found in section 2.5 of this report.

2.2 Security Policy

The TOE is the Fort Fox Hardware Data Diode (FFHDD) and allows data to travel only in one
direction, The intention of is to let information be transferred optically from a low security classified
network (Low Security Level) to a higher security classified network (High Security Level), without
compromising the confidentiality of the information on the High Security Level. Once manufactured,
there is 0o way to alter the function of the TOE. '

il . i'a:.rb:iwiv'nmum Dioda < 1

Figare 1, Overview of the TOE.

2.3 Assumptions and Clarification of Scope

2.3.1 Usage assumptions .
There are no usage essumptions identified in the Security Target that are of relevance to the TOE.

2.3.2 Environmental assumptions
The following assumptions about the environmental aspects defined by the Security Target have to be
met (for the detailed and precise definition of the assumptions refer to the (ST].chapter 3.3):

The intended operation environment shall store and operate the TOE in accordance with the
requirements of the High Security Level side.

The TOE is the only method of interconnecting the Low Security Level network and High
Secnrity Level network. This prevents a threat agent from circumventing the security being
provided by the TOE through an untrustworthy product.
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2.3.3 Clarification of scope

There are no defined threats for the TOE that require additional measures in the environment, they are
all met by the TOE. The Security Target [ST] assumes an operational covironment such that threats
could come only from the artached networks. The evaluation did not reveal any functionslity in the
TOE that was excluded from the TOE eveluated configuration.

2.4 Architectural Information

The TOE is a single 19" rack component, a hardware-only device. To ensure signals can only pass in
one direction, but not vice versa, the TOE deploys a light source and corresponding photocell. The:
data transfer is implemented in hardware, of the physical Open System Intercoanection (OSI)

reference model, to guaraniee complete unidirectionality. Fiber-optic cables are used to minimize the:

electromagnetic radiation when the TOE input is connected to the Low Security Level Server and the
TOE output is connected to the High Security Level Server.

The TOE has two operational interfaces to establish one-way communication, the Bidirectional lmput.
and Unidirectional Owput port. At the Low Security Level Transceiver light is carried into the

Bidirectional lnput port and converted, with the aid of a photocell, into an electrical signal. The

electrical signal spreads through the TOE to the High Security Level Transceiver. The High Security

Level Trunsceiver receives the electrical signal and converts this, using a light source, into light.

Finally, the light is offered, through the Unidirectional Output port, to the High Security Level
Network. ; DR ) , y

Figure 3 Three variants for the front panels of the TOE

2.5 Documentation
The following documentation is provided with the product by the developer to the customer:
O T S T T PR T PR

Fox-IT BV, FFHDD, Dclivery Procedures, Preparative Procedures and 2.02, June 3, 2010

Operational User Guidance, CC EAL7+

[doo10/0015
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2.6 IT Product Testing

Testing (depth, coverage, functional tests, independent testing): The evaluators examined the
developer's festing activities documentation and verified that the developer has met their testing
responsibilities.

2.6.1 Testing approach
The evaluator has tested all interfaces of the TOE and tested all six tests defined by the developer. [n
addition four tests are defined to extend the rigor of testing done by the developer.

Before these tests were conducted it was verified that the TOE was suiable for testing and has a
unigue refecence number as identified in the ST introduction.

2.6.2 Test Configuration

The test configuration for the independent testing comprised of two configurations. The non-TOE
servers for the High Security Level side and Low Security Level side were included in both test
setups. .
Test configuration 1 was the configuration as delivered to a customer and was used far lesting the
external interfaces for all TSFL.

Test confignration 2 was usiog an addirional Fort Fox Hardware Data Diode of which the output
side was connected to the cutput of the TOE. This setup was used to test the interfaces of the SFR-
enforcing module.

2.6.3 Depth

For this evaluation, the depth of testing relates to the TSF modules and the SFR-enforcing module in
the TOE. design. The TOE Design defines two simple sets af modules for the TOE. The first set
concerns the power supply; the second concerns the data diode.

All modules are SFR-supporting, except for cae secudty-enforcing module in the data diode set of
modules and this module has been tested. :

In one of the tests it is checked that all the companents in the design documentation are indeed
implemented in FFHDD2+. In this test the implementation represenation s tested exhanstively.

2.6.4 Independent Penetration Testing
The evaluators considered the following possible atiacks:

Attack from the low security level network trying to compromise the TOE such that il
passes information through from the high security level network;

2. Attack from the high security level network trying to compromise the TOE such that ii
passes information through from the high security level network;

3. Attack from bystanders by the TOE to eavesdrop information passing through the TOE;

Trying to cause TOE failure such that the TOE comes in a state that it passes information
through from the high security level to the Jow security level.

The TOE design shows that one electronic component is essemtial in the realisation of ensuring thal
signals can oaoly pass in one direction, and not vice versa. The evaluators have chosen to test the
resistance of the TOE against the introduction of light signals at the Output port. If these signals would
pass through the TQOE, they could influcnce the signals as emitted by the bi-directional Input. Thiy
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attack relates (o the possible atiacks 1, 3 and 4 listed abave. Attack 2 is out of scope due to the
objectives of the environment. '

2.6.5 Testing Resulis

The testing activities, including configurations, procedures, test cases, expected results and observed
results are summarised in the /EZR], with references to the documents containing the full details.

The developer's tests and the independent functional tests produced the expected results, giving
assurance that the TOE behaves as specified in its ST and functional specification.

No exploitable vulnerabiliies were found with the independent penefration tests. No residual
vulnerabilities were found.

2.7 Evaluated Configuration
The TOE is defined uniquely by its name and version number Fort Fox Hardware Data Diode, version
FFHDD2+ and can be identified by its Identification at the backside,

The TOE needs no specific configuration settings because there is only onc configuration defined.

2.8 Results of the Evaluation

The evaluation lab documented their evaluation results in the [ETR)? which references several
Intermediate Reports. The verdict of each claimed assurance requirement is given in the following
table;

AT P AT z p3ReyS 17 A

Security erchitecture ADV_ARC.1 Peass
Functional specification ADV_FSP.6 Pass
Implemantation regresentstion ADV_IMP2 Pass
Imarnals ADV_INT.3 Pass
Security Polcy Model ADV_SPM.1 Pass
TOE design © ADV_TDS.6 Psss

] S s

Cun anlarnam apabm-tles v C_CMC.S

Configuration Manegemant Scope’ ALC_CMS.5 Pass
Deallvery ALC DELA Pass
Development Sscurity ALC_DVS.2 Pass
Flaw remediatlon ALC_FLR.3 Pasa

2 The BEvaluation Technical Report contains information progrietary to the developer apd/or the evaluator, and is
pol releasable for public review,
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Lifecycle deflnition ALC_DEL2 Pass
Tools and Techniques ALC_TAT.3 Pass

ATE_COV.

ATE_DPTA4

Based on the above evaluation results the evaluation Iab concluded the Fort Fox Hardware Data
Diode, version FFHDD2+, 1o be CC Part 2 conformant, CC Part 3 conformant, and 1o meet the
requirements of EAL 7 augmented with ALC_FLR3 and ASE_TSS.2. This implies that the product
satisfies the security technical requirements specified in Security Target FFHDD, CC EAL7+, version
2.04, June 3,2010. The Security Target does not claim conformance to any Protection Profile.

" 5.9 Evaluator Commenis/Recommendations

2.9.1 Obligations and hints for the developer

Based oo the insights gained during the evaluation the evaluator recommends far the protection of
coafiguration items at Fox-IT to extend the current anti-virns measures in a similar way to non-
Windows platforms.

2.09.2 Recommendations and hinis for the customer

The TOE is normally delivered together with the two servers. These servers are connected to the
network that the TOE connects. These sesvers are not considered during the evaluation.
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3 Security Target

The Security Target FFHDD, CC EAL7+, version 2.04, Jupe 3, 2010 is included here by reference.
Please note that for the need of publication a public version hes been created and verified according to
[ST-SAN].

4 Definitions

This list of Acronyms and the glossary of terms contains elements that are not already defined by the
CC or CEM:

CcC Commeon Criteria

T Information Technology

ITSEF IT Security Evaluation Facility

NSCIB Nederlands Schema voor Cextificatie op het gebied van IT-Beveiliging
PP Protection Profile

TNO Netherlands Organization for Applied Scientific Research

TOE Target of Evaluation

5 Bibliography

This section lists all referenced documientation used as source material in the compilation of this
report:

[CC] Common Criteria for Information Technology Security Evaluation, Part 1 version
3.1 revision 1, and Parts Il and 01, version 3.1 revision 2.

[CEM] Common Methodology for Information Technology Security Evaluation,
Evaluation Methodology, Version 3.1 Revision 2, September 2007

[ETR]} Evaluation Technical Report, Fort Fox Hardware Data Diode FFHDD2+ - EALT+,
Version 2.0, June 10, 2010.

[NSCIB] Nederlands Schema for Certification in the Area of IT Security, Version 12, 9
December 2004.

[ST] Fox-IT BV, FFHDD, Security Target, CC EAL7+, version 2.04, Juue 3,2010.

[ST-SAN] ST sanitising for publication, CC Supporting Document CCDB-2006-04-004, April
2006.
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3o Tor "ayptagrafic” worden niet gerckend: techaicken van "vaayd gegvensoniprimering of ~codring.

Noot: 5A002.a.1. is ook van wepassing op apparatunr div is onworpen of sangepast voor het gebruik van
“oryprografie” op grond van enaloge principes wanneer dezemet behudp van digitale techmicken wor-
deni toegepast

a Een "symmetrisch algoritme” met cen slewrellengte van meer dan 5o bits; of
b Fen "asymmuetrisch algoritme” wasvan de beveiligizg wordt gewaarborgd door

1 Onthindmg van gehele getallen van meer dan 571 2bes (v, R5A)

T

Berekening van discrete logaritmen i con groep van cen eundig veld met cen prontie van
meer dan 512 bits by, Diftie-Hellman over 2/p#2) of

3. Diserete logaritmen in een andere dan de in 5A00221.0.2 genoenide grocpen van meer
dan 112 bits oy, Dilfie-Hellman over cen elliptische cuvey;

2 ontworpen of aangepast voor het witvocren van crypianalytiche funciivs,
3. niet gebrukt

4 speciaal onworpen of amgepast voor het reduceren van ongewenste lekken van wformatie-
dragends signalen, afgezien van hetgeen noodzalelijk 15 omoamn de normen voor gezondhed, vor-
ligheid en elekiromagnerische mterferentie te valdoon:

w1

ontworpen of wangepast voor het hanteren van coyprografische technicken voor hiet gencreson van
de spreidende voor "spread spectrum™systemen, met wiszondering van de technicken vermeld in
5A002.4 6., et inbegrip van de hopping -cods voor “frequency hoppingsyscemen,

6 ontworpen of aangepast vaor et gebruk van eryprografische wechnieken om kanaliseringscodes
verslentelmgscodes of nawerkidentificaticcodes te gengreren voor systemen die gebruik imaken van
ultrabrecdband-modulaticiec buieken, met cen van de valgende kenmerken:

a een bandbreedie van mcer dan 300 Mz, of
b, een “fractionele bandbreedee” van 20 % of meen,

7 nieteryptografische beveligingssystemen en -voazieningen voor iformatic- en commumcitie-
technologie (1CT), met een beveiligingsnivean hoger dan of gdjkwarrdig aan klasse EAT-6 {evalua-
tion assurance level) van de Common Criteria;

5 communicatwkabelsystemen die met mechanische, eleberische of dektonische middelen 2ijn ont-
worpen of aangepast, voor het opstoren van clandestiene binaendnnging:

9. ontworpen of aingepast om kwastumceryprogralie” te gebruken

"Kvantunznyprografie” wordt ook aangeduid als <quantum key distsinion (QKD)

Noar: In SA00? zipn nict bedocld
A Tperwensgetonden slimme kaarten” met gen van e ordasiinds kenmerken

I waarean de oyprografische funchie beperkt is ot et gk i apparatior of sysiomen dic van
embargo zijn wiggesloten krachtens e punten b tot aomet g van deze noot of
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oorsprong : Niet Nader Bepaalde Landen

Exporteu : Fox Crypto BV

Ontvangel : klanten van fow Crypto

: ddem

Eindgapruik : informatie-bevelliging

Aard van transactie : verkoop

Contactpers. bedrijf:
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III., PRE-ADVIES CDIU

Risk Report s nvt
Hindgebruiker 3

Land : Diverse Landen
Programma 3

Int. Regime -

Onderzoek InL.Dienst ¢

Vergunningenoverzicht:

Toewljeingen : 2875 9509 dd 19-01-2011
Afwijzingen ML : geen

Advies CDIU ¢ Loewijzen

Overige informatie : erypto-fml, volgt per fax

Denial eindgebruiker : nvt
Denial land van best.: nvt
Hummer (EU)-Denial(s): toewijzen

Naam behandelaar CDIU: _
Sandage : MO[¥] J [] Hummer sondage:

Eventuele condities $



INFORMATIE BIJ CRYPTO-AANVRAAG

Bijlage bij vergunningaanvraag nummer: _

Technisch contactpersoon bedrijf

naams:

tel:
AL Goederenomachrijving
Naam product rzie fax
Type-en versienummer :zie fax
Lijst van bijgevoegde folders en beschrijvingen (van product,
algoritma en sleutelmanagemant):
1.
ol
N
e
B, Vvoor het hierboven omschreven product is
ecrder vergunning verstrekt: [X] J [] B onder nummel:
2875 9509
G Gegevens eindgebruike:
MNaam :
Doelgroezp H
| ¥] overheidsinstelling
[¥] niet overheidsinstelling
D. Cryptegraphische gegevens
Crypt. beveiligingsfuncties({s) : [| encryptie
| ] key managemant
[ ] authenticatie/integritelt
[] identificatie
[] PIN/MAC/Access
[] digitale handtekening
Primairve functie s (] communicalie
[] opsliag
Inplementatie : (] hardware/firmware
[] software
Maam toegepast cryptographisch algoritme(n): nvt er zit geen algoritme in
Naam toggepast sleutelmanagement : nvt
Korte beschrijving sleutelmanagement i
Symmetrische sleutellengte i
Asymmetrische sleutellengte :
US Laiecence ENC s [ 1 Ja [X] Hee
Welk deel van paragraaf 740.17 EAR : [ al [] a2
: (] bl [] b2i [] b2ii || b2iii
: [1 b2ivA [] b2ivB [] b3 [ bd
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Creating certified cryptographic products used
to be a complex task, especially if you require

a certification for government use. Not only
must the products provide unsurpassed levels

of security, but they must also undergo lengthy
evaluations by various certification bodies. This
often leads to a very long time to market. A lot of
time, and thus money, is spent before the end-

user benefits from your cryptographic solution.

Fox-IT has developed the RedFox carrier module
in close cooperation with the Dutch government.
The RedFox allows for swift certification of
products based on it. The RedFox offers very
high levels of security, both logical and physical.
Cryptographic algorithms are implemented

in hardware and provide high-performance
throughput up to 800 Mbit/sec. Integrating the
RedFox into new high-security products is a
straightforward task using the SDK and reference

implementations, thereby allowing time to market

to be reduced significantly.



Many security products require shrong cryptography. Providers of such
products and their customers nead to rely on a strong eryjptographic core,
This ensures that their products are truly secuse. Examplas of such high
security products abound, botk in government and commercial settings.
These include VPN solutions, hard disk encryption and hardware security
modules (H5Ms),

As cryptography lies at the beart of these produrts, gavernment o com
mercial evatuatinns of such producis farus heavily on the strength of the
underlying cryptographic sustem There are good reasans for this focus
Although modern cryptagraphic algorithms are thzoretically sliong, many
mistakes can bz made in thair implementation.

A common solution to this prablem is io offload cryptographic eperations
to a trusted extarnal hardware sscurity madule (HSM). However, traditio
nal H5Ms cannolimplament complex data processing logic, do nat provide
7ttt red-black separation, and do not offer Hexible hardware interfacing
They must therefore be integraled into a host system thal provides these
features, thereby extending the srope of the securily functionality to
nclude the H58 and host system. That complicates the secunty design.
makes it mare difficutt to ensure corracl implementatian, and increases the

cost of certification and the time to markel

The Rediax Carrizr Module (RE-CM) is a axible HSM designed (o be used
as # liuilding block in a wide variety of products 1t can run complag data
processing lngic and provides strict red-black separation in haridware, The
RF-CM was developed in close cosperation with the Datel National Cam
munications Security Agency (NL-HCSAL As such, 1t is designed to be used
at the highast levels of Dutch, EU. and NATO security The RF-CM 15 availa
blz in twe editions 1o suit hoth government and enterprise customers

Architacture

The RF-CM contains two s2parate pracessor cores 10 enslive very strong
ed black separatian (se= figure). The red core handles sensitive data, sich

- as heys or unencrypted data. while the black core processes non-sensitive

data This ensyres that eyen o the Black core i compramised, both key

matarial and sensitive data remain secure

RedFax Carrier Module
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Aside from the red and black cores, @ programmiable packet processing
pipeling allows high-speed ciyplographic operations This pipaline,
known as the hardware fast-path, can be programmied Lo process and
encrypt dala packels at kigh spaed {up ta 800 Mbit/second). Each packet
is initially matched and assigned 1o a certain flow Known flows can then
be automatically decrypted or encrypled in hardware, withau! the nead 1o
guery the red or black cores. Flows that require further processing can be
offloaded to the red or blazk core, dapending on the sensitivity of the data
As this process is highly flexible, the hardware fast-path can ba used for a
wide range el applications, including natwork basad products. hard disk

encryplion, key management and more

Shoitening tine to market for cortified security products

Due ta its flexible nature, the RE-CM can be uzed as a solid base for secu
rity products requiring cryptography or secure starage. Itis well suitad jor
MATO, EU and NL national markets

The BF-CM has been developed in cloze cooperation with the NL-NOSA,
This ensures that the certification of end-products based on the RE-CM can
tiz pertormed much more cost-efiectively than a ully custom solutien. The
RF-CH comes with approved pre-certification documenltation, ensuring
that the most comples parts of end-product certification can be performed
rapidly

Challenges in high-security products

Creating high secunty products is 2 challenging task. A single flaw in
either design or implamantation can have catastiophic consequences for
the system's securily. Especially challenging aspects includs tha secure
implementation of cryptographic logic, multiple layers of strong physical
defensas, and perhaps most of all the protection of sensitiva (red) data and
processing logic and separation tharenl fromt the non sensitive, untrusted
{black) domain

The modein computing platform generally provides a single processer on
which sobtware rans. and it is the software’s respansibility to provida data
protection This design has significant weaknesses and, as the soltware
becaimes mafe complas, can make certification very difficult. Software bugs
can lead to breaches of secunity and data loss bacause the hardware
dogsn’t enfarce security domain separation. Unsupected hardware helia
vior can make well-written software vulnerable to specialist attacks, such
s cache timing or other side-rnanasl attacks

Even many existing high security products contain only a single procassor
and cannot run red and bilack software separataly. That leads 1o highly ¢ri-
tical security logic and mors complex noncritical support fagic being mised,
thereby complicating the certification process and increasing the chance of
undetected flaws



The RE-CA provides a complete prckage containing thoroughily evaluatad
high-parformance cryprographic hardware and distinet red and black

pl mé§3i115 cores for running application-specific software in both domains
withott breaking the stiict hardware enforced domain boundary. All of
thiz is weappad in multiple layers of strong physical protection.

Unsurpassed lavels of security

The RE-CM contains a large number of security and anti tamper measires
al the physical electrical, and software levels {see highlizht: Secuiity in
Oepth] The sectrity 15 active and, on datection of an attempt to tarpe)
with the device, all sersitive material within the device is immediately
cleared.

Toensure thal the software en the system can be usted, every step of the
soltwace cha can enly ran if it hins a corect digital signature. The systern
15 trusted platiorm, easiimg that malicions cod= cannot be oxecitad
T Curther security measures include suppart for a Crypto tgnition Key (1K)
-~ which s stered on a hardware device that, when removad. renders the
device unclassified Keaping the OK and the RF-CM separate ansures ad
ditional secority diing transport and slorage.

W FO -IT
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Example: VPN solution

The red and black Gigabit Ethiernat interfaces and the design of Uhe
hardware fast-path make the RE-CM a perfect fit for network enciyption. A
nnigh-security Virtual Private Network (VENI requires minimal extrg bard
ware besides the RF-CM due to the butli in red and black pracessor cores
Qnly aninterface lor user authentication and the pliysical Etherne! dyivers
for fibier or capper niedia are required 1 complete the bardeare desian far
A VPN appliance.

The VEN endpaint software that runs on the RE CMs red and black cote.
can be cost-effectively built on top of the tRedfox SOK, thereby minimizing
software develapnient effort necessary for creating a fully funrtional VY
salution. The system's flexibility allaws soltware 1o be witten for Lath
local management using a simple user inmerface and emote managemont
over the wire fror a managemen! station.

Rzdfox Carrier Maduls

User authentizatian

Example: Hard disk encryption

The flexible dasign of the RE-CM also altoves oliter ises than high speed
aetwork encryption. One particatar example is e use of the BE-GA o
hard disk =ncryplion

M il

o

FPGA SATA hard disk

Y Sowe—

User authentication

The diagram above lustiates the concept of a tan sparent aSATA hard disk
encryption davice that s ‘seea’ by the host as a normal hard disk. The RE
CM s placed in the SATA data path Surcaunding FRGAS encapsilate e5A14
frames m Ethernat frames, and vica versa Twe separate FPGAs are usad

tu guarantea the red black separation. the hardware fast gathis program
med te zncrypl or decrypt the e5ATA franies inside the Fthernel fame's
payload at high speed.
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Crypto algorithm support

W FO -IT

| : umptl 3 W (typle

K ]‘.‘! f:ition { nmen

1), 7.6 W (1

Pl

RedFox Carrier Module

+ Offers unsupassed levels of security, both logical and

physical.
«  Flexible and versatite eryptographic module
+  Shortens time to marheat for certifizd security products

Canbe easily integrated inta secirity preducts using deve

lopment kit

Fox-IT

Fox-IT specializes in cyber defense. IT Security, lawful inter-
ception and digital forensics solutions, providing completely
secure, easy-to-use and automated produrcts for data transport,
interpretation and archiving to dozens of government defense
and intelligence agencies, systems integrators and commercial
organizations worldwide. Fox-IT soliitions maintain the security
of government systems up to “'state secret level” sensitivity, criti-
cal infrastructure and process control networks and other highly
confidential data. The company also pravides services including
IT security audits, digital forensic investigations, training pro-
grams and managed security services. Established in 1999, Fox-IT

is based in the Netherlands and works with trusied partners in
more than 20 countries.

Fox-1T

Olof Palmestraat 6
2616 LM Dalft
The Netherlands

P.O Box 638
2600 AP Delft

t  +31{0)15285 7999
f  +31(0)15284 79 90
e fox@iox-it.com

www.fox-it.com
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Belastingdienst

l

Mee dic formuller vruyge u 2un: cen ultveer- of dasrvoervergunnlng

voor staategische gocderen, goederen die vallen onder een sanctlercgeling

of goederen zouls beschreven in bijlage 17 van de verordentng (oc)

or, 1236/2695, U kunt mee dit formulier ool een xondage (proshanyrazg)

indienen voor deze gocderen.

Strategliche goederen 2l

~ militaire goederen, z0als wapens, wapensysiemen, technologic en
voftwure of materinal dut specifick voor milimlre docleinden I¢
gemaake (beschreven In de Gemeenschappelijke eu-lijse van Mililre
Goederen);

- Eucdmn dle zowel ecn millealrg als cen clviele mcpuslnf kunnen

ebbes, ook wel goederen voor tweeirle pebruik of dualeuscgoederen

genoemd (beschreven In Verordening (ne) nr, 428/200g).

Dit formulicz Is ook voor het sanvrgen van cen ulrvoerver Z'fﬁ
veor progrmmatuur (safrware), techinologle of tcch.nl.!chefll) dlz
verband Euud:n met smwgf::.he goedezen, Een vergunning is nodig
voor 2ows| fysicke als niei-fysicke (slektronlachs) overdrache van die
programmaruur, technolagis en technische bijseand,

Voor de ultvoer van atrategliche goederen lune u twee sooreen

Vagunningen sanvragen;

~ cen individuele witvoctvergunning voor een apezifick gaed en cen
specificke bestemming, of

~ een globale ultvoervergunnlng vaor cen type of categorie goederen,
voor meerdere transactics en voor ulivoer naar én of megy
bestemmingen, Voor militaire goederen geldt deze vergunning allean
voor uitvoer naar NAVe-landen, Australi¥, Finland, lerlond, Nizuw-
Zeeland, Zweden en Zwluerand,

Vaoorzlet een bepaalde sancueregsling In cea onthefilng? Dan kuncu
dit formulicr aok gebruiken om de oncheffing op deze sanctiregeling
BN tevragen.

Folterwerkmigen zijn goederen die gebrulkt kunnen worden voor

het dltvoeren van de doadacraf, voor foltering of voor andese wrede,

anmenselijke of onterende behandeling, Deze goederen mogen alleen

bl) hoge uinandering worden ultgevoerd. In bijlage 11t van verardening

(ea) 1236/2005 stann poederen waarvoor u cen uitvoervergunning
iﬂ:ﬁ\vﬁ:ﬁn. Voor d¢ uitvoer van deac gucdcr;:dbg;g:;oﬁcm

cen vlduele vergunning 1anv, Voor esn s en een

specificke bestemming, Ook de :j:iad:c bljstand dic wordt verlzend

bij deze so0rt gocdersn valt onder de verordentng.

Aanvraag
Vergunning uitvoer of doorvoer
strategische goederen of

sanctiegoederen

RSINAMocasl nummer

Hee Rechtspersonen en Samenwerkingsverbanden Informatlenummer
(rarN) verviage het fArmal nummer, Hee asin bestaze uls dezelfde elffers
als het fiscas] nummer, U gebrulks her rain bij uw contacren met de
Nederlandic overheld,

Ondertskanan en Indlanen

U kune dit formuller diglwa! Indlencn vin de postbus op
WW;!:.nMooanolbedtlem.nL U hodft her fortnulier dan nict
< on n

U moet wil ondemekenen als u het ingevulde formuller prine en
opmuure. Het postadres vun de eoy L1
Belastingdienst/Dousne/Groningen/

tzum Centrale Diense voor In- en Uleveer

Postbus 30003 9700 R, Gronlngen

Telcfoon; (o88) 15 12122
Paa (088) 15 3182

Bijlagan

Vrasgr u esn vergunning of ontheffing san? Scuur dan mee pacs deac

anavruag:

~ Ezn kopie van het getekende conmact of de order. s er nog geen
gewskend coneraee? Dan kunt u {n afwachelng hlervan cen
CONCORLEOntraT massturen,

- Een verklaring over het cindgebrulk van de goederen (een
clndgebrulkeraverklaring), De verblaring mace wardch pelegaliseerd
door de antoriteiren of een instande dle is tgd door die
wutoriteiten, In veel landen ix div de Kamer van Kaophundel, Ir de
afnemer cen overheldsinstantic en blijl het elndgebruik wlt hee
conwrass varbij dete instantic parel) ist Dan hodft u een aparte
elndgebrutkeatsvecklaring In veel gevallen nlct mee re stucen.

Gaug de vergunnlaguanvraag aver milicice gocderen? Sruur dan ook mee:
~ Bea uitvocsvergunning ult her land van herkomst, als deze sanwerd is.

Viyugt u gean vergunnlng aan muar cen sondage? Dan zljn d bljlagen
optioncel.

Hebe u bij ecn vrasg nitt voldoende invulruimee? Ga dan verdar op cen
bijlage. Zas op clke bijlage uw naam en handtckening,

O R P e e S B ey S A R e [ i

1 Soort aonvraag

Ya  Vreagtu een vergunning aan of een 8 Vergunningaanvraag
sondage (proefeenvraag)? Kruis ean sondege (proafaanvrerg)
wat van tospassing /s

1b  Gestuw (prooaflaanvraag ovar gosdersn 4 goaderan

of aver tachnalogla/tachinlache hljstand?
Kruls 8an wat van tospessing Is, mesr
entwoorden zifn mogshifk
fc  Gaeatuw (proaf)aanvrasg ovar technologle/ [ fysleke ovardracht
technlgcha bljstand? Gasf dan san hoe de
averdracht van de technologie/tachnlache
bljstand plaatavindt. Kruls asn wat van toa-
passing is, masr entwoardan 2ifn mogelijk
2  Qsgevans panvrager (axporteur]
28 Nasm of baddjfengem
Adros
Posteode en woonpleats
Telefoannummer
E=malladres
2b Ralstscode CDIU

2¢  EORI-nummer of RSIN/flacasl nummar

Tox CRYFO_ gy.. A
OLow  PRLAESTRART _ 6
616 L

I pmPT

O tachnologleftachnische bijstand

O nlet-tysieke overdracht

I
.
!
i
1
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Aanvraep Vergunnlng ultvuar of doorvosr etna!uglscha gcedon:n of eanctlegoadersn 2

8a

1]

de

8a

b

78

7€

7d

‘ E-malladras

Gugmm ulmnuganmmﬂlgu
Naam of hednjfsnasm a ‘ . J
Adres .

Pastoode en woonpleats

Telefoonnummer

Ralatlecode CDIU

Eqnléﬁumm'w of RSIN/fiscaal nummer
Qogevans éé;ﬂmaudplummar ‘
Naam of hedrijfaneam B —-
rres e | | - : | !

Postzodé en woonplagts ) s T T —‘— B ‘ T
Land ' T T - ——,
Qegeavans elndgahmlner (als daza ash nndere L= dan de geadrosgeenda)
Neam of badr)fsnaam

Adres

Posteode gn woonplaats

‘Land , -~ i

Indivlduele of globals vergunning

Vragpt u een Individuele of een 1 Indvidueel

globalé vergunning asn? B glabaal

Krule een wat van f‘osplulng is o

Uhtersta magnd van uftvoar DoocrR LepEup ‘ - ) !
Boasderen

Dmschrijving goederen ﬁ PPARATWUR VooR iNMFoRMA T it BevEllysrme |

p gy — - B—
Neam product Fox  0ATAOione | SKYTALE /REoFox

Type- en veralenummer

Hebtu vasr hetzelide product esrder O Nee, ga varder met viaag 7¢
een vergunhing eangevrasgd? Ja
Kruig gen m: van ruapauing Is

Is dazs sanvasg loagowezen? [J Nea
Z Je, vergunningnummer

Omachrijving van ds goedaren vaar . ﬂﬂshﬂA TUUR Vaoﬁ. IVEERMA TIE BEVE[ M G laG N
publleatis op de websle VBn deoverheld < == ee—TE e = —I

GN-coda

CAS-nummer

SG-post

Waarde van de goederen
Hoeveelhald

Eanhald (van de hosveeaiheki)




Aanvrang Vargunning ultvoer of dosrvoer snémgluh_a goaderen of aancegoadaran 3
o  Elndgsbrdk
Omechrijving ven het sindgebrulk van, BEVEIL ¢ 0E Aoffe/.,‘lv'cr AN vER Tlému WoE ]
de goaderen. Waaa Hlorby 2a speciiak SRRt R s e
mageliik i EN MNET-VvERTRWUOE  IT - em GEVIAE Ens,

B8

8h

8c

8d

e e

Omachrijving van het elndgehrulk (O EM
vin de goedersn voor publicatie op )
do websits ven de ovarhs|d -

Transactla
Land van herkomst (indien van wepessing) V& DERLAND
Lidstaot waar de goaderen zich havinden IVF PERAND . . _ |

Land van bestsmming GLoBSAl o o L i
Land vun elndbestemming CLEFAL -
Soort tranasctie * LI wedstvitvoer/donrvoar

Kuis aan wat ven tugpessing /s, .. Bl definitieva ujtvoer of varzending ,

U kunt maar é8n optle sankruksan - O definitieve ultvoer of verzending voor enderhoud of raperatie

definitleva ultvoor of arzending voor varvanglng van goedsren waanvaor
&l ean ulvaervergunning Is afgegeven .
" tjdelijke uttvoer in het kadar vin.een andars douanéregeling passleve varedellng
+ dan baggeld matende 25 ' ] .
[ vjdelllks vitvoer (n hat keder van ean andere douaneregeling passieve veredaling
dan badosld mel de cades 21 en 25 ) .
3 uhvoer of verzanding van goaderen die hastemd zljn om opnieuw te warden Ingevaerd
In angevijzlgde staat en met volledige vrljstalling van belaating
1 ultvoer of verzending van goederan dia In een anders lldstaat 2ijn geplaatat
onder de rageling passiave veredeling- )

R |
Contractdatum /YV é - . L . o . 4

Agnwullonda Informatle’ o . ) . ) ) ‘

Adgifteworm vergunning
Afglfevorm vargunning E papler
Kruls gan wat van toepassing is. . O elektronisch (allean mogelijk blf vitvoeraangifte in Nederiand)

U kunt mear één optls senkrulsen

Ol:uh:nl:kl:uinu

Nasm

Funetie

Plaats en datum

Handtekening
Asntal bijlagen

Adntekeningen (ruimte l.lusl:emd vour COIL)




Aanvraag Vargunning ultvosr of doarvoer ltm!eglu'clha' gnad"a_ne.n of sanctiegoadaren

1 Soort eanvrerg

1a Vergunningasnvraug of sondage (prosfaanvrasg)
_Geef aen of u gen vargunning eeniraagt of sen soridaga
(prosfasnvrasg) vaor vergunningplichige goedaren, technolagle of
tachnische hljstand, ' o

b Qoederen of technologlefachnlscha bijstand
Geef gan of uw (prosf)eanvraag aver gpedumn gest of ovar

technologle/technlache bijaand,

1o’ Overdraciit tachnologlaMschrilscha bijstand

Geef aan op welke manier de technalegle/tachnische bilstand wordt

overgadragan, Fyslaks overdracht gaet mat ean fysleka dragsr, zoals .
papler, een ed/dvd-rom of gen memary stick. Nist fysieke ovardracht
gaat bljvoorbeeld via e-mail, Intamet of fax. '

2  Qegsvons ssnvwiager (expartonr)

Vul hler ds gegevens In van de sanvreger (exporteur), DIt Is de
netuurlfke persoan of rechtsperasen die de aanvraag dost of leat doen,
2b  Relatecode CDIU : K

Doet u ean melding of aenvrag bl de COIU? Dan keijgt v sen relade-
cade. Vul deze codg hler In als u serder een'asnvraag of melding hebt
pedsan, . : X

2e  EORI-nummat . . .
Vul hler uw EQRI=nummer In, DIt nummer bastaat ult uw RSIN/ilecan!
nummer mat gen aanvulling. Hebt u nog gean EORI-nummer? Vul dan
ww RSIN/flsczel nummer In, )

3 Qegevans sgent/vartsgenwoardlger

Vul hler de gegevena In van de agent/vertegenwaordiger dle de
ashvraag Indlent voor de expattaur (als det vah tospassing le). COIU
ken vragen om ean sehriftsljke valmasht waarult blljk dat de dgent/
vertegenwoordiger hlaivoor toestemming heeft van ds exporteur. In
geval van varteganwoondiging stuurt CDIU de vergunning neer de
vertegenweordiger, S

b Helatecads COIU
Vul hier de COIU-relatiecode In van de agent/vartagenwoordigar.

3c EORl-nummer . i
Vil hier hler het EORI-nummar van de egent/vertegenwaordiger In.

4 Gegevens geadressesrda

Vil hler de gegevens [n van de persoon of het bedr|f waar u de
goederen naartoe stuurt

§ Gegovans elndgebrullar

Vul hier de gegevens In van de elndgefamlker van de goederen (ala dit
een andor badrijf of een endere persoon ls dan de gandrasssards),

8  Indhidusle of glol;a}e_ vargunnlng

8a o

Geef hier aan of y een globale of sen Indidusls vergunning ashvieagt
Zle voor meer Informatls de rubriek ‘Gebrulksganwilzing' bovenaan dit
formuller, o ' ;

6b  Ulersts datum van ulvoer 5
Vul hier de maand in waarin near verwachting slle gosdaran zijn
galeverd, .

7 Goadaren

7a  Omschrijving van da goaderen :

Vermeld hler de naam van de goederan dls In Nederdand gebrulkelllk

le Vermeld oak bijzonderhedan als deze van belang zijn vaor het

Indelen van ds goederan valgans de ‘goedarsnnaamiljat Inarnationals

handal'. Wees 20 spaclek mogelifk, zodst duidelljk ia om welke

goadaren het preclas geal. | o .

7¢  Omschrijving van de goedaren voor publicstle op de
wakbsita van do ovarhsld ol

Gebrulk hierblj gean merknamen, geen type-aanduidingen of endere

informatis waaruit de axportsur te hareiden is. ’

7d . :
=. GN-cade, Vul hler de GN-cade In voor de goedsren, Het gagt hier
am het zoganoemde gebruikstarief. U.yvindt de GN-codaa op de
wabslts van da Douana: gebrillkatarief.dauane.ni. )
- CAS-nummer. Gagt het om chemicallén? Vul dan hler het CAS-
nummar [n, het reglstetienummer ven de Chemical Absiracts
anvice, L e )
~ 5G-post. Vul hler het post-/cétegorlanummer In. U vindt dit nummer In;
- da ‘Bsmaonschappalijke EU-lljat van milialre goedarsn’
- bijlage 1 van Verardening (EG) nr. 428/2008 van de Raad,
var b mal 2000 o S '
= bijlage Iil van Verordening (EG) nr. 1238/2006 van de Read,
van 27 jun| 2005 '
~ da batrsfiendn sanctlersgeling

* Wil u goaderen ultvasren die vallan origer bljlaga Il van de

varardening (EG) nr, 1238/20087 Vul dan het postnummer ven de
gosderen In zoalg dat in deze bijlage stact.

Wit u goederen ultvoaran die vallen ander een bapaalde
aanctieragalling? Vul dan In:

="het nummer van de bijlage wanrop deze goedarsn voorkaman
- het pastnummer goederen

8 Elndgebrulk

Beachrl)f het elndgebrulk van da goederen 20 apecifiek mogalllk, zodat
duldslijk is waarvoor de goedsren precies gebruike worden. Gabrulk
bljvooroasld nlat ‘metaslindustric’, maat 'frezen van rosswistalen
buizen van tan behaeve van de'schéepsbauw’.

Beschrlff het elndgebruik van de goederen voor publicate op de web-
slte van de overheld. Gebruik hlerbl) geen merknamen, geen type-gan-
duldingen, of endara Infarmetle waaruit de axporteur te herelden la

B Transmctls

Ba

- Land van herkomst. Vul hlar het land In vanwear de gosderen z|jn
verzanden met als bestamming Nederlend, ongeacht de landen dle
UJdena het verveer 2ijn aangsdaan. Tl

- Lend van bestamming. Vul hier het land In waar de goederan
neartoe worden varzonden.

~ Lidstaat waar de goaderen zich bevinden, Vul hler het land In waar
de goederen zich op dit moment bevinden,

~"Lend van elndbestamming, Vul hier hot lend in waar het ultslndslljka
elndgebrulk plastevindt. U hoeft nlet de landen te vermelden waar de
goaderen tijdéns het vervoer door komen, Weet u dat de goatlarsn
ultalndell|k worden doargalsyerd aan een andere bestamming dan

. het land Van gindbestemming? Dan moet u dit vermelden vak 8d
‘Asnivullande Informatia. =

8b  Sport lranzactls
Kruls 8an am walke s00mt trangactle het gast

10 Afghavorn vgmumilng’
Qesf hler gan In walks vorm u de vergunning wilt hebben,
11 Ondentskening

Dlent u de aanvraag schriftelljk In? Dan moet u of Uw vertegen-
woordlger de aanvraag ondentakenan. '

U (sanvragar) of uw vertagsnwoordiger verklaart met hat ondertekenan
en opaturan (achriftslijk] of het indlenen (digiteal) van deze sanvraag:
= dat bl voor deza trnaactie gean tweede aanvraag heeft Ingediend in
ean gndere [Idetaat N ‘

- dat hl] wast dat de gasderen In rubrlak 7 strateglsche goederen 2ljn
en dat het dsaram van groct belang ls de'bestamming van de ult te
voeren goaderen Julat san ts geven, en dat hij:
= véiér hij de ultvoaervergunning krijgt (als dat van toepassing is)

ean buitanlends documsnt most everleggen waarult dg
eindbastemming van da ultgevoarde goederen biljid

* ~ als hij de uitvgervergunning krijgt, de goaderen allean zsl leveren

s2n dg n de vergunning gencemde gaadreasasrds of eind-
gebrulkar sn dat hi] da goederen nlet zsl uitvaeren dls hij reden
heeft om gan 1@ nemen dat de goederen de geadressaatds of
elndgabrulker nlet 2ullen barelken -

4 -



van: _.namens Vergunningen '
Aan:. CDIU.VOORSTEL@BELASTINGDIENST.NL
Onderwerp: RE: (NIEIEEE \V de Wereld muv bad duy landen

II. BESLISSING IB/IMH

Beslissing :
Naam :
Datum

Handtekening

Condities

Voorgelegd AIVD/POSS:

Vervallen

19-07-2012

Het bedrijf is op 13/7 bij EL&I op bezoek geweest.
Aldaar besproken dat het bedrijf een nieuwe aangepaste
aanvraag in gaat dienen.

J[] / N[x]



