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Kunbep Ataku Ha

Hackers Break Into Power Station, In Less Than

San Francisco (CA) - It took hackers less than a day to take over several desktops at a major power

inta clicking false links which contained self-installing Trojan horse software. Winkler says his team had

complete control of the computers and could have caused even more damaage to the company's power
production and distribution systems.

T . 7
Schoolboy hacks into city's tram system

By Graeme Baker
Last Updated: 2:48am GMT 11/01/2008

A teenage boy who hacked inte a Polish tram system used it like "a giant train set”, causing
chaos and derailing four vehicles.

The 14-year-old, described by his teachers as a model pupil and an electrenics "genius”,
adapted a television remote control so it could change track peints in the city of Lodz.

Twelve people were injured in
one derailment, and the boy
is suspected of having been
involved in several similar
incidents,

The teenager, who was not
named by police, told them
= =y dosablod

Hackerﬁ(Break Into Water Processing Plant
Networ

Next news @

§:04 AM - April 10, 2008 by Humphrey Cheung Email | = Print | Comment | Ed Share

company. Ira Winkler, a penetration testing consultant, and his team were able to trick company employees

Darknet E'_."...Ei theze bits on December 14th 2ooh (T 2 am

When thingsz like thiz happen it'z kinda of zcary, like a while back when zomeone

managed to get inte a highlv secure power station network through a stupid
contractors laptop that was connected to the net via dialup and to the uber
‘secure’ power station LAN,
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Electricity Grid in U.S. Penetrated By Spies

Article Video Comments (144)
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By SIOBHAN GORMAN

Associated Press

Robert Moran monitors an electric grid in Dallas. Such infrastructure grids across the country are vulnerable to
cyberattacks.

WASHINGTON -- Cyberspies have penetrated the U.S. electrical grid and left behind software
programs that could be used to disrupt the system, according to current and former national-
security officials.

The spies came from China, Russia and other countries, these officials said, and were believed
to be on a mission to navigate the U.S. electrical system and its controls. The intruders haven't
sought to damage the power grid or other key infrastructure, but officials warned they could try
during a crisis or war.
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OXunpgaetcs pocT UerieBbIX 3aMaCKMPOBaHHbIX aTakK, TaKUX Kak Stuxnet n APT,

Ha NMpoMbIilWIIeHHbIe CUCTeMbI yrnpaBJrieHUs

Mar 07, 2011 | 04:06 PM | 0 Comments

By Kelly Jackson Higgins

Darkreading
Ha BPEOAOHOCHbIE TporpamMmMbl MpuUXoOUTCA MOYTWU OAHA TpeTb BCEX pealyibHbIX MHUWOEHTOB B
NMPOMbILLUJIEHHBIX CUCTEMAaX YyripassieHUAd, B COOTBETCTBUN C HOBbIM OOKIagoMm, O|'|y6.I'II/IKOBaHHI:>IM
SIO.

“LleHa / ka4yeCTBO pelleHu [aTaK] COoCpedoToYeHbl Ha MepeaoBON MOCTOSHHLIX Yrpo3s ... Mol
HaYMHaemMm BUAOETb, NpeobnagaHne O4YeHb TUXUX, TOHKMX aTakK, TakMx Kak Stuxnet, GhostNet,
NightDragon", KOTOpble saBna0Tca 6onee adhpdPeKTUBHbIMU U NPUDBLINIbLHBIMU, FOBOPUTCS B AoKNaae.

OpHa KkpynHas rocygapctBeHHas komnaHus CLUA, kotopasa paboTtaetr ¢ obopyaoBaHMEM Siemens
PLC, nonana nog NepekpecTHbiM OroHb Stuxnet BUpyca B uone 2010 roga, 43 onepaTtopcKux
cTaHumn Obinn 3apaxeHbl YepBeM. Bupyc coenan HesHauuTenbHble, CrlydyanHble U3MEHEHUs B
KOHUrypauMOHHbIX  dhannax, pesynbrtaTtbl WX WU3MEHEeHUss He OOMKHbl  Obinn  6biTb
paspywnTenbHbIMY, HO 3TOro ObINO A0CTAaTOYHO, YTOOLI BO3HUKNM MNpobrembl, a Yyepes Mecs,
NOMHOCTLHO norepsiHa NHopMaLNS BCENn CUCTEMBI.
oKcnepTbl B obnactn 6e3onacHOCTM onacarTcd, YTOo Stuxnet Mpoobpas OyayuimMx BUPYCOB C
MOAESbI0 3arpy3kn Ons BCEX CUCTEM YyrpaBneHUs TEXHONOrnM4yecknmun npoueccamu. "Ecnn Bbl
MOCMOTPUTE Ha Stuxnet, 3TO OblN TUMUYHBLIA NPUMEP O TOM, KaK YHUYTOXWUTb npouecc .. "
roBOpUTCS B JOKraje.

..... CTOMMOCTL OJHOIO TaKOro MHUMAEHTa MOXET [OCTUraTh10 MUNNUMOHOB AONnNapos!
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Telecom News:

Cyber attacks shift to cloud, threaten telecom network
security

By Jessica Scarpati, Mews Writer

28 Jan 2010 | SearchTelecom.com

ContentSyndication

Diga This Y Stumble ..35 cious |4| Google

Cyberwarfare against enterprises grows more brutal by the year, but now
carriers are getting caught in the crossfire as more organizations maove
sensitive data into operators’ clouds, according to a survey sponsored by
telecom network security vendar Arbor Metworks. Cloud security is a telecom
issue as much as itis an enterprise issue.

The attacks are following the engineering. It's a continual war of escalation.
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Tenekom HOBOCTH:
Kubep-aTtaku Ha «obGnaydHble peleHus,
yrpoxaroTt 6e3onacHoCcTH
TeNneKOMMYHUKaLMOHHbIX CeTeu

Knbep-BorHbI NpOTUB Koprnopawmm
CTaHOBUTCS BCce bonee »XeCTOKUMM, HO
Tenepb nonanu Nog BUPYCHbIE aTaku
nonanu Tenekom-onepaTtopsbl, Tak Kak Bce
bonbLue opraHn3auum NepeHocaT
KoHdmaeHumanbHble AaHHble B «obraka
oneparopos ", cornacHo 063opy, aBTOPOM
KOTOpPOro ABndAeTcsa Arbor Networks,
NnocTaBLUMK peLueHnin no 6esonacHoCcTH
01151 TENEKOMMYHUKALUMOHHbIX CETEN,
6e30nacHOCTb «0BnaYHbIX PEeLLEHU,
CTaHOBUTCHA HE MEHEE aKTyarbHbIM
BOMNpocoM, Yem 6e30nacHOCTb
KOprnopaTuBHbIX CETEN.

(ATakM  YCIOXHAKTCA C
TeXHOMNornm»

pasBUTUEM
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AnekTpoHuka n UT-cncrtemesl B cOCTaBe KPUTUYECKNX

NMPOU3BOACTBEHHbIX MHAPACTPYKTYP U KOHOMOEHUMANBHbIE
NaHHble HaXoOATCA NOA NOCTOAHHOW YrPO30W, B CrieACTBUMN:

* OwMbKKM onepatopa

« CaboTax co CTOPOHbI HEOBOSbHbLIX COTPYAHUKOB

« Xakepbl

* TeppopuUCThl

e KnubepnpecTynHnKn (nanpumep, omHaHcoBoe BbIMOraTenscTeo)
e LinnoHax
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3 npowunoro B byayulee:

CobctBeHHble OC 1 NpOTOKONbI=® OTKPbITblEe CTaHAApPThI
NPOTOKOMOB

CeFMeHTI/IpOBaHHbIe MOTOKN OAHHbIX=9» NUHTErpupoOBaHHbLIE
NMOTOKWN OAaHHbIX

3aMKHYTbl€ CUCTEMbI=3> OTKPbITble CUCTEMbI

LleHTpanu3oBaHHbIE BbIYUCIIEHUS = pacnpeneneHHbie
BblYMCIEHUS

B yem npobrnema 2
Ecnn mbl NnpUucoeanHeHbl K CETU

bonee ysa3BuMbI
OnacHocTb B3riloma

[omkHbl BbITb OTAENEHbI OT CETU HeT peanbHOro BpemeHm



X BapuaHTbl npyucoeAUHEHUA K CETU
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quwm ALt Qwr[fi yTCTBUE COEAUNREE NS

Py4yHOM nepeHoc AaHHbIX Ha CD
[floAroToBKa AaHHbLIX MO YCTHbLIM 3anpocaMm

NMpeunmMmyLlecrTBa:
« HeT coeanHeHuUa=
HEeT noTepu ypoBHSA 6e3omacHoCTU.

Hepocratku:

« HeT peanbHOro BpeMeHl/I/\
 PyyHOl BBOA AAHHbIX 7
 bonblue pUckoB TEXHUYECKUX OWnbOoK

+ TMoTepsa UHboOpMaLMM DataDiode




Jlornyeckoe pasgeneHne ceten
bBriokmpoBka HeaBTOPU30BaHHOIO AOCTYNa
PaspelleHne Ha aBTOpU30BaHHbLIE MOTOKN OAHHbLIX

[lpenmyLlecTBa:
[lpoBEpPEHHAA TEXHOSOIMNNS
ABTOMAaTU3NPOBAHHOE 1 rMbKoe -
peLueHne l

HenocTtaTku:

HeT rapaHTnm oT onbOoK Nonb3oBaTeNEN, Xakepos U
He10DOpPOCOBECTHbIX NOSib30BaTENEN

DataDiode



OpgHoHanpasneHHoe, Ha PU3NYECKOM YPOBHE, COEeQNHEHNE
CermMeHTOB ceTeun

[aHHble MoryT ObiTb NepeaaHbl HO He NoMNyYeHbl UM HaobopoT

[MpenmyLlecTBa:
ABTOMAaTUYECKOE N rnMbKkoe pellueHne
OpgHoHanpaerieHHoe coeaguHeHne
B3nom He BO3MOXeH
HeT BO3MOXHOCTM OHNanH-aTtak

HeT notepb AaHHbIX

100% zawmTa ! "

HepocTtaTtku: "**’ "" [r-n

OpHoHanpaBneHHoe coeanHeHne
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* I Kak aT1o paboTtaer?

NaTtaunon

BXO[4 ONE-WAY BbIX0A Cepsep
lMpokcu

T D) P=
cidNE

CBeToBOM —)I- CBeToBOM
nepenaTymk NPUEMHUK
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X Kak 310 pabotaer?
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eeeeee BX0OA ONE-WAY BbIXO, CepBep
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CBeTOoBOM CBETOROI
nepegartymk NPUEMHUK

_flonycrimo_
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Hatalnoa

Cepsep BXO[4 ONE-WAY BbIX0A Cepsep
Mpokcu Mpokcu
D ) ’ | ®

T (s

CBeToBOM —H— CBeToBOM
nepeaaTymnk NPUEMHUK

HeBO3MOXHO .
L esoamonio. A
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CepTndukaLus pelieHy

CepTundukarsl
Common Criteria EAL 7+ (EBponenckumn coto3s)
HaunoHanbHble cTaHaAPThI

NL-NCSA (['onnaHgus)
BSI (FTepmaHus)
NATO Secret (NS) ,/\;J\\;(}*‘\\ ;
®CTIK (Poccus) é \\\ r/!\ :\}*\
— \f\,,;i{Z\//

NERC (US)

(North American Electric Reliability Corporation)



Kputnyeckas [aHHble nony4veHbl Unu
N3BIEeYeHbl

CETb

[MpoToKor
[atalnopa

[MpoToKOs
[Jatalvopga

[laHHble nepenaHbl Unm busHec ceTb
cTanu gOCTYMHbI
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X [loToKM AQaHHbIX

Streaming .-~

Videa 7

3
N

192.168.2.11:34117

192.168.2.47:48211
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JOCTYyn K 2/1IEKTPOHHON noyTe
M3 3allULLEHHON CeTU

NMpeunMmyLlecTBa:
« SMTP

 OTcyTCcTBUE
BpPEMEHHbIX
3a4epxek

« 24/7
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* CueHapumn: obHoBsieHne 10

) ——
% » Control Panel » System and Maintenance » Windows Update » v | +4 m Sec
. E e == = =
MM R Upone
Update in Progress %; Check for updates
Pinsan vt b o o feen Change settings
HERNNNENNNNENN View update history
R odate sesed i X
’Z"_‘jﬁﬁg’“"“"" i ey Restore hidden updates ; 3
Vatg X% 1 e Available: 1 opticnal update
ii‘,’fi.;‘:qm, Vam Ceang o Updates: frequently asked
DU g questions No new important updates are available for your computer.
Learn about Windows Ultimate
Extras
Most recent check for updates:  Today at 9:41 AM
Updates were installed: Today at 9:43 AM. View update history
You have Windows set to: Automatically install new updates every

(recommended)
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€epsuc - obHoBneHne Windows Server

7 Windows Serve
Update Services

Hardware
Data Diode

proxy server proxy server

WSUS import server
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LléHTpann30BaHHbIV CETEBOU MOHUTOPUHI

B OTAEJ/IbHOCTU
|leHTPa/IM30BaHHbIN
MBEH U 3alUULLEH.

P Traps)

Central network

7~

Remote Secret
network

Remote Confi
Network

Remote Secret
network
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Database

3awmnweHHas

CETb

KoHTponupyemoe
OByHarnpasrieHHoe
coeanHeHue

Vicxogsawme panrnbl
N30STNPYIOTCS Npexae Yem
OHW NOKUHYT CETb

DMZ 1 ®unetp
obecnevnBatloT KOHTPOSIb
doannoB NoKMaarLLmnx
3alUNLLEHHYIO CETb

NPUroXeHne Apyroro
npousBoauTens
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3/1IeKTPOHHOW MOYTHI
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WHTepHeT \L
coeauHeHue

PunbTp

Internet NOYTOBbIX
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Proxy
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1TUNnYHbIE NMPUJI0XKEHV

[Nepenaya dpannos (FTP/CIFS /SMB)
PaboTta ¢ 3nekTpoHHOW NOYTON (SMTP)
Ayouno/Bngoeo notok (UDP)
ORACLE
YaaneHHaa nevyartb
Pennukauun 6a3 gaHHbIX: Oracle, mysql, MSSQL, etc
, ] McAfee
CuHxpoHu3aums LDAP /Active Directory
CUHXpoOHM3auUns aaHHbIX @
CepBuc obHoBNEHUA Windows Server (WSUS)
O6HoBMNEHNE aHTUBNPYCOB: McAfee, Symantec etc...
CuHXpOHM3auma Bed-cTpaHuL ’ Symantec.

MOHUTOPWHT yaaneHHbIX ceTen (SNMP)/ Nagios - .
Nagios

CKA[LA/Process Control Security
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[lpombilIIeHHO

ONEKTPOIHEPreTUKa

[@3 n HedpTb/NepepaboTka
BoaHble cTaHUUK

ATOMHbIE CTaHLUUW

ABTO U Xenes3Hble Joporu
NHdpacTpykTypa nopTtoB
KOHTpOnb BO34yLLHOro Tpaduka
Hanoroebi KOHTPOIb
TenekoMmyHuKaumn
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£ TunoBas KOHPUrypaLuus

Nl

Fox DataDiode Fox DataDiode ETP or CIFS

sc;Pc _ Transmit Receive
ver ro; Fox DataDiode
proxy proxy Applicat

Process Fox DataDiode Pt Framework .

o e g B S Business
<Y

bk Framework g N Network

(SCADA) FTP or CIFS g OPC server
m

Windows OS
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FelieHue Aa9 cepBUCH

Uawle Bcero ucnonbadyercs angd
ayTCOPCUHIOBbIX KOMMAaHUN UNu
KOMMaHnu npousBoauUTENeu
obopynoBaHug

Bo3MOXHOCTb MOHUTOPUTDL
paboTocrnocobHOCTb
obopynoBaHug yepes
yOoaneHHbIN goCTyn

ObpaTHbIN KaHan no
YMOSTYAHMIO  OTKIMKOYEH, HO
MOXET ObITb akTUBUMPOBAH IO
3anpocy

oo
9

@ ; > @
Data Diode
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Firewall +

VPN



* Be3onacHocTtb NASA
'

,D,aHHbIe NnoJsmfyyeHbl Uin
n3BJ1€4YEHbI

[MpoTokorn
[Hatalvopna

[poTokon
[atalvoga

[laHHble nepenaHbl nnu Q

CTannm AOCTYMHbI
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X TpaHcnopT (A40)

UHdpacTpykTypa LileHTp MOHUTOpPUHra CepBUCHbIe cnyX6bl

. YBegomneHue o npobneme g

< JNIuHma BbIWNa u3 cTpos Buisos cepeyca
-

- O6cnepoBaHue nNpo6nembl Ha MecTe
|
BosBpar Ha 6a3y 3a MHCTpyMeHTaMu U 3an4yacTaMu —
1
- BosBpalleHue Ha MeCTo U PEMOHT
|
BosBpalleHue Ha 6a3y -

OT4yeT O BbINOJIHEHHOW paboTe
s DBkniovyenvne nuHumn B paboty
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% TpaHcnopT (mocne)

Al

UHdpacTpykTypa LleHTp MOHUTOpPUMHra CepBUCHbIe CrnyXObl

UHdpacTpykTypa LleHTp MOHMUTOpPUHra CepBUCHbIe CrnyX0bl
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% ATOMHble cTaHLuu (40)

M pon3BOACTBEHHbIE
AaHHble OOIKHbI

b \ npenocTaBnNATbLCS,
= Kak MEeCTHbIM, TaK U
\ MexayHapoaHbIM
perynsaropam =
—

Mpoun3BOACTBEHHbIE AaHHbIE
[OJDKHbI ObITb COXpaHeHbI B
KopropaTuBHOW ceTu Ans
aHanuaa u oTYeTHOCTU

—
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% ATOMHble cTaHLUuM (nocae)

Bce  Tpebyemble  pgaHHble yepes
KOpnopaTUBHYHO CeTb HanpaBnAlTCS
perynstopy.

3alMLLEeHHOCTb KOprNopaTUBHOM CETU He
CHMXaeTcA 3a CYeT  UCMNOorb30BaHUA

[Jatalvopga
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[onnaHgnsa /EBpocoros
Perynatop KOHTponmpyeT
NpPOn3BOACTBO U NOTPebreHne
SJIEKTPO3HEPIUN

[lony4yaeTt AaHHble OT BCEX QHEPreTUYECKMNX
KOMMNaHWN CTpaHbI

[atallnog nossondeTt Perynatopy coxpaHsaTb
YPOBEHb 3BLLMLLEHHOCTN CBOEU CETU
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3onupyn n npucoeanHam cBo onepaunoHHYHo
ceTb (GSM) ogHOBpPEeMEHHO!

N3onupyn KoHuaeHUmanbHyo nHdopmauuto!!
N3onmnpym cerMeHT pa3pabdboTymMKOB.
[lpucoeneHun Internet K 3aLLNLLLEHHOWU CETH

N3onupyn 3alMLLEHHYIO CETb OT NYONUYHbIX
CeTen, ceten ounuarnos, ceTen NapTHEPOB



Tesnekom 1 KOHTPONpYIoLine opraHbl
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N3onupynte Balum KoHUAeHUManbHble
OaHHblelll

ObecneybTe paboTy C Internet B 3aLLULLEHHON
CeTU

N3onupyute Bally KoHuaeHUUanbHy CETb OT
NyOsfINYHbIX CETEN

N3onnupynrte ynpaBneH4YecKyto CeTb OT CETEU
dounnanos

ObecneybTe be3onacHoe coeguHeHne ¢ CeTbio
OaHKoMaToB



\ V. \T1r7e ‘

[pumep: NA

[lepegada nHdpopmaumm OT NapTHEPOB MO
NATO

 npenotBpalleHne gocrtyna K
MHQOPMALIMN B CETAX NapTHEPOB

[NaTtalnon

duneTp




[Tpnmep: NATO

CoeanHeHue 3alnLLleHHON CeTU ¢
WNHTepHeTOM 1 cbop nHdopmauun 24 /7

KonnpoBaHune 3agaHHbIX -
canToB

&

NHTepHeT

AHanums



Mpumep: NATO

[Tpnem unu nepegava cUrHanoB C NEPBUYHbIX
NATYNKOB, C rapaHTUEN HEBO3MOXHOCTU
BO3ENCTBNA Ha HUX NO obpaTHOMY KaHany
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Mpumep: NATO

PacnpeneneHue nHopmaLunm BoO BpeMS
COBMECTHbIX onepauunmn

CeTb
HaumoHanbHOM
BesonacHocTH
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-
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— BupeonoTtok
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3 Z e HaunoHanbHOMN
Be3onacHocTu

-
Ty
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X lpumep: BBC (EBpoma)

LY

WHpopmaums

YepHbin KpacHbi ,
MPOKCU NMPOKCH

|
|
1
1
|

2poIqEIeg Y

Rartaflvon Oracle npunoxenue Dartalnog Oracle npunoxeHue

CUHXPOHM3UPOBaAHHbLIN
B[l Oracle 11g 1 Oracle Data Guard B0 Oracle 11g 1 Oracle Data Guard

YepHbii cepBep Microsoft Windows KpacHbii cepep Microsoft Windows
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Navy /
Air Force
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OpgHoHanpaBneHHOe KOMMYHUKaLMOHHOE YCTPOMCTBO:
- annapartHas peanusayms (HeT 10O, NpoLWmnBOK)
- cepTndurumpoBaHo (CC EAL7+, NATO Secret, NERC, ...)
- HE MOXeT ObITb B3JTOMaHO

MHoro nogaepxmBaeMbiX NPOTOKOJIOB |

VT :
O M(]"ikon ORACLE @ Energy \%3'00&:\ "\\(\\*\7
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* Cnacubo 3a BHUMaHue!
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