|HackingTeam|

Remote Control System
Environment setup



Contents

1

w

VLANSs Configuration on SWItCh.......ccccviiiiiii e 3
1.1 Connection schema between Firewall and Switch ...........cccccoovvvivivinnnn. 4
1.2 RCS NetWOrk DIagram........cooiiuureiiiieeeeieiiiieie e e ee e e e et eeea e e eaes 5

Firewall INitial SETUP ....ooviiiiiiiee e 6

How to create a firewall rule on SonicWall.........ccccceeeiiiiiiii e 16

Basic Rules for RCS ENVIFONMENT .........uuiuiiiiiiiiiiiiiiiiiiiiiiieisisiniaisrersiereinens. 17
4.1 Firewall RUIES.......ccco e 17
4.2 Firewall Rules with SonicWall ...............coooeii . 17
4.3 How to configure Remote Access with SonicWall .................cooeeeeeieen. 22
4.4 How to create remote access users with SonicWall.....................ooooen. 25



1 VLANSs Configuration on Switch

The RCS environment requires 5 VLANSs on a Switch.

These VLANSs create a different logical LAN for each RCS components and for devices management.
On the switch you can create these VLANS:

- RCS Console VLAN

- Backend VLAN

- Collector VLAN

- Firewall Management VLAN

- Switch Management VLAN

S ———

Switch Console VLAN

RCS Console VLAN

Backend VLAN

Collector VLAN

Firewall Managament VLAN



1.1 Connection schema between Firewall and Switch

On the firewall you have to configure one interface for each VLAN (except for Switch Console VLAN)
and one interface for Internet .

Connect these interfaces to the right VLAN on the Switch as in the picture below:

X2 — COLLECTOR VLAN

SONICWALL>

| St S dpptonie




1.2 RCS Network Diagram
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2 Firewall Initial Setup

This setup is based on SonicWall appliance NSA 2400MX.

Set on your laptop an ip address belongs to 192.168.168.0/24 network
Enable popup on your browser

3. Connect the cable from your laptop to X0 on firewall

4. Connect to 192.168.168.168 (firewall default ip address) using a web browser as showed
below

5. Follow the wizard:

SONICWALL>.

To launch the SonicWALL Setup Wizard, dick here,

If you wish to log directly into the SonicWALL management interface, dick here,

Welcome to the SonicOS Setup Wizard

The SonicOS Setup Wizard is designed to ease the initial configuration of your
SonicWALL security appliance. The Setup Wizard will automatically start the first
time you connect to the SonicOS management interface.

The Setup Wizard does not store or modify any system settings data before the
final step, so you can safely restart during any step. A typical setup consists of
five steps to secure WAN and LAN network connections.

SonicOS help tooltips are available for each step in the Setup Wizard. View help
| tooltips by hovering your mouse over the entry field. Use the next button and the
back button to traverse through the setup sequence.




6. To set the new password, enter the old password in the Old Password field and the new

password in the New Password field. Enter the new password again in the Confirm New
Password field and click Update.

The SonicWALL default password is “password”.

SONICWALL>

| Change Password

Change Administrator Password

Please select a strong password. A strong password should be a combination of
numbers and letters up to 32 characters long.

Old Password:
New Password:

Confirm:

SONICWALL

Change Time Zone
Change Password
{changeTme Zone

SonicWALL's internal dock will be automatically configured by accessing
a Network Time server on the Internet.

Please select your Time Zone from the pull-down menu.,

Time Zone: China, Indonesia, Philippines (GMT+8:00) v

Automatically adjust dock for daylight saving time.




7. Select router-based Connection (recommended) for WAN interface connection

SONICWALL>

WAN Network Mode

Change Password
Change Time Zone

‘ WAN Network Mode Select the method used to connect to your Internet Service Provider (ISP):

Warning: There is no link detected on the WAN.
© Router-based Connections - Use a Static IP address or a range of IP addresses.
@ cable/Modem-based Connections - Use DHCP assigned dynamic IP addresses.
@ DSL Connections - Use PPPoE for ISP dient authentication software.

@ VPN Connections - Use PPTP for encrypted connections.

8. Configure WAN IP address. It is possible to use private ip address (as showed below) or a
public IP Address, depend on your network design.

Configure the default gateway (internet router or internet firewall) and DNS

SONICWALL> WAN Network Mode: NAT Enabled

Change Password

Change Time Zone

WAN Network Mode You will need to fill in the following fields to connect to the Internet.
( 3 If you do not have the information, please contact your ISP.
| WAN Settings

SonicWALL WAN IP Address:
WAN Subnet Mask:
Gateway (Router) Address:
DNS Server Address:

DNS Server Address #2 (optional): 8,8.8.8'

W Allow HTTPS on this WAN Interface

W Alow Ping on this WAN Interface

Warning: Allowing HTTPS management from the WAN is a potential vulnerability. Please choose a
good password from the Password Setup wizard page.




9. Configure LAN Network (Firewall Management VLAN)

SONICWALL>

Change Password
Change Time Zone

WAN Network Mode

LAN Settings

Configure the SonicWALL as the default gateway.

Enter a LAN IP address and subnet mask.

WAN Settings

| LAN Settings

SonicWALL LAN IP Address: REZAISRN]
LAN Subnet Mask: 255.255.255.0

10. If needed enable DHCP on Management LAN

SONICWALL>

Change Password
Change Time Zone
WAN Network Mode
WAN Settings

LAN Settings

| LAN DHCP Settings

LAN DHCP Settings

Configure your DHCP server.
Enable DHCP Server on LAN

Enter a range of IP addresses for your network devices on the LAN. The address range must be in
the same subnet as the SonicWALL Web Management address. SonicWALL's default gateway
address, currently set to: 192.168.1.1/255.255.255.0.

The range below should work on your network.

[WUPLRI-EU e 192 168.1.2 [l 192.168.1.254




11. Complete the wizard and click on Apply

SONICWALL>

Change Password
Change Time Zone
WAN Network Mode
WAN Settings

LAN Settings

LAN DHCP Settings

CWALL

SonicWALL Configuration Summary

WAN Interface - NAT Enabled (Static Assigned)
IP Address: 192.168.0.179
Subnet Mask: 255.255.255.0
Gateway: 192.168.0.1
DNS: 192,168.0.1, 8.8.8.8

Allow HTTPS: No
Allow Ping: No

LAN Interface - Enabled

IP Address: 192.168.1.1
Subnet Mask: 255.255.255.0

To use these settings, dick Apply.

Setup Wizard Complete

Congratulations!
You have successfully completed the SonicWALL Setup Wizard.

Additional and advanced configuration options can be found in the SonicWALL Web Management
Interface.

Remember, from now on you will login to the Web Management Interface at:
URL: http(s)://192.168.1.1
User Name: admin

Password: <set as previously>

Next, you should dick here or visit SonicWALL's Web Site to register your unit .

This will be necessary before you can take advantage of firmware updates
and other optional features.

To dose this window, dick Close.

12. Set on your laptop an ip address belongs to 192.168.1.0/24 network.

13. Connect the cable from your laptop to X0 on firewall
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14. Connect to firewall via browser:
https://192.168.1.1 (Ip Address configured during the wizard)
user: admin
password: xxxx (Password configured during the wizard)

SONICWALLY | Network Security Login

Username: admin

Password: eesesssse

Language: English -

15. Click under Status and register your appliance (in order to do it connect X1, the external
interface of the firewall to internet)

sty Dashteed Status ’

Syrter Inforeaton Security Services

Tee o NEA 2900 Nodes/Osers  Unevind Modes
T st Code e S5 VYW Bodes [Uners 2 Nodes (0 e
et - Wt 1 X A Virtual Asaint Bodes/Users: | Modes (0 n uoe

Your Soum - oot »
Pachet Morvery ADadraten Col NLARS o WAL m ot v\,.n:.a

T %
SN $.6.1.3 Aathestacation Code: 4ot . 4%

Nedke
F
3

‘. 2@,

16. Go to “Network” - “Interfaces” and configure the other firewall interfaces as showed below:
a. X2 interface belongs to DMZ Zone. Its ip address must be on the same network of
Collector
i. Flag only Ping under Management field.
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https://192.168.1.1/

r
(@ Edit Interface - X2 - Mozilla Firefox = E |
@ 192.168.1.1/editinterface_2 html# !
J— -
SONICWALL
General Advanced ’_‘
| e —
Interface 'X2' Settings
| Zone: DMz -
1P Assignment: Static -
IP Address: 192.168.2.1
M Subnet Mask: 2552552550 |
M Comment: Collector =
| Management: HTTP HTTPS Ping Smp [ sSH |
| User Login: HTTP HTTPS "
I ["] Add rule to enable rediract from HTTP to HTTPS I
L
< 1 »

b. X3 interface belongs to LAN ( Trusted) Zone. Its ip address must be on the same
network of Backend
i. Flag only Ping under Management field.
i. When you click on OK you will see this warning, click on OK to continue.

.
@ EditInterface - X4 - Mozilla Firefox [E=TEER)

@ 1921681.1/editinterface 4.htm|

Web management on this interface has been disabled.
Please make sure it is enabled on a another interface
before proceeding.

Do you wish to continue?

o) (e
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(@) Edit Interface - X3 - Moxilla Firefox " (BN

| @ 1921681 1/editinterface 3html |

General Advanced 9

Interface "X3' Settings

Zone: LAN -

IP Assignment: Static -

1P Address: 192.168.3.1

Subnet Mask: 2552552550

Comment: Backend

Management: [l HrTe [ HTTPS ping [ snmp [ ssH
User Login: [l HrTe [ HTTPS

Add rule to enable redirect from HTTP to HTTPS

m

[ Ready

QK | | Cancel | | Help ‘ 2
Pl 1 | 3

c. X4 interface belongs to LAN ( Trusted ) Zone. Its ip address belongs to Console
VLAN
i. Flag only Ping under Management field.
i. When you click on OK you will see the warning, click on OK to continue.

(@) Edit Interface - X4 - Mozilla Firefox [EEREE

| @ 1321681 1/editinterface 4 html |

SONICWALL> \ Network Security Appliance

General Advanced

Interface "X4' Settings

Zone: LAN -

IP Assignment: Static -

IP Address: 192.1684.1

Subnet Mask: 2552552550

Comment: Console =
Management: [T urte [ HTTRPS ping [ sump [C] ssH

User Login: [ HTTe [T HTTRPS

Add rule to enable redirect from HTTP to HTTPS

. ] r
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d. XO interface belongs to LAN ( Trusted ) Zone. Its ip could remains 192.168.1.1
i. Flag Ping, HTTP, HTTPS and SSH under Management field

@ Edit Interface - X0 - Mozilla Firefox = | B )
| @ 19216811/ editlnterface_0.htm| |
SONICWALL> \ Network Security Appliance
General Advanced

Interface "X0' Settings

Zone: LAN

IP Assignment: Static -

IP Address: 192.168.1.1

Subnet Mask: 255.255.255.0

Comment: Management E

Management: HTTP HTTPS ping [C] suMp [¥] ssH

User Login: [ HrTe [ HTTPS

Add rule to enable redirect from HTTP to HTTPS

4| [ +

e. Edit X1 interface and disable all flags under Management field

@ Edit Interface - X1 - Mozilla Firefox =

| @ 19216811 /editinterface 1 html |

SONICWALL> | Network Security Appliance

General Advanced

Interface 'X1' Settings

]

Zone:

TP Assignment:
P Address:
Subnet Mask:
Default Gateway:
DNS Server 1:
DNS Server 2:
DNS Server 3:
Comment:
Management:

User Login:

WAN
Static -
192.168.0.179
2552552550
192.168.0.1
192.168.0.1
88858
0.0.0.0
Internet
[ wrTe
[ wrTe

Add rule to enable redirect from HTTP to HTTPS

[ urTes
[ vrTes

m

1 ping [ sume [C) s5H

.
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17. Go to Network - Zones and remove IPS, Antivirus and Antispyware functionalities

€& @ 1921681.0/main.html

SonicWALL - Administration for 0017C5... | + |

SONICWALL> | Network Security Appliance

Mode: Configuration b

» = system Network
> @ network Zones
Interfaces
Failover &LB Zone Settings
Zones
Name Security Type Member Interfaces Interface Trust Content Fitering Client AV Gateway AV Anti-Spyware 5 GSC  Configure
DNS
X0 .
Address Objects LAM Trusted x3 Q [ W=y 2
Services Ll
Routing WAN Untrusted x1 £
NAT Poces N
oMz Public x2 [] [ =y 7z
ARP
MAC-IP Anti-spoof VPN Encrypted N/A &)
TSI SSLYPN Encrypted /A Z
P Helper
MULTICAST Untrusted N/A 2
Veb Proxy
Dynamic DNS WILAN Wireless /A Z
Network Monitor
» d=h sonicont
Firewal

» &) vor
» &3 Appication Firewal

» =0 anti-spam

v @ e

Status: The configuration has been updated
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3 How to create a firewall rule on SonicWall

To create an access rule:

1. Log on to the SonicWALL firewall.

2. Click the Firewall button.

3. Click Access Rules

4. Click the appropriate From And To Zone (such as WAN to LAN).

(RS SomicWALL - Administration for 0017... | ¢ TL-WRT4ON. | + | i
€ ¥ | @ 19216811/ main.html & | B~ Google Al A& B~

SONICWALL® | Network Security Appliance

Mode: Configuration »

& sy Frewal /
» @ netork Access Rules
o s
— Restore Defauts
~ & Frewal
[T LS Access Rules
Advanced
MBS viewStyle:  © AllRules | @ Matrix | © Drop-down Boxes
Services
Multicast B2
Ci Hi Monitor
onmections Moritor LAN WwaN DMz VBN SSLVPN BE DL
Qos Mapping il o [+ (+] +] © © o
SEL Control
9 ontre WAN o (+] (+] (+] 5] (5] (+]
»
VolP DMz Qo [+] © o © Q o
» &3 Appication Firewall e o +) [+] [+] ) © o
» E . FROM
5 . SSLVPN o ) © < Q o e
»
L] o ES o o o o o — o
»
[ = ansL Qo [+] © o @ Q o
> & Virtual Assist
5
» & Users
» B2 vigh availsbiity
> G Security Services
> EL Log =
Status: Ready

5. Click the Add button that appears at the bottom of the menu.

6. Specify the action to be taken to traffic matching the access rule’s settings; Allow, Deny and
Discard.

7. Select the appropriate service from the Service drop-down box.

8. Select the Source and Destination.

9. Check Enable Logging checkbox so you can see the log events related to the new access rule.
10. Click OK.
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4 Basic Rules for RCS Environment

4.1 Firewall Rules

The following rules are required for RCS infrastructure :

DNS uDP 53

Backend Any

Backend Any NTP ubP 123
Backend Collector HTTPS TCP 443
Backend Collector HTTP TCP 80
CNSL Any HTTPS TCP 443
CNSL Any HTTP TCP 80
CNSL Any DNS uDP 53
CNSL Any ICMP ICMP

CNSL Collector RDP TCP 3389
CNSL Backend RDP TCP 3389
CNSL Backend HTTPS TCP 443
CNSL Backend TCP_444 TCP 444
Collector Any DNS ubP 53
Collector Any HTTP TCP 80
Collector Any HTTPS TCP 443
Collector Any NTP UDP 123
Collector Backend HTTPS TCP 443
Anonymizer(s) Collector HTTP TCP 80

4.2 Firewall Rules with SonicWall

The following rules are required for RCS infrastructure with SonicWall (configured as described above)
firewall and Remote Access VPN.

BE = BackEnd

DMZ = Collector

CNSL = Console

LAN = Management VLAN for Firewall

WAN = External LAN or Internet

17



_souce Desinaton _senice | Action |

[BE] --> [LAN]
Any Any Any Deny
[BE] --> [WAN]
BE Subnets Any DNS Allow
BE Subnets Any NTP Allow
Any Any Any Deny
[BE] --> [DMZ]
BE Subnets DMZ Subnets HTTP Allow
Any Any ICMP Allow
Any Any Any Deny
[BE] --> [VPN]
WAN  Remote | Any Any Allow
Access Network
[BE] --> [BE]
Any All X3 Management IP Ping Allow
Any Any Any Allow
[BE] --> [CNSL]
Any Any ICMP Allow
Any Any Any Deny
[CNSL] --> [LAN]
Any Any Any Deny
[CNSL] -> [WAN]
CNSL Subnets Any HTTPS Allow
CNSL Subnets Any HTTP Allow
CNSL Subnets Any DNS Allow
CNSL Subnets Any ICMP Allow
Any Any Any Deny
[CNSL] --> [DMZ]
CNSL Subnets DMZ Subnets RDP Allow
Any Any ICMP Allow
Any Any Any Deny
[CNSL] --> [VPN]
WAN  Remote A VPN DHCP Clients Any Allow
Access Network
WLAN Remote | Any Any Allow
Access Network
WAN  Remote | Any Any Allow

Access Network

[CNSL] --> [BE]

18



CNSL Subnets BE Subnets Allow

CNSL Subnets BE Subnets HTTPS Allow

CNSL Subnets BE Subnets TCP_444 Allow

Any Any ICMP Allow

Any Any Any Deny
[CNSL] > [CNSL]

Any All X4 Management IP Ping Allow

Any Any Any Allow
[DMZ] --> [LAN]

Any Any Any Deny
[DMZ] --> [WAN]

DMZ Subnets WAN Subnets DNS Allow

DMZ Subnets Any HTTP Allow

DMZ Subnets Any HTTPS Allow

DMZ Subnets Any NTP Allow

DMZ Subnets Any ICMP Allow

Any Any Any Deny
[DMZ] --> [DMZ]

Any All X2 Management IP ICMP Allow

Any Any Any Allow
[DMZ] --> [VPN]

WAN  Remote | Any Any Allow

Access

Network

WLAN Remote | Any Any Allow

Access Network
[DMZ] --> [BE]

DMZ Subnets BE Subnets HTTPS Allow

Any Any ICMP Allow

Any Any Any Deny
[DMZ] --> [CNSL]

Any Any ICMP Allow

Any Any Any Deny
[LAN] --> [LAN]

Any All X4 Management IP Ping Allow

Any All X3 Management IP Ping Allow

Any All X0 Management IP Ping Allow

Any All X0 Management IP SSH Allow

Management

19




All X0 Management P HTTPS Allow
Management
Any All X0 Management IP HTTP Allow
Management
Any Any Any Allow
[LAN] --> [WAN]
Any Any Any Allow
[LAN] --> [DMZ]
Any Any Any Allow
[LAN] --> [VPN]
WAN  Remote | Any Any Allow
Access Network
WLAN Remote | Any Any Allow
Access Network
[LAN] --> [BE]
Any Any Any Allow
[LAN] --> [CNSL]
Any Any Any Allow
[VPN] --> [LAN]
Any All X0 Management IP SSH Allow
Management
Any All X0 Management IP HTTPS Allow
Management
Any All X0 Management IP HTTP Allow
Management
Any All X4 Management IP SNMP Allow
Any All X4 Management IP Ping Allow
Any All X3 Management IP SNMP Allow
Any All X3 Management IP Ping Allow
Any All X0 Management IP SNMP Allow
Any All X0 Management IP Ping Allow
Any WAN Remote Access @ Any
Network
Any WLAN Remote Access @ Any
Network
[VPN] --> [WAN]
Any WAN Remote Access Network | Any Allow
Any WLAN Remote Access | Any Allow
Network
[VPN] --> [DMZ]
Any All X2 Management IP SNMP Allow

20




All X2 Management IP Plng Allow
Any WAN Remote Access Network | Any Allow
Any WLAN Remote Access | Any Allow
Network
[VPN] --> [VPN]
Any WAN Remote Access Network | Any Allow
WAN  Remote | Any Any Allow
Access Network
Any WLAN Remote Access | Any Allow
Network
WLAN Remote | Any Any Allow
Access Network
[VPN] --> [BE]
Any WLAN Remote Access | Any Allow
Network
Any WAN Remote Access Network | Any Allow
[VPN] --> [CNSL]
Any All X4 Management IP SSH Allow
Management
Any All X4 Management IP HTTPS Allow
Management
Any All X4 Management IP HTTP Allow
Management
VPN DHCP | WAN RemoteAccess Network | Any Allow
Clients
Any WLAN RemoteAccess Network | Any Allow
Any WAN RemoteAccess Network | Any Allow
[WAN] --> [LAN]
Any Any Any Deny
[WAN] --> [WAN]
WAN Interface = Any IKE Allow
IP
Any WAN Interface IP IKE Allow
[WAN] --> [DMZ]
Anonymizer-1 WAN Interface IP HTTP Allow
Anonymizer-2 WAN Interface IP HTTP Allow
Anonymizer-3 WAN Interface IP HTTP Allow
Any Any Any Deny
[WAN] --> [BE]
Any Any Any Deny

[WAN] -> [CNSL]

21




| lsouce loestnaion Sevice | Aciion
Any Any Any

Deny

4.3 How to configure Remote Access with SonicWall

On the remote laptop copy the SonicWall Global VPN client, launch the GVCSetup64_4.7.3.0403_EN
file and follow the setup:

13! SonicWALL Global VPN Client o @ [

Welcome to the SonicWwALL Global ¥YPN

SONICWALL®  Gjont Setup Wizard

The installer will guide pou through the steps required to install Sonicw/ALL Global WPM Client an
yaur computer.

WARMIMNG: Thiz computer program iz protected by coperight law and international reaties.
Inauthaorized duplication or distribution of this program, or any partion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent pozsible under the law,

Cancel
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15 SonicWALL Global VPN Client o] @ =

SONICWALLY License Agreement

Please take a moment to read the licenze agreement now. IF pou accept the terms below, click |
Agree", then "Mext". Othenwize click "Cancel".

Software License Agreement

FLEASE EREAD THIS SOFIWARE LICENSE AGREEMENT
("AGEREEMENT") CAREFULLY BEFCORE DOWNLOADING THE
SOFTWARE. BY CLICEING COW THE "I Agree" BUTTON BELOW,
YOU INDICATE YCOUR ACCEPTANCE OF THE TEEMS OF THIS LEGAL
AND BINDING AGREEMENT AND ARE CONSENTING TO BE BOUND BY
AWND ARE BECOMING & PARTY TC THIS AGREEMENT. IF YOU DO
NOT LGREE TO ALL OF THE TEEMS OF THIS AGREEMENT, CLICE
THFE. "T N Mot Aoree™ RIITTOM AND THFE THNSTATT.ATTON

" | Do Mat Agree {* I

Cancel ¢ Back | Mest = |

Mew Connection Wizard @

Welcome to the New Connection
Wizard

Thizs wizard will guide you through the process of adding a
new connection to your configuration.

To continue, click Mext.
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Mew Connection Wizard

Choose Scenario
To add a new connection you must choose the scenario that best fits how you wil

be using this connection.

@ Bemote Access: View Scenario

Choose this scenarnio i you want to secure access to a remote firewall. The most
comman use of this scenario is when you are at home or on the road and want to
access the corporate network.

(") Office Gateway View Scenario

Choase this scenario i you want to secure access to a local firewall. The most
common use of this scenario is for securing a wireless connection to a secure
wireless product.

To cortinue, click Mext.

<Back | Ne> || Cancel |

Under Ip address or Domain name put the public ip address of the firewall (Ip address of X1 interface,
in case of public ip address is configured on the firewall, or the ip address of internet router)

Romote Access
To use the remote access scenand, spechy the gateway's doman name or 1P /
address &

Soecty the doman nare o IP addess of the secuty outleway
IF Address or Domain Neme

You may also specfy a name for thes connection
Conrecton Name Console_RA

To continue, chok Next

<hock [ Mee> ] [ Coce

24



Mew Connection Wizard @

Completing the New Connection
Wizard
Your new connection is ready to be added to your

corfiguration. You can set the following options for this new
connection:

Create a desktop shortcut for this connection
[#]iEnable this connection when the program is launched:

To complete this wizard, click Finish.

| <Back | Fnsh | | Cancel |

4.4 How to create remote access users with SonicWall

1. Connect to the firewall console (https//192.168.1.1)
2. Click Users - Local users - Add User

R - <cicwaLt - Administration for0017C5... + | - — ——— = “ﬂ
€ | 8 heips/ /19216811 /main bt e|[B- Googit £ & D-

SONICWALL™>

P sy

o g Local Users
» &= sorcont
» G Frewo Local Users Teme 1 b2 @l
r & v
. G Agokcation Frewal » = Hame CF5 Pobcy (Guest Services Admin VPN Accecs Configure
* L0 AnliSpam 1 leshuser [=] F= ) s
» @ L o .
» B ss e . :
o Vil fssst L Addleer. | Owie 4|
Stabs
Settings
Local Users
Local Groups
Guest Servioes
Guest Accounts
Guest Status
w B righ vstobity
* G Serurity Services

v B g

Stobus: Beady
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3. Write a new username, a new password and a confirm of new password under Settings :

F |
@ Add User - Mozilla Firefox IR

i https://192.168 1.1/addUserObjDig.html?obj Types=15&userObjName=newobj

SONICWALL> | MNetwork Security Appliance

Settings l Groups l VPN Access l Bookmark

User Settings

Mame:
Password:
Confirm Password:

[ user must change password
D Require one-time passwords
E-mail address:

Comment:

[ Ready

OK | | Cancel

4. Under Groups select the group for the new user. You could use the default groups. The
member of the group “Trusted Users” can use the remote access VPN.

(@ Add User - Mozilla Firefox o= )

B https://192.168.1.1/addUserObjDig.html?objTypes=158&userObjName= newob#

SONICWALL> | Network Security Appliance

Settings

l VPN Access ] Bookmark

Group Memberships

User Groups: Member Of:

Content Filtering Bypass E Everyone E
Guest Services Trusted Users

Limited Administrators
SonicWALL Administrators
SonicWALL Read-Only Admins
SSLVPM Services - -

adal [ - < || Removea

[ Ready

0K | | Cancel
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