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Q TekyLasa cuTyauus B
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« CneacTtBus:
— OKOH4YaHMe cpoka akcnnyartaumm
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Q [106po noxanosaTb B MUP

A —) KOPOBOYHBIX peLLeHnH!
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* JlokanbHOe 1 gUucTaHUMOHHOE yrpaBneHune

« ABTOMAaTUYECKOE BbINOSIHEHME onepaLnn

* W3mepeHus

* MOHUTOPUHI

« [JlnarHocTtuka

« [logoepka NHTennekTyanbHbIX anropuTtMoB




TpeboBaHua K kKopobkam?

« Kakoun dpyHKUMOHan, B
Kakou Kopoobke?

* UHTepdeunchl mexay
KOpoOkamn?

 WHTepdencbl mexay
doyHKUMAMMN?

» Kak HacTpoutb?
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Station level

Bay/Unit level

Process level

PyHKUMK, YCTPOUCTBA,
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Remote control centre / Maintenance & support office
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[loakntoyYeHne n HacTpounka

RTU / External communication

Copper wiring

Protection panels ‘ Control panels

Copper wiring

Marshalling or local control & interface panels

Copper wiring




RTU / External communication

Station computer (IED)

Internal communication

Bay protection & control (IED’s)

Interfacing, marshalling, / control

Signal conversion (CT / VT)

Primary system
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Communication to other devices < =~

Power supply Local HMI, N
for internal Alarms, Communication
electronics Push buttons ports.

. Jlornyeckune ypoBHMU

7. Communication layer

6. Processing / presentation layer

Internal 1/O

5. Internal communication layer

4. Analogue to digital conversion layer

3. Connection / marshalling layer

2. Signal conversion layer

1. Primary process layer




icnonb3oBaHue cTaHOapToB

4 IEC 60870-5-101
IEC 60870-5-104

SU  HMI
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IEC 60870-5.103 IEC 61850-8-1
. IEC 60870-5-104
E SB
CT 1A/5A ‘ ‘ | ‘
VT 100V
CT
IEC 61850-9-2 . Yeso.cs
IEC 61850-8-1 IEC 60044-8
(Not used anymore)
SU-  Station Unit C/P - Control/Protection Unit SB- Station Bus
PU-  Protection Unit CTNVT -  Instrument Transformer PB- Process Bus

CU-  Control Unit ComU -  Communication Unit SG - Switchgear




Mopaenb nHTepdencos
noacTaHUun

Remote control (NCC) I Technical services
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@ Nornyeckme n pusnydeckme
& yCTPONCTBA

@ e OOHO yCTPOMCTBO — OgHa
doyHKUMA
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Mooenb MOK61850
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\ Relay1l/MMXU1.MX.A Relay1/XCBR2.CO.Pos
Current Breaker
Measurements Position Control
/ / .
A [PhV| | A |PhV Pos Pos }
Amps | Volts| |Amps| Voits Position Position |/
MX DC ST co i
Measurements| Descriptions Status Controls |/

Logical Nodes

MMXU1 XCBR2
Measurement Unit #1 Circuit Breaker #2

Logical Device
(e.g. Relay1)

Physical Device

(network address)
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&8 Ceoboaa npoeKkLuuii NOrmKu
\ P—"y Ha «DU3NKY»

 MoagynbHOCTb pyHKLNM

» Jlornyeckoe yCTpoOMUCTBO
MOXET ObITb
cMOoAeNMMpoBaHoO M3
doU3NYECKUX

 MoaynbHOCTb «KOPODOOKY -
don3nYecKkmnx yCTpouCTB
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GOO0OD NEWS, YOUR SERVER IS STILL UP!

Hage>XHOCTb

HeT «ByTbINIOYHOro roprbillKa

Bce owmnbku 6yayT oTcnexeHbl U
ONarHoCTUPOBaHbI

HeT KackagHbIX KOMMOHEHT

Hn ogHa 13 4yacTHbIX OLWNOOK He
NpuBeOET K OCTAHOBKE CUCTEMbI

* Fail-safe by design

* KpaTKpOCpOYHble HapyLLUEHUS He
NPUBOAAT K MOCTOSIHHbLIM OLLNOKaM

IlokanbHasa cuctema paboTtaet
He3aBMCUMO OT paboToCNnoCOBHOCTU
LeHTparbHOU
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« [NocTynHOCTb Ntobon
dyHKUMKN, B NtOOON
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9 9 9 9 9 0/ MOMEHT BPEMEHMU
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(MTBF + MTTR)

e ABTOMATMYEcKoe
BOCCTaHOBJ1IEHUEe




PeMOHTHONPUrogHOCTb

* B03MOXHOCTb ObICTPOro

BOCCTaHOBNEHUS
paboToCcrnocobHOCTH
« CamoamnarHocTuka
e OTyeTsl
«  ®uKcnpoBaHHOE BpeM4
BOCCTaHOBNEHUS
IEC 60870-4 IEC 60870-4
Maintainability class Repair Time class MTBF
M1 MTTR 2 36 hrs RT1 MRT = 24 hrs
M2 MTTR 2 24 hrs RT2 MRT > 12 hrs
M3 MTTR = 12 hrs RT3 MRT > 6 hrs
M4 MTTR > 6 hrs RT4 MRT > 1 hrs

MTTR = Mean Time To Restoratior
MRT = Mean Repair Time
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5@§ . BanaHc nHTepecos
/A —

[1lpocTton ansamH =¥ [loBblllaeT HageXHOCTb

* [lpocTblie ycTponcTea =¥ HU3KMK NPOLEHT OTKA30B

* Heobxogmmbin pyHKUMOHAN =¥ 310 paboTaeT, NOTOMY 4YTO
MOHATHO

« Korpa HeT 63kana =¥ [ly6nnpoBaHue yCTPOWCTB




‘ YBnekaTtenbHbIn MUp
—¢"y  "MoOynbHOW" apXUTEKTYpPbI

(; Telecom nfiWQ

L Media Converter J

Protocols X . Web based

IEC 61850 IEC61850 user interface

IEC 60870-5 Modelling & Remote
Sl Control
DNP3 Communication

>

_ Cyber Seeurity | oot & Alarm ]Phasor Measurement J
Virtual Private Network handling J

Power Quality J

Disturbance | pjeasurements

o Automatic recording
, —— | Voltage l'lkwc P, Q;f
‘ ilure. Control Diagnostics, Change &

Monitoring, Version
Trending Management

Current Voltage
Converter Sl Converter Configuration

Management
Protection

functions

Modular & upgradeable
Hardware bricks functional bricks

Primary process




«CeHcop» MoayrnbHas
apxuUTekKkTypa

I Rermote oparshon & manlenance

Wide Area Network line or Telephone m Gentral Cantrol Unit

m Versatle Communication Unit
Currant Interfaca Module
Vokage Interface Module
Bradkar Interface Nodule

All communication based on
redundant fiber cptic 100 Mb/s Ethernet
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. YHuBepcarnbHaga nnatdopma

e
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[ e — ] « PasgeneHue
( flexibility obopynoBaHuA

== ] J Ha «long live»

[ | L (nepBUYHbIE
OaTyYMKKN) n

«moderate live»
(ynpaBrieHme u
CBA3b)




[lpocToTa NpoTHB CrOXHOCTY

Gargre

/2008

* MeHblUe KOMMNOHEHT
 MeHblUe coeamHeHui

* MeHbLUe Hanagku

« CamoaunarHocTuka

* YpaneHHoin “copy — paste”




3akntodyeHume

PasneneHne obopynoBaHuns u
dyHKUMOHaNa

— MogynbHoCTb

— 3awmTa Ha nporpaMmMHoOM
YpOBHe

* YnpouleHne cxem

— MeHbLue obopynoBaHuUs
bonbLle PyHKUNI




Cnacubo 3a BHMMmaHwue!

L Roup



