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CleanIT ro'ect

FINAL N IVE REP RT
A) PROJECT
1. rence number of the project

HOME/2010/ISEC/FP/C2/4000001442

2. Title of the project:

Clean IT: Fighting the illegal use of the internet with public-private partnerships from the perspective
of counter-terrori m

3. Promoter of the project:

Mr ERIK AKERBOOM, National Coordinator for Counter Terrorism and Security

4, Startdat nd n of the project (if this information differs from the information
provided in your application form, please, explain also the reasons thereof)

16/05/2011 to 15/03/2013

5. Country (ies) involved in the project (if this information differs from the information
provided in your application form, please, explain also the reasons thereof)

The initial project partners were.
- Netherlands

- Germany

- United Kingdom

- Belgium

- Spain

It was the intention to achieve the project objectives with broad and growing support. The project was
started with a relatively small group of participants expanded gradually. By the end of the project 6
other countries had joined Clean IT as supporting government partner:

- Denmark

- Austria

- Hungary

- Rumania

- Portugal

- Greece

- Italy

Some participants from private sector to the Clean IT meetings originated from other countries such as
Ireland and France.



6. Partner(s) and their contribution during the implementation of the project (if this information
differs from the information provided in your application form, please, explain also the reasons
thereof)

The initial project partners contributed as was explained in the application form, New supporting
government partners had the same tasks, but started at a later point. One of them, Austria, also hosted
a Clean IT meeting.

7. Indicate the number of participants in each of the project activities as well as their names,
function, the organisation they represent, and their country of origin. Did the participants
comment on the activities of the project? If they did, please, summarise the comments.

Clean IT organised 7 different meetings with participants. In order to keep the discussions orderly,
within the budget, and effective, the number of participants in each meeting was subject to a
maximum. The participants had to be given the opportunity to contribute actively from their areas of
expertise and the composition of the group had to be balanced, with representations from:

- Law enforcement agencies

- Policymakers and legal experts (central government)

- Nongovernmental organisations

- Academics and scholars

- Internet industry (in particular hosting, social media, and to a lesser extent, access providers)

- Technology/software industry

- End users

In order to achieve this, the participants were approached personally. Some were invited on the basis
of their specific expertise to give presentations in plenary meetings. Not a single participant was
refused for reasons other than those stated above. The chairman played a major role in the preparations
for the meetings, and succeeded in drafting an attractive agenda for each of the participants.

The meetings were partly confidential. It was not always possible to publish the participants names, as
this would endanger the safety of some of the participants (charged with counterterrorism). In
addition, several participants requested protection of their privacy. A few companies, for instance, did
not want their public image to be associated with counterterrorism. Therefore, the Clean IT project
teamn never published the names of persons or organisations without their prior consent, unless they
had already published their participation themselves. Participants in the Clean IT project werefree to
discuss the contents of the discussion outside the meetings under the so-called 'Chatham House rules'.
This means that neither the identity nor the connection of the speaker(s) or that of other participants
may be disclosed. In this section therefore only general information on participants is given, or
specific information on participants if this is public information.

A total of 110 persons from more than 15 countries participated in the Clean IT meetings. They came
from ministries, security services, Internet Service Providers, ICT companies, non-governmental
organisations, political parties, end user groups and academic institutions.

Specifically, the following persons or organizations attended Clean IT events and/or exchanged views
to contribute to the project. This list includes only the names of those who made public their
attendance or explicitly allowed us to mention their names.

- Guardia Civil (Spain)

- Belgian Federal Police

- Bundesamt fur Verfassungsschutz (Germany)

- Bundeskriminalamt (Germany)

- PET (Denmark)

- _International Network Against Cyber Hate (INACH)

2-




- Ligue internationale contre le racisme et antisémitisme (LICRA)

- Association des Fournisseurs d’Acces et de Services Internet (AFA)
- Internet Society Belgium (ISOC-BE)

- Hosting company Leaseweb

- Dutch computer end user organisation (HCC)

- Pirate Party Switzerland (Pascal Gloor)

- Prof. Dr. Manuel R. Torres Soriano (Universidad Pablo de Olavide de Sevilla)
- Ms Yuliya Morenets, representative of *Together against Cybercrime’ (TAC)
- Asiem El Difraoui, Institut fiir Medien- und Kommunikationspolitik
- Euvision

- Atos Spain

- Special Telecommunications Service, Romania

- Hosting company Kosmozz

- International Association of Internet Hotlines (INHOPE)

- N-Square Consulting

- S21Sec

- Community Security Trust

- Ronald Eissens, Magenta Foundation

- Dr Francesca Galli, Université Libre de Bruxelles

- Denis Coragi¢, Diplo Foundation

- ZyLAB

- Nico Prucha, Vienna University

- Rebecca Schindler, RAND Europe

- Luke Forsyth, CA Technologies

- Michael Hilberer, Piratenpartei Saarland (Germany)

- Internautas Association (Spain)

- Szubjektiv (Hungary)

- Jugendschutz (Germany)

- Office of the EU Counter-Terrorism Coordinator

- Optenet

- Abusix

- United Nations Office on Drugs and Crime

- Dr. Maura Conway (Dublin City University, Ireland)

- Crown Prosecution Service (United Kingdom)

- Christian Heutger

- Eddy Willems, G Data Software AG

- Korps Nationale Politie, Landelijke Eenheid (Netherlands National Police, Netherlands)
- Incopro (United Kingdom)

- KPN Security

Participants in Clean IT meetings commented on the activities during several meetings. The main
activity of the Clean IT project team was to draft a text that would generate broad support. This
process involved a series of 6 meetings with experts over a period of 21 months. Each meeting was
held in a different country in order to achieve the maximum possible balance in the input from the
participating countries. The results of the meetings were incorporated into a draft document, so that
each meeting resulted in a text that had been adapted and fine-tuned. In more detail, the steps were
structured as follows:

1. The updated draft document was sent to all contact persons and participants and was published
on the project’s own website, with a general invitation to comment on the document.

2. The meetings were organised with experts of public and private organisations. The entire
document and the comments collected were discussed in plenary sessions during themeetings.

3. During the meetings, there were also discussions about specific issues in small workshops. The
results of the small workshops were subsequently used as an input for the plenary sessions.

4, At the end of the meeting, the project team drafted a new version of the draft document based on
the discussions; this document was submitted to all participants for approval.

5. The project team processed the comments of the participants into a new version of the draft
document, after which the cycle restarted.

3.




This cycle was repeated around the meetings that were organised. For the purpose of modifying the
draft document, the project team was expanded by several willing participants. In addition to these
steps, the praject team designed a questionnaire and sent it out to experts in all EU Member States to
identify additional best practices.

8. Which tar et r benefited directly or indirectly from the project?

Ministries, security services, Internet Service Providers (hosting, access, communication, search
engines, social network sites), ICT technology industry, non-governmental organisations, political
parties, end user groups and academic institutions.

9. If the European Commission set out conditions in its selection letter, how were these conditions
fulfilled?

No conditions were set.

10. Amongst the lann t e in the project financed by the European Commission, please
outline those that were implemented. The activities should be easily identified in the Final Cost
Statement.

All planned activities were implemented.

11. Amongst the lanne ii inthe project financed by the European Commission, please
outline those that were n tim 1 t and give reasons why this was the case

No planned activities were not implemented.

12 Wereanyu f r e a tiviti s in the project financed by the European Commission

implemented?

In order to be more transparent and establish better communication with the Internet community a
project website was launched and maintained during the project.

During the project participants and outsiders questioned if Clean IT proposals could affect online
freedom and fundamental human rights. In theory, each proposal or practice could be executed poorly
For this reason, the project team requested Tilburg University, which has proven expertise in this area,
to review the best practices formulated during the Clean IT project for any potential violations of
fundamental freedoms. The report has been published on the Clean IT website and is highly
recommended to anyone who is considering to implement the Clean IT best practices.

Both activities, the website and the human rights report, were not foreseen.

13. Which results were obtained for each activity described above? Please include details on how the
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end results helped the achievement of the initial goals of the project and if other goals, not initially
foreseen, were also fulfilled. How has this been evaluated (which evaluation criteria /methods have
been used)? How would you describe the impact of this project?

(- activities for worksh nferenc
During the European Discussion on internet Governance (EuroDIG) conference in Belgrade, the
project manager announced in a plenary session that the project had started. EuroDIG was a source of
inspiration for the Clean IT project because of the multi-stakeholder model and the transparent
character of the conference. The first meeting of the coordination group was also held during the
EuroDIG conference on 31 May 2011, A short time later, the project team started its activities. It
organised the first meeting and contacted potential participants in writing, including the European
Digital Rights organization (EDRJ, an international non-profit association) in order to properly
safeguard the interests of the end users and internet freedom, from the very beginning. Nevertheless,
EDRI decided not to participate.

Activity nr.2 and 3 Meeting coordination group / workshop 1
The first meeting on 24-25 October 2011 was attended by approximately 20 participants. Presentations

were given both on terrorist use of the Internet and on the practice of abuse of networks in general.
With regard to some of the issues, the private parties and government representatives had difficulty
agreeing on a shared problem analysis. The participants came to the conclusion that, in practice, it was
not easy — not even for professionals - to indicate exactly when the threshold of illegality was crossed.
There was also a brainstorming session about which parties could contribute to a solution, and about
how the general principles and the best practices could be formulated. This session resulted in the
drafting of a first rough text, which was submitted to the participants and subsequently published on
the website.

Activity nr.4 Questionnaire

The project team designed a questionnaire and sent it out to experts in all EU Member States to
identify additional best practices. 12 countries responded (11 government representatives, and 1
national internet service provider association). The responses were used as input for the fourth Clean
IT meeting.

Actjvity nr.5 workshop 2
When 27 participants from governments, police, internet companies, and NGOs met in Madrid on 18

and 19 January 2012 for the second Clean IT meeting, ‘terminology® was consequently a topic of
discussion. Another important question was what the precise delineation of the project would be. In
order to end the discussion, it was decided to adopt the official EU definitions of terrorism. It was also
decided that the government representatives would be primarily responsible for the final editing of the
problem definition as they had most expertise in this context.

Participants stated that they were satisfied with the quality of the discussions, the mix of expertise
present, and the participants exchange of views. The participants discussed how to continue after the
project, and they wondered what the status of the final document would mean in practice, as it would
not be legally enforceable. They drew the conclusion that, as far as the Clean IT project is concerned,
it was a matter of ‘political commitment’ and not of ‘formal commitment’. Therefore, the participants
would be able to support the results without the necessity to sign the document. In addition, there was
a unanimous call to give this form of meetings a permanent character. From that time onwards, the
text included a call to continue this dialogue.

Activity nr.6 Workshop 3

The participants expressed the wish to deal in greater depth with the subject matter, and proposed to
discuss specific subjects in smaller workshops. This way of working was experimented for the first
time during the third meeting on 21 and 22 March 2012. The participants approved of this way of
working and it was decided to continue to work in groups during the next meetings.

One consequence of organising workshops in addition to plenary sessions was that the results of the
meeting were from that time onwards were represented in two documents. On the one hand there was
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the draft document that had been fine-tuned and adapted further after the first two workshops. On the
other hand the participants came up with new and undiscussed ideas and raised new questions. These
ideas and questions were gathered in a second document for discussion during the meeting in Brussels.
This second document was more detailed than the principal document. Due to the rough nature of the
texts, this discussion document was temporarily, not published, and treated informally.

tivity nr nference 1
The text of the general principles gradually took shape during the first conference. Here approximately
50 participants made a lot of progress, as a result of which this text developed more and more into its
final form. However, the best practices still underwent a great deal of doctoring. Participants
suggested that it would be useful to include bad practices to make clear that they considered some
practices not a good idea. Blocking and filtering, for instance, were qualified as ‘bad practices’ in this
conference. In subsequent meetings the best practices ‘real identity policies’ and ‘virtual community
policing’ (workshop 4), and ‘autornated detection systems’ (conference 2) were deleted completely.

Activity nr.8 and nr.9 written commentary round / Interviews
These activities have been implemented as a continuous process (see topic 7 of this narrative report).

Activity nr.10 w 4

The Dutch Minister of Security and Justice requested his European colleagues in April 2012 to
become ‘supporting government partner’ of the Clean IT project. To various companies operating
internationally the project would become more interesting if they could discuss the same issues with
multiple countries at the same time. Various countries reacted positively to this request. During
workshop 4 on 12 and 13 September approximately 45 participants met, including several Government
Supporting Partners who attended the meeting for the first time. These countries assumed the same
role as the initial project partners. The only difference was that they had joined later. In the end, seven
new countries joined the project: Austria, Hungary, Denmark, Romania, Greece, Portugal and Italy.
As a result, the Clean IT project was supported by the ministries or security services from 12
countries.

ctivity nr.11 Conference 2
The second conference on 5 and 6 November 2012 was attended by 50 participants. During this
meeting, consensus had to be reached about the text. The project team had merged the draft document
and the confidential document on the basis of the discussion in Utrecht into one document, in which
the remaining points of discussion had been included in the text. During this meeting, most time was
spent on the so called “general principles”. These were dealt with meticulously. Plenary discussions
were sometimes held about whether or not to include specific terms. Finally, all those present agreed
to this text. A last round of written comments was held after which the text achieved its final status.

tivity nr.12 ion for presentati
The final meeting is logistically prepared like all earlier events. The Clean IT final result was finalised
and published on the internet: a document with “general principles” and *best practices” on how to
reduce the terrorist use of the internet. This document was co-created in a open dialogue by public and
private parties.

Activity nr.13 final meeting

The Clean IT project concluded on Wednesday 30 January with a final presentation in Brussels, in the
presence of several speakers, participants and interested parties involved. Theo Bot, the Dutch
National Coordinator for Counterterrorism and Security presented the Clean IT final results to Gilles
de Kerchove, the EU Counterterrorism Coordinator, on behalf of all project partners. De Kerchove
expressed his support and gratitude for the work done in Clean IT: “The CLEAN IT project fits into
wider EU activities very well. The fact that the project has resulted in a set of ‘general principles’ that
can serve as a code of conduct both for public and private partners is entirely in line with our thinking.
The list of voluntary “best practices’, which remains entirely the responsibility of each organisation, is
also a very pragmatic approach with a view to any future new legislation.”

Project manager But Klaasen stressed that the working method is new to the field of counterterrorism
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and has proved promising as a way of achieving lasting and supported solutions to highly complex
problems. According to Arda Gerkens, former member of parliament and currently director of
computer society HCC, public-private dialogue is the only way forward. She emphasized the
complexity of the subject matter and the need for an innovative approach. Anna Tsitsina,
counterterrorism advisor at the Council of Europe, supported the Clean IT participants’ wish to give
the dialogue a more permanent character. There is yet a long way to go, but the standards we are
familiar with in our daily lives must be applied in cyberspace as well. The Clean IT working method
was commended by Jovan Kurbalija, founder and director of the DiploFoundation, as well. The
project strengthens his view that the European Union is a leading player in the field of Internet
governance.

Ars Technica journalist and critical Clean IT commentator Cyrus Farivar took the floor as symposium
moderator. His provocative statements immediately highlighted the complexity of the matter. Maura
Conway of Dublin City University asserted that there is a lot of confusion caused by a lack of fitting
vocabulary for the phenomenon of terrorist use of the internet. She called to attention therefore the
VoxPol project, which follows up closely on one of the Clean IT recommendations.

The afternoon concluded with at least one communal point of view: namely that cooperation in this
field must be carried forward. Clean IT has come to an end in a technical sense, but many parties
would like to see a continuation of the dialogue.

ctivi 4 tati ject ference
During the project the goals, backgrounds and activities were presented and discussed in several other
relevant other projects and conferences:
- 2011 Internet Governance Forum (27-30/9/2011)
- EU Radicalisation and Awareness Network (22/11/2011)
- Anti Abuse working group RIPE NCC (19/04/2012 and 27/09/2012)
- Task Force Computer Security Incident Respons Teams (TF-CSIRT, 10/05/2012)
- European Discussion on Intemet Governance (EuroDIG, 01/06/2011 and 15/06/2012)
- Counter Terrorism Working group European Commission (12/07/2011, 11/01/2012 and 4/10/2012)

EVALUATION

Each workshop and conference ended with an evaluation for the participants. They were asked how
they experienced the event, and how it could be improved next time. From these evaluations evolved
the idea to work in small sessions in addition to the plenary discussions for example. The final meeting
was also meant as an evaluation. Participants were asked to take place in the panel and share their
views on the whole project in public.

IMPA

. For a small scaled project with limited budget many participants were actively involved. The project
started with 5 countries and ended with at least 14 countries involved. As the main goal was to
organise a broad public-private dialogue it should be estimated that there was a high value-for-money
rate. Thanks to some action groups from civil society that framed the project as a secret censorship
programme, it received massive attention on social media.

The real impact however, depends on how the results will be used in the policy making process of
governments and industry in the coming period. Some countries are considering to bring the Clean IT
proposals into practice, but this is not monitored by the project anymore.

14. What were the main problems/difficulties encountered during the implementation of the project
activities? How were these solved?

The starting point of the Clean IT project team was to provide transparency in order to inspire
confidence in the participating partners and to be consistent with the best practices of the Internet
community. This is a striking difference with other counterterrorism projects, as those are often
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conducted under a statutory regime of confidentiality. The transparency of the Clean IT project was
reflected in the fact that the draft document was published periodically on a public website.

The Clean IT project team did not only publish the interim results, but also sought publicity itself, This
was done to reacl more potential participants. After some time, however, the transparency appeared to
turn against the project. Especially on 21 September 2012, when the European Digital Rights Initiative
(EDRI) published an informal discussion document - without consultation — that had been submitted
to the participants prior to the fourth workshop. According to EDRI, this document had been “leaked”
and was said to show that large-scale and undemocratic measures were being taken to monitor the
Internet, and that binding measures were being proposed to have internet service providers block and
filter content. This publication caused a flow of negative media coverage and also gave rise to writien
questions in the German and European parliaments.

The project team changed the nature of the information provided about the Clean IT project: more
information was communicated about facts and circumstances, and less information about subjects
that were still being processed or discussed. The transparency also turned out to be a dilemma to many
of the participants. Some participants, for instance, fully supported the project objectives and results,
but did not want to be associated with counterterrorism in public publications.

A persistent question was if best practices that are described in this project could affect online freedom
and fundamental human rights, For this reason, the Tilburg University was requested to scan the best
practices for any potential violations of fundamental freedoms. The conclusions (that there are no
immediate concerns) were presented during the final meeting.

15. How was the visibility of the European Unions financial support ensured in the project?

In all official publications and presentation it was underlined that the project financed by the European
Commissions ISEC programme. The project website also mentioned this very clearly. The website had
36.000 unique visitors with IP addresses from 147 different countries.

During the project, several reputable IT web magazines from the United States, Australia, and France
paid attention to the Clean IT project. Several items about Clean IT were broadcasted on Austrian
radio. On social media and blogs many proposals from Clean IT were discussed. The final meeting
also led to a publication in The Washington Post.

These articles are attached to this narrative report.

16. Will the project continue after financial support from the European Commission has
ended? If yes, how?

The project has stopped in a technical sense. From the beginning it was clear that implementation of
the end results would not be part of the project scope. But the participants clearly called for a
continuation of this public-private dialogue and some countries are considering to implement the
European Clean IT proposals on national level.

17. What are the concrete working instruments/results that came out of the project (for example:
CD-ROM, video, manual, web site, ...)?

The main result is a document called “reducing terrorist use of the internet”, the result of a structured
public-private dialogue between government representatives, academics, Internet industry, Internet
users and non-governmental organizations in the European Union.




There is also a website: www.cleanITpraject.eu where other relevant documents can be downloaded.

18. How do you intend to disseminate the results of this project within existing and/or new
networks? What is the projects potential transferability to other sectors and users? What
intellectual property arrangements have you agreed within the partnership? Do you
intend to commercialise all or part of the results? If so, please give details.

The final document is published on the Internet, and is distributed and discussed in the Counter
Terrorism Working Group from the European Union. Thanks to the media-attention the Clean IT
results are already well disseminated throughout the Internet community.

The results (general principles and best practices) are specifically tuned to counter terrorism, but it
could nevertheless be considered to apply them partly to other policy fields. This was not part of the
project, but could be explored in the future.

Experts in the area of the protection of fundamental freedoms are seldom experts in the area of
counterterrorism. Both areas of expertise are, however, required to arrive at good solutions. The multi-
stakeholder approach adopted by the Clean IT project team is therefore a precondition to ensure that
the discussions about this issue are kept in balance. This working method could be transferred to other
sectors and policy fields.

This was underlined by Mr. De Kerchove, the European Counter Terrorism coordinator during the
final meeting of Clean IT on january 30th: "7 would like to express my gratitude for all the work you
have done and express my full support for your important work. CLEAN IT was an open and
transparent consultation process, which not only included government officials and law enforcement
officers but also academics and NGO and think-tank representatives. The project helped to provide a
better understanding of what has to be done and what is being done in the EU and in cooperation with
the private sector. Public-private initiatives, such as CLEAN IT, are essential to guarantee an open
society and pluralism and fieedom of expression"

There are no intellectual property arrangements made in Clean IT.




B) COMMENTS

1. Do the end results (outlined under point A.13 above) appear to correspond with the initial
objectives? Please explain.

Yes. The initial objectives were:

a) to establish a public-private dialogue

b) to create a set of general principles and best practices to reduce terrorist use of the internet, and
c) a guideline on how to implement these best practices.

The 'general principles', the "best practices' and the 'guideline’ are all integrated in one document:
“reducing the terrorist use of the internet” that is published and disseminated.

2. In light of the experience gained, please describe what you view positively in the preparation and
implementation of the project, e.g. analysis of the problems to solve, organisation, methodology
and administrative, technical and financial management.

The Clean IT project introduced a new working method in this extremely complex field. It was not
possible to assess in advance whether this working method would produce better results than can be
obtained with, for instance, a traditional legislative procedure. The assumption underlying the Clean
IT project was that it is possible to make progress in counterterrorism on the Internet or through the
Internet, without regulating the Internet itself.

The first conclusion is that this can be achieved by such a public private working method, but that it
takes much time and energy, and that progress is made little by little. A public-private cooperation for
this subject should consequently be limited to a dialogue. The Clean IT project was not a tool to
privatise law enforcement tasks or to make formal decisions about concrete measures. This should
continue to be reserved at all times for the competent authorities.

A second conclusion ensued from the positive experiences of the participants in the Clean IT project.
It turned out that drawing up an interesting agenda together with a mixed, competent, and balanced
group of participants proves fruitful. In this way, the advantages and disadvantages of — in particular -
controversial subjects can be held against the light systematically. This is valuable, and a source of
inspiration. The participants have indicated that they wish to continue the dialogue, and this desire is
supported wholeheartedly by the project team.

3. In light of the experience gained, please describe what you view pegatively in the preparation and
implementation of the project (as under point 2).

The EU budget rules were very strict, which limited the flexibility that was needed to manage such a
project in a efficient way. For example, it was not possible to host a meeting in London, because all
the rates for accommodation exceeded the standard costs set by the European Commission. We
therefore had to change the location to another country. We were also very limited in compensating
parts of budget that had surpluses to parts that had shortages. One staff member was cut from the
initial budget by the Commission, which led to an under-staffed project team that could barely fulfill
its tasks.

The project team had to spend quite some time on “red tape” of project management, rather than on
the work of the project itself.
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ATTACHMENTS:

20120606 Article in ITnews
20120608 Article in ITnews
20120909 Article in Ars Technica
20120926 Article in Ars Technica
20121107 Article in OWNI

20130128 Article in Ars Technica
20130130 Article in Whashington Post
20130131 Article in Ars Technica

Media file
20130204 4 minutes radio item “‘digital leben" Austrian Radio
20130219 11 minutes radio item “matrix™ Austrian Radio

Documents;
Final Clean IT document

Overview of participants
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4. Please describe below any other information, which would help the European Commission in
making a balanced evaluation of the project, and/or improving the functioning and management of
the Programme.

5. Name, telephone, fax, and if possible also email of the person to be contacted in case the
Commission receives requests for further information from third parties interested in your project:

But Klaasen (projectleader Clean IT)
T:
E:

(coordinator ISEC projects Ministry of Security and Justice)

mam

6. The information you provided us with under the points A2, A3, A4, AS, A6, A8, A9, A10, A12,
Al3, A16, A17 and A18, and all the other relevant documents you sent with this report, may be
used by the Commission within the framework of its Information and Dissemination Strategy. Do
you agree with this or would you like to comment on this?

Yes, except for the list of participants because this is confidential under Dutch privacy legislation. See
also our answer in box 7.

The list of participants is however available for inspection by the Commission only for auditing and
financial control reasons,

Date: 'L'OZ'I$ Place: Thf‘”‘"‘- -

Name of the person responsible for the project: BUT KLAASEN

SIENAUTE: c.cccviinins i e ee e

/

Name of the legal representatixe of the contractor: ...... T“ ver ‘-S" Toeeeeerereernress

Signature: ........... Q,... che et 4 eesesereieeieiiesiiereseserrataaeasersrnesarstaotnnes
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Overview participants Clean IT meetings

Workshop 1 — Amsterdam
24-25 October 2011
Total number of participants: 18

Participants

M Private sector

B Academic/research community
B NGO's

M Law enforcement

B Public sector

M Project team

Workshop 2 — Madrid
18-19 January 2012
Total number of participants: 27

Participants

M Private sector

B Academic/research community
B NGO's

M Law enforcement

M Public sector

M Project team




Workshop 3 — Brussels
21-22 March 2012
Total number of participants: 33

Participants

M Private sector

B Academic/research community
B NGO's

M Law enforcement

B Public sector

M Project team

Conference 1 - Berlin
4-5 June 2012
Total number of participants: 56

Participants

M Private sector

B Academic/research community
B NGO's

M Law enforcement

M Public sector

M Project team




Workshop 4 — Utrecht
12-13 September 2012
Total number of participants: 43

Participants

M Private sector

B Academic/research community
B NGO's

M Law enforcement

B Public sector

M Project team

Conference 2 — Vienna
5-6 November 2012
Total number of participants: 50

Participants

M Private sector

B Academic/research community
B NGO's

M Law enforcement

M Public sector

M Project team




Final Symposium — Brussels
30 January 2013
Total number of participants: 62

Participants

M Private sector

B Academic/research community
B NGO's

M Law enforcement

B Public sector

M Project team




Counterterrorism

> Return address Postbus 16950 2500 BZ The Hague

European Commission

DG Home Unit 4 “Financlal Support - Internal Security”
LX-46 04/122

B-1049 Brussels

Belgié

Date 7 June 2013
Concerning Clean IT final documents

In this box you wili find the finali documents of the Clean IT project:
« 5 files with orlginal Clean IT documents (including summary, technical
implementation report, financiai statement and supporting documents);
« 3 files with coples of the Ciean IT documents;
« 1 CD-ROM with coples of the Ciean IT documents;
e A couple of coples of the Clean IT document: Reducing terrorist use of the
Internet.

Kind regards,

Project Officer Innovation

Ministry of Security and Justice

National Coordinator for Security and

Strategy and Operatlonal
Managemant Department
NCTV

Turfmarkt 147

2511 DP The Hague
Postbus 16950

2500 BZ The Haque
www.nctv.nl

Cantact

Profect Officer Innovation

Project name
Clean IT

Our reference
395801

Your referance
HOME/2010/1SEC/FP/C2/4000
001442

Please quote date of letter
and our ref. when replying. Do
not ralse more than one
subfect per letter,



EUROPEAN COMMISSION R L o D e
DIRECTORATE-GENERAL HOME AFFAIRS

Dirgctorata C: Schengen
Unlt C.4: Interna! Security Fund

Brussels, 10, 12. 2013
HOME/C4/SS/... 2013) 2680863

1T
7

Ministerie van Veiligheid en Justitie ’3

ta.v .DEIA, L5.33 10

Postbus 20301 2

2500 EH Den Haag

NL 2
3

Y REG L

Subject: pre-info letter — final calculation Framework Partnership Agreement
HOME/2010/ISEC/FP/C2/4000001442

(Please indicate this reference in all correspondence)

"Clean IT: Fighting the illegal use of internet with public-private
partnerships from the perspective of counter-terrorism''

Dear

Following the submission of the final reports for the above-mentioned project, I would
like to inform you that our services have completed the evaluation of your project and
have the following comments:

- the final result (i.e. a set of general principles, best practices and a guideline for
their adoption) are presented in a rather clear and user-friendly booklet;

- however, it seems that the level of presentation, explanation and ‘how to
implement’-part of the best practices, is rather shallow. This could be remedied
by for example linking the best practices with real-life examples so that potential
users would be able to obtain more information on a given practice by contacting
a body, institution, etc., which actually applies such a practice. Regrettably this is
missing;

- consequently, the value for money ratio appears to be rather weak.

The level of implementation is acceptable and the final report can be accepted
The calculation of the final grant amount has been done.

On the basis of our calculation (see annex), the final amount of the grant is set at
205,468,84€ €, taking into account the following:

Commission suropssnne/Europase Commissie, 1048 Bruxelles/Brussel, BELGIQUE/BELGIE - Tel. +32 22091111
Office: LX46 - 8/104 - Tel. diract line +32 229-(32-2) XXX - Fax +32 220-(32-2) 29 79580



Pe-89 National Coordinator for Security and
£ 1}«;!} Counterterrorism
Ministry of Security and Justice

> Return address Postbus 16950 2500 BZ The Hague

Strategy and Operational
Fu ropean Commission . Management Department
NCTV
() - " Turfmarkt 147
DG Home Unit 4 "Financial Support - Internal Security 2511 0P The Hague
L X-46 04/122 Postbus 16950
B-1049 Brussels 2500 BZ The Hague
Belglum www.nctv.nl
Contact
Adviseur Innovatie’
Date 7 January 2014 Projact name
Concerning pre-info letter — final calculation Framework Partnership Agreement Qlean IT
HOME/2010JISECIFP/C2/4000001442 Our reference
470401
Dear Cec
Annemiek Heynens
On December 20, 2013 we have received your letter concerning the final ‘:""""""‘
calcuiatlon of the Clean IT project (reference number: e
or fetter
HOME/2010JISECIFP/C2/4000001442). and our ref, when replying. Do
not raise more than one
We have some remarks regarding the final caicuiation of the project. subject per letter.

Flrstly, It Is stated in your letter that headlngs A53 to A56 under heading B were
refused because the costs were not listed In the forecasted budget. There has
been an e-mall conversation about this topic (appendix 1). The names of these
persons were added to the forecasted budget. On December 2" aii the documents
were sent to the Commisslon. The Commission replied that the documents were
In order.

Secondiy, the letter states that the bill for D19 does not detall the costs. In
appendlix 2 you will see the involce, where the total amount of €1083,70 is clearly
stated. This was the Invoice for the total costs for catering during the meeting in
Madrid. This corresponds with the price that was previously agreed upon. Please
find the original offer in appendix 3.

Thirdly, it is stated that the supporting documents for D180-D181 were not
provided. In appendix 4 you will see the supporting documents for D180-D181
that were provided to the Commission together with ail other documents,

We expect that this explanation suffices and that the above mentioned costs wiii
be accepted in the final calculation of the project costs.

Kind regards,

\ M
Th.P.L. Bot

Deputy National Coordinator for Counterterrorism and Securlty
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Appendix

1,

2.
3.
4.

E-mall conversation A53-A56

D19 - Catering Madrid

D19 - Offer catering Madrid
D180-D181 - Supporting documents

Strategy and Operational
Management Department
NCTV

Date
7 January 2014

Qur reference
470401
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