E-mails Hacking Team
Trefwoord Kailax

Oplopende datum

kailax unlocker

Email-ID 65015

Date 2015-01-23 10:25:25 UTC
From w.furlan@hackingteam.com
To ornella-dev@hackingteam.com

o Email Body

¢ Raw Email
Ciao ciao,

Avete mai sentito parlare del kailax unlocker ? Il cliente svizzero ne ha uno che ha
acquistato da un distributore tedesco chiamato qualcosa tipo “2beeuropa”.
L'aggeggio permette di accedere a sistemi windows accesi ma con |‘'utente non
loggato sfruttando una vulnerabilita del bus USB analoga a quella che abbiamo
implementato sul TNI per il firewire. Il prodotto permette anche di eseguire
applicazioni salvate su una chiavetta usb fornita con il prodotto senza dover
sbloccare la pw dell’'utente.

L'abbiamo usato per infettare un loro target con un silent installer ed ha funzionato,
I'unlock ha richiesto meno di 1 minuto

Walter Furlan


https://wikileaks.org/hackingteam/emails/emailid/65015#email_body
https://wikileaks.org/hackingteam/emails/emailid/65015#email_raw

Field Application Engineer

HackingTeam
Milan Singapore Washington DC

www.hackingteam.com
email: w.furlan@hackingteam.com

mobile: + 39 366 9237125
phone: +39 02 29060603

I: kailax unlocker

Email-ID 547347

Date 2015-01-23 10:25:39 UTC

From w.furlan@hackingteam.com

To m.bettini@hackingteam.it, e.shehata@hackingteam.com

Attached Files

# Filename Size
251331 rtf-body.rtf 13.1KiB

o Email Body

e Raw Email



https://wikileaks.org/hackingteam/emails/fileid/547347/251331
https://wikileaks.org/hackingteam/emails/emailid/547347#email_body
https://wikileaks.org/hackingteam/emails/emailid/547347#email_raw

Re: kailax unlocker

Email-ID 746354

Date 2015-01-23 10:27:16 UTC

From b.muschitiello@hackingteam.com
To w.furlan@hackingteam.com

o Email Body

¢ Raw Email
<< L'aggeggio permette di accedere a sistemi windows accesi ma con l'utente non
loggato>>

volevi dire "loggato"?
Il 23/01/2015 11:25, Walter Furlan ha scritto:

Ciao ciao,

Avete mai sentito parlare del kailax unlocker ? Il cliente svizzero ne ha uno che ha
acquistato da un distributore tedesco chiamato qualcosa tipo “2beeuropa”.
L'aggeggio permette di accedere a sistemi windows accesi ma con |'utente non
loggato sfruttando una vulnerabilita del bus USB analoga a quella che abbiamo
implementato sul TNI per il firewire. Il prodotto permette anche di eseguire
applicazioni salvate su una chiavetta usb fornita con il prodotto senza dover
sbloccare la pw dell’'utente.

L'abbiamo usato per infettare un loro target con un silent installer ed ha funzionato,
I'unlock ha richiesto meno di 1 minuto

Walter Furlan

Field Application Engineer


https://wikileaks.org/hackingteam/emails/emailid/746354#email_body
https://wikileaks.org/hackingteam/emails/emailid/746354#email_raw

HackingTeam
Milan Singapore Washington DC

www.hackingteam.com
email: w.furlan@hackingteam.com

mobile: + 39 366 9237125
phone: +39 02 29060603

Re: kailax unlocker

Email-ID 959175

Date 2015-01-23 10:27:16 UTC

From b.muschitiello@hackingteam.com
To walter

o Email Body

e Raw Email
<< L’aggeggio permette di accedere a sistemi windows accesi ma con |‘'utente non
loggato>>

volevi dire "loggato"?
I 23/01/2015 11:25, Walter Furlan ha scritto:

Ciao ciao,

Avete mai sentito parlare del kailax unlocker ? Il cliente svizzero ne ha uno che ha
acquistato da un distributore tedesco chiamato qualcosa tipo “2beeuropa”.
L'aggeggio permette di accedere a sistemi windows accesi ma con |'utente non
loggato sfruttando una vulnerabilita del bus USB analoga a quella che abbiamo
implementato sul TNI per il firewire. Il prodotto permette anche di eseguire
applicazioni salvate su una chiavetta usb fornita con il prodotto senza dover
sbloccare la pw dell’'utente.


https://wikileaks.org/hackingteam/emails/emailid/959175#email_body
https://wikileaks.org/hackingteam/emails/emailid/959175#email_raw

L'abbiamo usato per infettare un loro target con un silent installer ed ha funzionato,
I'unlock ha richiesto meno di 1 minuto

Walter Furlan

Field Application Engineer

HackingTeam
Milan Singapore Washington DC

www.hackingteam.com
email: w.furlan@hackingteam.com

mobile: + 39 366 9237125
phone: +39 02 29060603

Re: kailax unlocker

Email-ID 746360

Date 2015-01-23 10:27:33 UTC

From b.muschitiello@hackingteam.com
To w.furlan@hackingteam.com

o Email Body

e Raw Email
Ah no, avevo capito male ;)


https://wikileaks.org/hackingteam/emails/emailid/746360#email_body
https://wikileaks.org/hackingteam/emails/emailid/746360#email_raw

Il 23/01/2015 11:25, Walter Furlan ha scritto:

Ciao ciao,

Avete mai sentito parlare del kailax unlocker ? Il cliente svizzero ne ha uno che ha
acquistato da un distributore tedesco chiamato qualcosa tipo “2beeuropa”.
L'’aggeggio permette di accedere a sistemi windows accesi ma con |'utente non
loggato sfruttando una vulnerabilita del bus USB analoga a quella che abbiamo
implementato sul TNI per il firewire. Il prodotto permette anche di eseguire
applicazioni salvate su una chiavetta usb fornita con il prodotto senza dover
sbloccare la pw dell’'utente.

L'abbiamo usato per infettare un loro target con un silent installer ed ha funzionato,
I'unlock ha richiesto meno di 1 minuto

Walter Furlan

Field Application Engineer

HackingTeam
Milan Singapore Washington DC

www.hackingteam.com
email: w.furlan@hackingteam.com

mobile: + 39 366 9237125
phone: +39 02 29060603

Re: kailax unlocker

Email-ID 959655

Date 2015-01-23 10:27:33 UTC



From b.muschitiello@hackingteam.com

To walter

o Email Body

e Raw Email
Ah no, avevo capito male ;)

Il 23/01/2015 11:25, Walter Furlan ha scritto:

Ciao ciao,

Avete mai sentito parlare del kailax unlocker ? Il cliente svizzero ne ha uno che ha
acquistato da un distributore tedesco chiamato qualcosa tipo “2beeuropa”.
L'’aggeggio permette di accedere a sistemi windows accesi ma con |'utente non
loggato sfruttando una vulnerabilita del bus USB analoga a quella che abbiamo
implementato sul TNI per il firewire. Il prodotto permette anche di eseguire
applicazioni salvate su una chiavetta usb fornita con il prodotto senza dover
sbloccare la pw dell’'utente.

L'abbiamo usato per infettare un loro target con un silent installer ed ha funzionato,
I'unlock ha richiesto meno di 1 minuto

Walter Furlan

Field Application Engineer

HackingTeam
Milan Singapore Washington DC

www.hackingteam.com

email: w.furlan@hackingteam.com

mobile: + 39 366 9237125


https://wikileaks.org/hackingteam/emails/emailid/959655#email_body
https://wikileaks.org/hackingteam/emails/emailid/959655#email_raw

phone: +39 02 29060603

Re: kailax unlocker

Email- 547237

ID

Date 2015-01-23 10:28:28 UTC

From m.bettini@hackingteam.it

To w.furlan@hackingteam.com, m.bettini@hackingteam.it,

e.shehata@hackingteam.com

o Email Body

¢ Raw Email
Interessante!
Grazie Walter
Il giorno 23/gen/2015, alle ore 11:25, Walter Furlan <w.furlan@hackingteam.com>
ha scritto:

p.C.

Da: Walter Furlan [mailto:w.furlan@hackingteam.com]
Inviato: venerdi 23 gennaio 2015 11:25

A: 'ornella-deV'

Oggetto: kailax unlocker

Ciao ciao,

Avete mai sentito parlare del kailax unlocker ? Il cliente svizzero ne ha uno che ha
acquistato da un distributore tedesco chiamato qualcosa tipo “2beeuropa”.
L'aggeggio permette di accedere a sistemi windows accesi ma con |'utente non
loggato sfruttando una vulnerabilita del bus USB analoga a quella che abbiamo
implementato sul TNI per il firewire. Il prodotto permette anche di eseguire
applicazioni salvate su una chiavetta usb fornita con il prodotto senza dover
sbloccare la pw dell’'utente.


https://wikileaks.org/hackingteam/emails/emailid/547237#email_body
https://wikileaks.org/hackingteam/emails/emailid/547237#email_raw

L'abbiamo usato per infettare un loro target con un silent installer ed ha funzionato,
I'unlock ha richiesto meno di 1 minuto

Walter Furlan

Field Application Engineer

HackingTeam
Milan Singapore Washington DC

www.hackingteam.com

email: w.furlan@hackingteam.com
mobile: + 39 366 9237125
phone: +39 02 29060603

R: Re: kailax unlocker

Email-ID 746407

Date 2015-01-23 10:30:45 UTC
From e.shehata@hackingteam.com
To m.bettini@hackingteam.it, w.furlan@hackingteam.com

o Email Body

e Raw Email
Diamine!!


https://wikileaks.org/hackingteam/emails/emailid/746407#email_body
https://wikileaks.org/hackingteam/emails/emailid/746407#email_raw

Emad Shehata
Key Account Manager

Sent from my mobile.

Da: Marco Bettini [mailto:m.bettini@hackingteam.it]

Inviato: Friday, January 23, 2015 11:28 AM

A: Walter Furlan

Cc: Marco Bettini <m.bettini@hackingteam.it>; Emad Shehata
Oggetto: Re: kailax unlocker

Interessante!

Grazie Walter

Il giorno 23/gen/2015, alle ore 11:25, Walter Furlan <w.furlan@hackingteam.com>
ha scritto:

p.C.

Da: Walter Furlan [mailto:w.furlan@hackingteam.com]
Inviato: venerdA- 23 gennaio 2015 11:25

A: 'ornella-dev'

Oggetto: kailax unlocker

Ciao ciao,

Avete mai sentito parlare del kailax unlocker ? Il cliente svizzero ne ha uno che ha
acquistato da un distributore tedesco chiamato qualcosa tipo a€ce2beeuropaact.
La€™aggeggio permette di accedere a sistemi windows accesi ma con la€™utente
non loggato sfruttando una vulnerabilitA del bus USB analoga a quella che abbiamo
implementato sul TNI per il firewire. Il prodotto permette anche di eseguire
applicazioni salvate su una chiavetta usb fornita con il prodotto senza dover
sbloccare la pw della€™ utente.

La€™abbiamo usato per infettare un loro target con un silent installer ed ha
funzionato, €™ unlock ha richiesto meno di 1 minuto

Walter Furlan

Field Application Engineer



HackingTeam
Milan Singapore Washington DC

www.hackingteam.com

email: w.furlan@hackingteam.com
mobile: + 39 366 9237125
phone: +39 02 29060603

RE: kailax unlocker

Email-ID 66256

Date 2015-01-23 11:09:55 UTC
From m.valleri@hackingteam.com
To w.furlan@hackingteam.com, ornella-dev@hackingteam.com

o Email Body

e Raw Email
Proviamo a ordinarne una per vedere se fa veramente quello che dichiara.

Facendo una ricerca veloce su internet e guardando il sito sembra quasi un fake,
pero’ non si sa mai...

From: Walter Furlan [mailto:w.furlan@hackingteam.com]
Sent: venerdi 23 gennaio 2015 11:25

To: 'ornella-dev'

Subject: kailax unlocker

Ciao ciao,

Avete mai sentito parlare del kailax unlocker ? Il cliente svizzero ne ha uno che ha
acquistato da un distributore tedesco chiamato qualcosa tipo “2beeuropa”.
L'’aggeggio permette di accedere a sistemi windows accesi ma con |'utente non
loggato sfruttando una vulnerabilita del bus USB analoga a quella che abbiamo


https://wikileaks.org/hackingteam/emails/emailid/66256#email_body
https://wikileaks.org/hackingteam/emails/emailid/66256#email_raw

implementato sul TNI per il firewire. Il prodotto permette anche di eseguire
applicazioni salvate su una chiavetta usb fornita con il prodotto senza dover
sbloccare la pw dell’'utente.

L'abbiamo usato per infettare un loro target con un silent installer ed ha funzionato,
I'unlock ha richiesto meno di 1 minuto

Walter Furlan

Field Application Engineer

HackingTeam

Milan Singapore Washington DC
www.hackingteam.com

email: w.furlan@hackingteam.com

mobile: + 39 366 9237125
phone: +39 02 29060603

Re: kailax unlocker

Email-ID 69491
Date 2015-01-23 11:11:18 UTC
From a.mazzeo@hackingteam.com

To w.furlan@hackingteam.com, ornella-dev@hackingteam.com



o Email Body

e Raw Email
io uso KON-BOOT che permette di loggarsi senza conoscere la password utente..
costa tipo 20 dollari la licenza e supporta sistemi 32/64bit fino a win 8.1

antonio

On 23/01/2015 11:25, Walter Furlan wrote:

Ciao ciao,

Avete mai sentito parlare del kailax unlocker ? Il cliente svizzero ne ha uno che ha
acquistato da un distributore tedesco chiamato qualcosa tipo “2beeuropa”.
L'’aggeggio permette di accedere a sistemi windows accesi ma con |'utente non
loggato sfruttando una vulnerabilita del bus USB analoga a quella che abbiamo
implementato sul TNI per il firewire. Il prodotto permette anche di eseguire
applicazioni salvate su una chiavetta usb fornita con il prodotto senza dover
sbloccare la pw dell’'utente.

L'abbiamo usato per infettare un loro target con un silent installer ed ha funzionato,
I'unlock ha richiesto meno di 1 minuto

Walter Furlan

Field Application Engineer

HackingTeam
Milan Singapore Washington DC

www.hackingteam.com
email: w.furlan@hackingteam.com

mobile: + 39 366 9237125
phone: +39 02 29060603

-- Antonio Mazzeo Senior Security Engineer Hacking Team Milan Singapore


https://wikileaks.org/hackingteam/emails/emailid/69491#email_body
https://wikileaks.org/hackingteam/emails/emailid/69491#email_raw

Washington DC www.hackingteam.com email: a.mazzeo@hackingteam.com mobile:
+39 3311863741 phone: +39 0229060603

Re: kailax unlocker

Email-ID 469897

Date 2015-01-23 11:11:18 UTC
From a.mazzeo@hackingteam.com
To walter, ornella-dev

o Email Body

¢ Raw Email
io uso KON-BOOT che permette di loggarsi senza conoscere la password utente..
costa tipo 20 dollari la licenza e supporta sistemi 32/64bit fino a win 8.1

antonio

On 23/01/2015 11:25, Walter Furlan wrote:

Ciao ciao,

Avete mai sentito parlare del kailax unlocker ? Il cliente svizzero ne ha uno che ha
acquistato da un distributore tedesco chiamato qualcosa tipo “2beeuropa”.
L’aggeggio permette di accedere a sistemi windows accesi ma con |‘'utente non
loggato sfruttando una vulnerabilita del bus USB analoga a quella che abbiamo
implementato sul TNI per il firewire. Il prodotto permette anche di eseguire
applicazioni salvate su una chiavetta usb fornita con il prodotto senza dover
sbloccare la pw dell’'utente.

L'abbiamo usato per infettare un loro target con un silent installer ed ha funzionato,
I'unlock ha richiesto meno di 1 minuto


https://wikileaks.org/hackingteam/emails/emailid/469897#email_body
https://wikileaks.org/hackingteam/emails/emailid/469897#email_raw

Walter Furlan

Field Application Engineer

HackingTeam
Milan Singapore Washington DC

www.hackingteam.com

email: w.furlan@hackingteam.com
mobile: + 39 366 9237125
phone: +39 02 29060603

-- Antonio Mazzeo Senior Security Engineer Hacking Team Milan Singapore
Washington DC www.hackingteam.com email: a.mazzeo@hackingteam.com mobile:
+39 3311863741 phone: +39 0229060603

Re: kailax unlocker

Email- 68110

ID

Date 2015-01-23 11:18:23 UTC

From i.speziale@hackingteam.com

To m.valleri@hackingteam.com, w.furlan@hackingteam.com, ornella-

dev@hackingteam.com

o Email Body

e Raw Email
On 01/23/2015 12:09 PM, Marco Valleri wrote: > Proviamo a ordinarne una per
vedere se fa veramente quello che dichiara. > > Facendo una ricerca veloce su


https://wikileaks.org/hackingteam/emails/emailid/68110#email_body
https://wikileaks.org/hackingteam/emails/emailid/68110#email_raw

internet e guardando il sito sembra quasi un > fake, pero’ non si sa mai... La cosa
piu' simile che mi viene in mente e' questa: http://j00ru.vexillium.org/?p=1272 Ivan
-- Ivan Speziale Senior Software Developer Hacking Team Milan Singapore
Washington DC www.hackingteam.com email: i.speziale@hackingteam.com mobile:
+39 3669003900

Ordine chiavetta

Email-ID 83905

Date 2015-01-23 11:28:27 UTC
From m.valleri@hackingteam.com
To a.capaldo@hackingteam.com, m.romeo@hackingteam.com

o Email Body

e Raw Email
Ci serve una unita’ del prodotto Kailax Unlocker.

Questo il sito
http://kailax.pl/contact

Non ci sono scritti i prezzi, che vanno chiesti.

Marco Valleri
CTO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: m.valleri@hackingteam.com
mobile: +39 3488261691
phone: +39 0229060603


https://wikileaks.org/hackingteam/emails/emailid/83905#email_body
https://wikileaks.org/hackingteam/emails/emailid/83905#email_raw

Request of information - Kailax
Unlocker

Email-ID 187067

Date 2015-01-23 11:35:58 UTC

From a.capaldo@hackingteam.com

To info@kailax.p, a.capaldo@hackingteam.com

o Email Body

e Raw Email
Good Morning,

We would need to order n° 1 Kailax Unlocker.
Could you tell me what is the cost and how to place an order?

Thanks a lot.

Kind regards,

Antonella Capaldo

Administrative Support

Hacking Team
Milan Singapore Washington DC

www.hackingteam.com

email: a.capaldo@hackingteam.com

mobile: +39 3667216471
phone: +39 0229060603


https://wikileaks.org/hackingteam/emails/emailid/187067#email_body
https://wikileaks.org/hackingteam/emails/emailid/187067#email_raw

R: kailax unlocker

Email- 65087

ID

Date 2015-01-23 11:49:36 UTC

From w.furlan@hackingteam.com

To i.speziale@hackingteam.com, m.valleri@hackingteam.com, ornella-

dev@hackingteam.com

Attached Files

# Filename Size
33432 20150123 113330.jpg 1.8MiB
33433 20150123 113821.ipg 1.8MiB

o Email Body

e Raw Email
Qui le foto dell'aggeggio incriminato ed i dettagli del rivenditore da cui lo hanno
acquistato. Loro lo hanno comprato per 600 euro, I'ho provato personalmente su un
target windows 8.1 W ----- Messaggio originale----- Da: Ivan Speziale
[mailto:i.speziale@hackingteam.com] Inviato: venerdi 23 gennaio 2015 12:18 A:
Marco Valleri; 'Walter Furlan'; 'ornella-dev' Oggetto: Re: kailax unlocker On
01/23/2015 12:09 PM, Marco Valleri wrote: > Proviamo a ordinarne una per vedere
se fa veramente quello che dichiara. > > Facendo una ricerca veloce su internet e
guardando il sito sembra > quasi un fake, pero’ non si sa mai... La cosa piu' simile
che mi viene in mente e' questa: http://jO0ru.vexillium.org/?p=1272 Ivan -- Ivan
Speziale Senior Software Developer Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: i.speziale@hackingteam.com mobile: +39
3669003900



https://wikileaks.org/hackingteam/emails/fileid/65087/33432
https://wikileaks.org/hackingteam/emails/fileid/65087/33433
https://wikileaks.org/hackingteam/emails/emailid/65087#email_body
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R: kailax unlocker

Email- 69040

ID

Date 2015-01-23 12:24:49 UTC

From w.furlan@hackingteam.com

To m.valleri@hackingteam.com, i.speziale@hackingteam.com, ornella-

dev@hackingteam.com

o Email Body

e Raw Email
No €& stato inserito dopo il boot prima di accedere al sistema usando le credenziali
dell'utente ----- Messaggio originale----- Da: Marco Valleri
[mailto:m.valleri@hackingteam.com] Inviato: venerdi 23 gennaio 2015 13:08 A:
Walter Furlan; Ivan Speziale; ornella-dev Oggetto: R: kailax unlocker Ma il
dispositivo era inserito al boot? -- Marco Valleri CTO Sent from my mobile. -----
Messaggio originale ----- Da: Walter Furlan Inviato: Friday, January 23, 2015 12:49
PM A: Ivan Speziale; Marco Valleri; ornella-dev Oggetto: R: kailax unlocker Qui le
foto dell'aggeggio incriminato ed i dettagli del rivenditore da cui lo hanno acquistato.
Loro lo hanno comprato per 600 euro, I'ho provato personalmente su un target
windows 8.1 W ----- Messaggio originale----- Da: Ivan Speziale
[mailto:i.speziale@hackingteam.com] Inviato: venerdi 23 gennaio 2015 12:18 A:
Marco Valleri; 'Walter Furlan'; 'ornella-dev' Oggetto: Re: kailax unlocker On
01/23/2015 12:09 PM, Marco Valleri wrote: > Proviamo a ordinarne una per vedere
se fa veramente quello che dichiara. > > Facendo una ricerca veloce su internet e
guardando il sito sembra > quasi un fake, pero’ non si sa mai... La cosa piu' simile
che mi viene in mente e' questa: http://jO0ru.vexillium.org/?p=1272 Ivan -- Ivan
Speziale Senior Software Developer Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: i.speziale@hackingteam.com mobile: +39
3669003900

RE: kailax unlocker

Email- 66517
ID


https://wikileaks.org/hackingteam/emails/emailid/69040#email_body
https://wikileaks.org/hackingteam/emails/emailid/69040#email_raw

Date 2015-01-23 12:26:17 UTC

From m.valleri@hackingteam.com

To w.furlan@hackingteam.com, i.speziale@hackingteam.com, ornella-
dev@hackingteam.com

o Email Body

e Raw Email
Ok, grazie del chiarimento. Avevo gia' dato indicazioni ad Antonella di ordinarne un
esemplare per vedere cosa realmente €' in grado di fare ----- Original Message-----
From: Walter Furlan [mailto:w.furlan@hackingteam.com] Sent: venerdi 23 gennaio
2015 12:50 To: 'Ivan Speziale'; 'Marco Valleri'; 'ornella-dev' Subject: R: kailax
unlocker Qui le foto dell'aggeggio incriminato ed i dettagli del rivenditore da cui lo
hanno acquistato. Loro lo hanno comprato per 600 euro, I'ho provato personalmente
su un target windows 8.1 W ----- Messaggio originale----- Da: Ivan Speziale
[mailto:i.speziale@hackingteam.com] Inviato: venerdi 23 gennaio 2015 12:18 A:
Marco Valleri; 'Walter Furlan'; 'ornella-dev' Oggetto: Re: kailax unlocker On
01/23/2015 12:09 PM, Marco Valleri wrote: > Proviamo a ordinarne una per vedere
se fa veramente quello che dichiara. > > Facendo una ricerca veloce su internet e
guardando il sito sembra > quasi un fake, pero' non si sa mai... La cosa piu' simile
che mi viene in mente e' questa: http://j00ru.vexillium.org/?p=1272 Ivan -- Ivan
Speziale Senior Software Developer Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: i.speziale@hackingteam.com mobile: +39
3669003900

Re: kailax unlocker

Email- 66887
ID

Date 2015-01-23 12:34:29 UTC
From f.busatto@hackingteam.com

To m.valleri@hackingteam.com, w.furlan@hackingteam.com,
i.speziale@hackingteam.com, ornella-dev@hackingteam.com


https://wikileaks.org/hackingteam/emails/emailid/66517#email_body
https://wikileaks.org/hackingteam/emails/emailid/66517#email_raw

o Email Body

e Raw Email
Il sito sembra avere problemi, sto aiutando io Anto a trovare il canale migliore per
procurarcene uno, eventualmente usiamo il contatto che ci ha passato Walter. Ciao -
fabio On 23/01/2015 13:26, Marco Valleri wrote: > Ok, grazie del chiarimento.
Avevo gia' dato indicazioni ad Antonella di > ordinarne un esemplare per vedere cosa
realmente €' in grado di fare > > ----- Original Message----- > From: Walter Furlan
[mailto:w.furlan@hackingteam.com] > Sent: venerdi 23 gennaio 2015 12:50 > To:
'Ivan Speziale'; 'Marco Valleri'; 'ornella-dev' > Subject: R: kailax unlocker > > Qui le
foto dell'aggeggio incriminato ed i dettagli del rivenditore da cui > lo hanno
acquistato. > > Loro lo hanno comprato per 600 euro, I'ho provato personalmente su
un target > windows 8.1 > > > W > > ----- Messaggio originale----- > Da: Ivan
Speziale [mailto:i.speziale@hackingteam.com] > Inviato: venerdi 23 gennaio 2015
12:18 > A: Marco Valleri; 'Walter Furlan'; 'ornella-dev' > Oggetto: Re: kailax
unlocker > > On 01/23/2015 12:09 PM, Marco Valleri wrote: >> Proviamo a
ordinarne una per vedere se fa veramente quello che dichiara. >> >> Facendo una
ricerca veloce su internet e guardando il sito sembra >> quasi un fake, pero' non si
sa mai... > > La cosa piu' simile che mi viene in mente e' questa: > >
http://jO0ru.vexillium.org/?p=1272 > > Ivan > > > -- > Ivan Speziale > Senior
Software Developer > > Hacking Team > Milan Singapore Washington DC >
www.hackingteam.com > > email: i.speziale@hackingteam.com > mobile: +39
3669003900

Re: kailax unlocker

Email-ID 998957

Date 2015-01-23 12:34:29 UTC
From f.busatto@hackingteam.com
To marco, walter, ivan, ornella-dev

o Email Body

¢ Raw Email
Il sito sembra avere problemi, sto aiutando io Anto a trovare il canale migliore per
procurarcene uno, eventualmente usiamo il contatto che ci ha passato Walter. Ciao -
fabio On 23/01/2015 13:26, Marco Valleri wrote: > Ok, grazie del chiarimento.
Avevo gia' dato indicazioni ad Antonella di > ordinarne un esemplare per vedere cosa
realmente €' in grado di fare > > ----- Original Message----- > From: Walter Furlan
[mailto:w.furlan@hackingteam.com] > Sent: venerdi 23 gennaio 2015 12:50 > To:
'Ivan Speziale'; 'Marco Valleri'; 'ornella-dev' > Subject: R: kailax unlocker > > Qui le
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foto dell'aggeggio incriminato ed i dettagli del rivenditore da cui > lo hanno
acquistato. > > Loro lo hanno comprato per 600 euro, I'ho provato personalmente su
un target > windows 8.1 > > > W > > ----- Messaggio originale----- > Da: Ivan
Speziale [mailto:i.speziale@hackingteam.com] > Inviato: venerdi 23 gennaio 2015
12:18 > A: Marco Valleri; 'Walter Furlan'; 'ornella-dev' > Oggetto: Re: kailax
unlocker > > On 01/23/2015 12:09 PM, Marco Valleri wrote: >> Proviamo a
ordinarne una per vedere se fa veramente quello che dichiara. >> >> Facendo una
ricerca veloce su internet e guardando il sito sembra >> quasi un fake, pero' non si
sa mai... > > La cosa piu' simile che mi viene in mente e' questa: > >
http://j00ru.vexillium.org/?p=1272 > > Ivan > > > -- > Ivan Speziale > Senior
Software Developer > > Hacking Team > Milan Singapore Washington DC >
www.hackingteam.com > > email: i.speziale@hackingteam.com > mobile: +39
3669003900

R: Re: kailax unlocker

Email- 68709
ID

Date 2015-01-23 12:36:29 UTC
From m.valleri@hackingteam.com

To f.busatto@hackingteam.com, w.furlan@hackingteam.com,
i.speziale@hackingteam.com, ornella-dev@hackingteam.com

o Email Body

¢ Raw Email
Ho girato ad Antonella anche le info del rivenditore -- Marco Valleri CTO Sent from
my mobile. ----- Messaggio originale ----- Da: Fabio Busatto Inviato: Friday, January
23, 2015 01:34 PM A: Marco Valleri; Walter Furlan; Ivan Speziale; ornella-dev
Oggetto: Re: kailax unlocker Il sito sembra avere problemi, sto aiutando io Anto a
trovare il canale migliore per procurarcene uno, eventualmente usiamo il contatto
che ci ha passato Walter. Ciao -fabio On 23/01/2015 13:26, Marco Valleri wrote: >
Ok, grazie del chiarimento. Avevo gia' dato indicazioni ad Antonella di > ordinarne un
esemplare per vedere cosa realmente €' in grado di fare > > ----- Original Message---
-- > From: Walter Furlan [mailto:w.furlan@hackingteam.com] > Sent: venerdi 23
gennaio 2015 12:50 > To: 'Ivan Speziale'; 'Marco Valleri'; 'ornella-dev' > Subject: R:
kailax unlocker > > Qui le foto dell'aggeggio incriminato ed i dettagli del rivenditore
da cui > lo hanno acquistato. > > Loro lo hanno comprato per 600 euro, I'ho provato
personalmente su un target > windows 8.1 > > > W > > ----- Messaggio originale---
-- > Da: Ivan Speziale [mailto:i.speziale@hackingteam.com] > Inviato: venerdi 23
gennaio 2015 12:18 > A: Marco Valleri; 'Walter Furlan'; 'ornella-dev' > Oggetto: Re:
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kailax unlocker > > On 01/23/2015 12:09 PM, Marco Valleri wrote: >> Proviamo a
ordinarne una per vedere se fa veramente quello che dichiara. >> >> Facendo una
ricerca veloce su internet e guardando il sito sembra >> quasi un fake, pero' non si
sa mai... > > La cosa piu' simile che mi viene in mente e' questa: > >
http://j00ru.vexillium.org/?p=1272 > > Ivan > > > -- > Ivan Speziale > Senior
Software Developer > > Hacking Team > Milan Singapore Washington DC >
www.hackingteam.com > > email: i.speziale@hackingteam.com > mobile: +39
3669003900

Request of information

Email-ID 187438

Date 2015-01-23 12:41:59 UTC
From a.capaldo@hackingteam.com
To info@2beuropa.de

o Email Body

¢ Raw Email
Good Morning,

We would need to order n° 1 Kailax Unlocker.

Could you tell me what is the cost and how to place an order?

Thanks a lot.

Kind regards,

Antonella Capaldo

Administrative Support

Hacking Team
Milan Singapore Washington DC
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www.hackingteam.com

email: a.capaldo@hackingteam.com

mobile:+39 3667216471
phone: +39 0229060603

I: Request of information - Kailax
Unlocker

Email-ID 189369

Date 2015-01-23 12:46:43 UTC
From a.capaldo@hackingteam.com
To info@kailax.pl

o Email Body

e Raw Email
Good Morning,

We would need to order n° 1 Kailax Unlocker.
Could you tell me what is the cost and how to place an order?
Thanks a lot.

Kind regards,

Antonella Capaldo

Administrative Support

Hacking Team
Milan Singapore Washington DC

www.hackingteam.com
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email: a.capaldo@hackingteam.com

mobile:+39 3667216471
phone: +39 0229060603

[undeliverable] I: Request of
information - Kailax Unlocker

Email-ID 207792

Date 2015-01-23 12:46:43 UTC
From mailer-daemon@home.pl

To a.capaldo@hackingteam.com

Attached Files

# Filename
91937 part-000

o Email Body

e Raw Email

Size

1B

This is the IdeaMailServer program at host serwer1468722.home.pl. A message that
you sent could not be delivered to one or more of its recipients. This is a permanent
error. The following address(es) failed: : 550 5.7.0 Host 79.96.200.228 is not
allowed to send mail for 'a.capaldo@hackingteam.com' : Reason: mechanism ----
Original Message ---- From: "Antonella Capaldo" To: Subject: I: Request of
information - Kailax Unlocker Date: Fri, 23 Jan 2015 13:46:43 +0100 Message-ID:
<014001d0370a%$a45f6420%$ed1e2c60$@capaldo@hackingteam.com>
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AW: Request of information

Email-ID 207100

Date 2015-01-23 15:13:37 UTC

From rami.zoltak@2beuropa.de

To a.capaldo@hackingteam.com, info@2beuropa.de

o Email Body

¢ Raw Email
Dear Antonella,

Since we are working only with governmental offices, we are unfortunately unable to
assist.

Mit freundlichen GriBen / Best regards

Rami Zoltak

2beuropa

Mittenwalder Str. 24
10961 Berlin

Tel: +49 30 68914906
Mobil: +49 178 4724008
Fax: +49 30 65775969

www.2beuropa.de

Von: Antonella Capaldo [mailto:a.capaldo@hackingteam.com]
Gesendet: Freitag, 23. Januar 2015 13:42

An: 2bEuropa-Info

Betreff: Request of information
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Good Morning,

We would need to order n° 1 Kailax Unlocker.
Could you tell me what is the cost and how to place an order?
Thanks a lot.

Kind regards,

Antonella Capaldo

Administrative Support

Hacking Team
Milan Singapore Washington DC

www.hackingteam.com
email: a.capaldo@hackingteam.com

mobile:+39 3667216471
phone: +39 0229060603

I: Request of information

Email-ID 92523

Date 2015-01-23 15:20:30 UTC
From a.capaldo@hackingteam.com
To m.valleri@hackingteam.com, m.romeo@hackingteam.com

o Email Body

e Raw Email
FYI
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Da: Rami Zoltak [mailto:rami.zoltak@2beuropa.de]
Inviato: venerdi 23 gennaio 2015 16:14

A: Antonella Capaldo

Cc: 2bEuropa-Info

Oggetto: AW: Request of information

Dear Antonella,

Since we are working only with governmental offices, we are unfortunately unable to
assist.

Mit freundlichen GriBen / Best regards

Rami Zoltak

2beuropa

Mittenwalder Str. 24
10961 Berlin

Tel: +49 30 68914906
Mobil: +49 178 4724008
Fax: +49 30 65775969

www.2beuropa.de

Von: Antonella Capaldo [mailto:a.capaldo@hackingteam.com]
Gesendet: Freitag, 23. Januar 2015 13:42

An: 2bEuropa-Info

Betreff: Request of information

Good Morning,
We would need to order n° 1 Kailax Unlocker.
Could you tell me what is the cost and how to place an order?

Thanks a lot.

Kind regards,



Antonella Capaldo

Administrative Support

Hacking Team
Milan Singapore Washington DC

www.hackingteam.com
email: a.capaldo@hackingteam.com

mobile:+39 3667216471
phone: +39 0229060603

Kailax

Email- 157684
ID

Date 2015-01-26 09:35:12 UTC
From m.valleri@hackingteam.com

To d.vincenzetti@hackingteam.com, g.russo@hackingteam.com,
d.milan@hackingteam.com, f.busatto@hackingteam.com,
m.bettini@hackingteam.com

o Email Body

¢ Raw Email
Walter ci ha segnalato un dispositivo USB che permetterebbe di fare miracoli su di un
PC lockato.

Siamo abbastanza scettici riguardo all’effettivo funzionamento, cio’ non di meno
abbiamo proceduto con l'ordinarla per poter effettivamente studiarne il
comportamento.

Purtroppo il rivenditore non tratta con privati ma solo con LEA, per cui dovremmo
chiedere a qualcuno dei nostri clienti di farcela avere.

Qual e’ I'iter consigliato in questo caso?
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Il sito del produttore e’ http://kailax.pl/index ed il prezzo si aggira sui 600 euro.

Marco Valleri
CTO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: m.valleri@hackingteam.com

mobile: +39 3488261691
phone: +39 0229060603

Re: Kailax

Email-ID 49621

Date 2015-01-26 09:36:41 UTC

From g.russo@hackingteam.com

To marco, david, daniele, fabio, marco

o Email Body

¢ Raw Email
€ possibile avere un contatto per parlarci?

On 1/26/2015 10:35 AM, Marco Valleri wrote:

Walter ci ha segnalato un dispositivo USB che permetterebbe di fare miracoli su di un
PC lockato.

Siamo abbastanza scettici riguardo all’effettivo funzionamento, cio’ non di meno
abbiamo proceduto con l'ordinarla per poter effettivamente studiarne il
comportamento.

Purtroppo il rivenditore non tratta con privati ma solo con LEA, per cui dovremmo
chiedere a qualcuno dei nostri clienti di farcela avere.
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Qual e’ I'iter consigliato in questo caso?

Il sito del produttore e’ http://kailax.pl/index ed il prezzo si aggira sui 600 euro.

Marco Valleri
CTO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: m.valleri@hackingteam.com

mobile: +39 3488261691
phone: +39 0229060603

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

Re: Kailax

Email- 154562
ID

Date 2015-01-26 09:36:41 UTC
From g.russo@hackingteam.com

To m.valleri@hackingteam.com, d.vincenzetti@hackingteam.com,
d.milan@hackingteam.com, f.busatto@hackingteam.com,
m.bettini@hackingteam.com

o Email Body

¢ Raw Email
€ possibile avere un contatto per parlarci?
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On 1/26/2015 10:35 AM, Marco Valleri wrote:

Walter ci ha segnalato un dispositivo USB che permetterebbe di fare miracoli su di un
PC lockato.

Siamo abbastanza scettici riguardo all’effettivo funzionamento, cio’ non di meno
abbiamo proceduto con l‘ordinarla per poter effettivamente studiarne il
comportamento.

Purtroppo il rivenditore non tratta con privati ma solo con LEA, per cui dovremmo
chiedere a qualcuno dei nostri clienti di farcela avere.

Qual e’ l'iter consigliato in questo caso?

Il sito del produttore e’ http://kailax.pl/index ed il prezzo si aggira sui 600 euro.

Marco Valleri
CTO

Hacking Team

Milan Singapore Washington DC
www.hackingteam.com

email: m.valleri@hackingteam.com

mobile: +39 3488261691
phone: +39 0229060603

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

RE: Kailax

Email- 139604
ID

Date 2015-01-26 09:41:45 UTC

From m.valleri@hackingteam.com



To g.russo@hackingteam.com, d.vincenzetti@hackingteam.com,
d.milan@hackingteam.com, f.busatto@hackingteam.com,
m.bettini@hackingteam.com, a.capaldo@hackingteam.com

o Email Body

¢ Raw Email
Metto in copia Antonella dato che e’ lei che ha preso contatto con il rivenditore che e’
http://www.2beuropa.de/

From: Giancarlo Russo [mailto:g.russo@hackingteam.com]

Sent: lunedi 26 gennaio 2015 10:37

To: Marco Valleri; David Vincenzetti; Daniele Milan; Fabio Busatto; m.bettini
Subject: Re: Kailax

€ possibile avere un contatto per parlarci?

On 1/26/2015 10:35 AM, Marco Valleri wrote:

Walter ci ha segnalato un dispositivo USB che permetterebbe di fare miracoli su di un
PC lockato.

Siamo abbastanza scettici riguardo all’effettivo funzionamento, cio’ non di meno
abbiamo proceduto con l‘ordinarla per poter effettivamente studiarne il
comportamento.

Purtroppo il rivenditore non tratta con privati ma solo con LEA, per cui dovremmo
chiedere a qualcuno dei nostri clienti di farcela avere.

Qual e’ I'iter consigliato in questo caso?

Il sito del produttore e’ http://kailax.pl/index ed il prezzo si aggira sui 600 euro.

Marco Valleri
CTO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: m.valleri@hackingteam.com
mobile: +39 3488261691
phone: +39 0229060603


https://wikileaks.org/hackingteam/emails/emailid/139604#email_body
https://wikileaks.org/hackingteam/emails/emailid/139604#email_raw

-- Giancarlo RussoCOO Hacking TeamMilan Singapore Washington
DCwww.hackingteam.com email: g.russo@hackingteam.commobile: +39
3288139385phone: +39 02 29060603

R: Kailax

Email- 62944
ID

Date 2015-01-26 09:54:39 UTC
From a.capaldo@hackingteam.com

To m.valleri@hackingteam.com, g.russo@hackingteam.com,
d.vincenzetti@hackingteam.com, d.milan@hackingteam.com,
f.busatto@hackingteam.com, m.bettini@hackingteam.com

o Email Body

e Raw Email
Ciao,

di sequito i dettagli del contatto:

Rami Zoltak

2beuropa

Mittenwalder Str. 24
10961 Berlin

Tel: +49 30 68914906
Mobil: +49 178 4724008
Fax: +49 30 65775969

www.2beuropa.de
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Antonella Capaldo

Administrative Support

Hacking Team
Milan Singapore Washington DC

www.hackingteam.com

email: a.capaldo@hackingteam.com

mobile:+39 3667216471
phone: +39 0229060603

Da: Marco Valleri [mailto:m.valleri@hackingteam.com]

Inviato: lunedi 26 gennaio 2015 10:42

A: 'Giancarlo Russo'; 'David Vincenzetti'; 'Daniele Milan'; 'Fabio Busatto'; 'm.bettini'
Cc: Antonella Capaldo

Oggetto: RE: Kailax

Metto in copia Antonella dato che e’ lei che ha preso contatto con il rivenditore che e’
http://www.2beuropa.de/

From: Giancarlo Russo [mailto:g.russo@hackingteam.com]

Sent: lunedi 26 gennaio 2015 10:37

To: Marco Valleri; David Vincenzetti; Daniele Milan; Fabio Busatto; m.bettini
Subject: Re: Kailax

e possibile avere un contatto per parlarci?
On 1/26/2015 10:35 AM, Marco Valleri wrote:

Walter ci ha segnalato un dispositivo USB che permetterebbe di fare miracoli su di un
PC lockato.

Siamo abbastanza scettici riguardo all’effettivo funzionamento, cio’ non di meno
abbiamo proceduto con l'ordinarla per poter effettivamente studiarne il
comportamento.

Purtroppo il rivenditore non tratta con privati ma solo con LEA, per cui dovremmo
chiedere a qualcuno dei nostri clienti di farcela avere.

Qual e’ Iiter consigliato in questo caso?

Il sito del produttore e’ http://kailax.pl/index ed il prezzo si aggira sui 600 euro.



Marco Valleri
CTO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: m.valleri@hackingteam.com
mobile: +39 3488261691
phone: +39 0229060603

-- Giancarlo RussoCOO Hacking TeamMilan Singapore Washington
DCwww.hackingteam.com email: g.russo@hackingteam.commobile: +39
3288139385phone: +39 02 29060603

I: Request of information

Email-ID 189572

Date 2015-01-26 10:36:34 UTC
From a.capaldo@hackingteam.com
To g.russo@hackingteam.com

o Email Body

¢ Raw Email
Ciao Giancarlo,

ecco la mail.

Ciao
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Da: Rami Zoltak [mailto:rami.zoltak@2beuropa.de]
Inviato: venerdi 23 gennaio 2015 16:14

A: Antonella Capaldo

Cc: 2bEuropa-Info

Oggetto: AW: Request of information

Dear Antonella,

Since we are working only with governmental offices, we are unfortunately unable to
assist.

Mit freundlichen GriBen / Best regards

Rami Zoltak

2beuropa

Mittenwalder Str. 24
10961 Berlin

Tel: +49 30 68914906
Mobil: +49 178 4724008
Fax: +49 30 65775969

www.2beuropa.de

Von: Antonella Capaldo [mailto:a.capaldo@hackingteam.com]
Gesendet: Freitag, 23. Januar 2015 13:42

An: 2bEuropa-Info

Betreff: Request of information

Good Morning,
We would need to order n° 1 Kailax Unlocker.
Could you tell me what is the cost and how to place an order?

Thanks a lot.

Kind regards,



Antonella Capaldo

Administrative Support

Hacking Team
Milan Singapore Washington DC

www.hackingteam.com
email: a.capaldo@hackingteam.com

mobile:+39 3667216471
phone: +39 0229060603

Fwd: I:. Request of information

Email-ID 46837

Date 2015-01-26 10:43:58 UTC
From g.russo@hackingteam.com
To rami.zoltak@2beuropa.de, antonella

o Email Body

¢ Raw Email
Dear Rami,

I am Giancarlo Russo, COO at HackingTeam.

I would like to inform you that our interest in your product is for a LEA client of ours.
As you might be aware of, HackingTeam develops and produces a solution
exclusively dedicated to Intelligence/LEA and in this case the request to evaluate
your product is coming from one of our clients.

I am sure you can understand that at this stage we are not in the position to disclose
its name, however we are willing to enter into a confidentiality agreement signing a
declaration to confirm you that the product is going to be used exclusively for a
technical evaluation and will not be used on third parties devices if not our own and
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our client testing devices.

I hope this might help in assisting our client request, I remain available for further
clarification,

Best regards,

Giancarlo Russo

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

-------- Forwarded Message -------- Subject: I: Request of information Date: Mon, 26
Jan 2015 11:36:34 +0100 From: Antonella Capaldo <a.capaldo@hackingteam.com>

To: 'Giancarlo Russo' <g.russo@hackingteam.com>

Ciao Giancarlo,

ecco la mail.

Ciao

Da: Rami Zoltak [mailto:rami.zoltak@2beuropa.de]
Inviato: venerdi 23 gennaio 2015 16:14

A: Antonella Capaldo

Cc: 2bEuropa-Info

Oggetto: AW: Request of information

Dear Antonella,

Since we are working only with governmental offices, we are unfortunately unable to
assist.

Mit freundlichen GriBen / Best regards

Rami Zoltak

2beuropa

Mittenwalder Str. 24
10961 Berlin



Tel: +49 30 68914906
Mobil: +49 178 4724008
Fax: +49 30 65775969

www.2beuropa.de

Von: Antonella Capaldo [mailto:a.capaldo@hackingteam.com]
Gesendet: Freitag, 23. Januar 2015 13:42

An: 2bEuropa-Info

Betreff: Request of information

Good Morning,

We would need to order n° 1 Kailax Unlocker.
Could you tell me what is the cost and how to place an order?

Thanks a lot.

Kind regards,

Antonella Capaldo

Administrative Support

Hacking Team
Milan Singapore Washington DC

www.hackingteam.com

email: a.capaldo@hackingteam.com

mobile: +39 3667216471
phone: +39 0229060603

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

Fwd: I. Request of information



Email-ID 198995

Date 2015-01-26 10:43:58 UTC
From g.russo@hackingteam.com
To rami.zoltak@?2beuropa.de, a.capaldo@hackingteam.com

o Email Body

e Raw Email
Dear Rami,

I am Giancarlo Russo, COO at HackingTeam.

I would like to inform you that our interest in your product is for a LEA client of ours.
As you might be aware of, HackingTeam develops and produces a solution
exclusively dedicated to Intelligence/LEA and in this case the request to evaluate
your product is coming from one of our clients.

I am sure you can understand that at this stage we are not in the position to disclose
its name, however we are willing to enter into a confidentiality agreement signing a
declaration to confirm you that the product is going to be used exclusively for a
technical evaluation and will not be used on third parties devices if not our own and
our client testing devices.

I hope this might help in assisting our client request, I remain available for further
clarification,

Best regards,

Giancarlo Russo

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

-------- Forwarded Message -------- Subject: I: Request of information Date: Mon, 26
Jan 2015 11:36:34 +0100 From: Antonella Capaldo <a.capaldo@hackingteam.com>

To: 'Giancarlo Russo' <g.russo@hackingteam.com>

Ciao Giancarlo,

ecco la mail.

Ciao


https://wikileaks.org/hackingteam/emails/emailid/198995#email_body
https://wikileaks.org/hackingteam/emails/emailid/198995#email_raw

Da: Rami Zoltak [mailto:rami.zoltak@2beuropa.de]
Inviato: venerdi 23 gennaio 2015 16:14

A: Antonella Capaldo

Cc: 2bEuropa-Info

Oggetto: AW: Request of information

Dear Antonella,

Since we are working only with governmental offices, we are unfortunately unable to
assist.

Mit freundlichen GriBen / Best regards

Rami Zoltak

2beuropa

Mittenwalder Str. 24
10961 Berlin

Tel: +49 30 68914906
Mobil: +49 178 4724008
Fax: +49 30 65775969

www.2beuropa.de

Von: Antonella Capaldo [mailto:a.capaldo@hackingteam.com]
Gesendet: Freitag, 23. Januar 2015 13:42

An: 2bEuropa-Info

Betreff: Request of information

Good Morning,

We would need to order n° 1 Kailax Unlocker.

Could you tell me what is the cost and how to place an order?

Thanks a lot.



Kind regards,

Antonella Capaldo

Administrative Support

Hacking Team
Milan Singapore Washington DC

www.hackingteam.com

email: a.capaldo@hackingteam.com

mobile:+39 3667216471
phone: +39 0229060603

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

FW: I: Request of information

Email-ID 62430

Date 2015-01-26 13:12:14 UTC
From max@kailax.com
To g.russo@hackingteam.com, rami.zoltak@2beuropa.de

Attached Files

# Filename Size



31224 image001.jpg 19.6KiB

o Email Body

e Raw Email
Giancarlo Hi!

As was stated by Rami our products are available to official governmental
organizations only.

In each of the countries we are present at, in over 70 countries worldwide, we have
a local distributer. Both the local distributer and us are bound by agreements not to
show, sell or present the product to anyone who is not an official governmental
organization.

I am sure you can understand that we cannot and will not sell show or present a unit
to you.

If your clients are indeed official governmental organization interested in our product
they are welcome to connect our local distributor in their country, if they do not
know who the distributer is, they are more than welcome to contact us and we will
make the connection.

Sorry we cannot help

Best,

Kailax Sales

From: Rami Zoltak [mailto:rami.zoltak@2beuropa.de]
Sent: Monday, January 26, 2015 11:58 AM

To: Sales (sales@kailax.com)

Subject: WG: I: Request of information

Max Hi,

please see below. I would appreciate if you take over from here

best

Rami
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Von: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Gesendet: Montag, 26. Januar 2015 11:44

An: Rami Zoltak

Cc: Antonella Capaldo

Betreff: Fwd: I: Request of information

Dear Rami,
I am Giancarlo Russo, COO at HackingTeam.

I would like to inform you that our interest in your product is for a LEA client of ours.
As you might be aware of, HackingTeam develops and produces a solution
exclusively dedicated to Intelligence/LEA and in this case the request to evaluate
your product is coming from one of our clients.

I am sure you can understand that at this stage we are not in the position to disclose
its name, however we are willing to enter into a confidentiality agreement signing a
declaration to confirm you that the product is going to be used exclusively for a
technical evaluation and will not be used on third parties devices if not our own and
our client testing devices.

I hope this might help in assisting our client request, I remain available for further
clarification,

Best regards,

Giancarlo Russo

-- Giancarlo RussoCOO Hacking TeamMilan Singapore Washington
DCwww.hackingteam.com email: g.russo@hackingteam.commobile: +39
3288139385phone: +39 02 29060603

———————— Forwarded Message --------
Subject:

I: Request of information

Date:

Mon, 26 Jan 2015 11:36:34 +0100
From:

Antonella Capaldo <a.capaldo@hackingteam.com>



To:

'Giancarlo Russo' <g.russo@hackingteam.com>

Ciao Giancarlo,

ecco la mail.

Ciao

Da: Rami Zoltak [mailto:rami.zoltak@2beuropa.de]
Inviato: venerdi 23 gennaio 2015 16:14

A: Antonella Capaldo

Cc: 2bEuropa-Info

Oggetto: AW: Request of information

Dear Antonella,

Since we are working only with governmental offices, we are unfortunately unable to
assist.

Mit freundlichen GriBen / Best regards

Rami Zoltak

2beuropa

Mittenwalder Str. 24
10961 Berlin

Tel: +49 30 68914906
Mobil: +49 178 4724008
Fax: +49 30 65775969

www.2beuropa.de

Von: Antonella Capaldo [mailto:a.capaldo@hackingteam.com]
Gesendet: Freitag, 23. Januar 2015 13:42



An: 2bEuropa-Info
Betreff: Request of information

Good Morning,

We would need to order n° 1 Kailax Unlocker.
Could you tell me what is the cost and how to place an order?
Thanks a lot.

Kind regards,

Antonella Capaldo

Administrative Support

Hacking Team
Milan Singapore Washington DC

www.hackingteam.com

email: a.capaldo@hackingteam.com

mobile:+39 3667216471
phone: +39 0229060603

-- Giancarlo RussoCOO Hacking TeamMilan Singapore Washington
DCwww.hackingteam.com email: g.russo@hackingteam.commobile: +39
3288139385phone: +39 02 29060603

Re: FW: I: Request of information

Email-ID 47448



Date 2015-01-26 13:27:06 UTC

From g.russo@hackingteam.com

To max, rami

Attached Files

# Filename Size
21759 ATT00001.jpg 24.6KiB

o Email Body

e Raw Email
Thank you Max for your promptly reply.

What if our clients will prepare a letter to you asking for our intermediation in the
evaluation process?

As you know LEA has complex procurement process and it may takes time: based on
other exisisting agreement we have, it will be easy for us to intermediate this
activity. Moreover, it might become a partnership opportunity between our company.

Thanks

On 1/26/2015 2:12 PM, Max wrote:

Giancarlo Hil

As was stated by Rami our products are available to official governmental
organizations only.

In each of the countries we are present at, in over 70 countries worldwide, we have
a local distributer. Both the local distributer and us are bound by agreements not to
show, sell or present the product to anyone who is not an official governmental
organization.

I am sure you can understand that we cannot and will not sell show or present a unit
to you.


https://wikileaks.org/hackingteam/emails/fileid/47448/21759
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If your clients are indeed official governmental organization interested in our product
they are welcome to connect our local distributor in their country, if they do not
know who the distributer is, they are more than welcome to contact us and we will
make the connection.

Sorry we cannot help

Best,

Kailax Sales

From: Rami Zoltak [mailto:rami.zoltak@2beuropa.de]
Sent: Monday, January 26, 2015 11:58 AM

To: Sales (sales@kailax.com)

Subject: WG: I: Request of information

Max Hi,

please see below. I would appreciate if you take over from here

best

Rami

Von: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Gesendet: Montag, 26. Januar 2015 11:44

An: Rami Zoltak

Cc: Antonella Capaldo

Betreff: Fwd: I: Request of information

Dear Rami,
I am Giancarlo Russo, COO at HackingTeam.

I would like to inform you that our interest in your product is for a LEA client of ours.
As you might be aware of, HackingTeam develops and produces a solution
exclusively dedicated to Intelligence/LEA and in this case the request to evaluate
your product is coming from one of our clients.



I am sure you can understand that at this stage we are not in the position to disclose
its name, however we are willing to enter into a confidentiality agreement signing a
declaration to confirm you that the product is going to be used exclusively for a
technical evaluation and will not be used on third parties devices if not our own and
our client testing devices.

I hope this might help in assisting our client request, I remain available for further
clarification,

Best regards,

Giancarlo Russo

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39
3288139385 phone: +39 02 29060603

-------- Forwarded Message --------

Subject:

I: Request of information

Date:

Mon, 26 Jan 2015 11:36:34 +0100

From:

Antonella Capaldo <a.capaldo@hackingteam.com>
To:

'Giancarlo Russo' <g.russo@hackingteam.com>

Ciao Giancarlo,

ecco la mail.

Ciao

Da: Rami Zoltak [mailto:rami.zoltak@2beuropa.de]
Inviato: venerdi 23 gennaio 2015 16:14
A: Antonella Capaldo



Cc: 2bEuropa-Info
Oggetto: AW: Request of information

Dear Antonella,

Since we are working only with governmental offices, we are unfortunately unable to
assist.

Mit freundlichen GriBen / Best regards

Rami Zoltak

2beuropa

Mittenwalder Str. 24
10961 Berlin

Tel: +49 30 68914906
Mobil: +49 178 4724008
Fax: +49 30 65775969

www.2beuropa.de

Von: Antonella Capaldo [mailto:a.capaldo@hackingteam.com]
Gesendet: Freitag, 23. Januar 2015 13:42

An: 2bEuropa-Info

Betreff: Request of information

Good Morning,
We would need to order n° 1 Kailax Unlocker.
Could you tell me what is the cost and how to place an order?

Thanks a lot.

Kind regards,

Antonella Capaldo



Administrative Support

Hacking Team
Milan Singapore Washington DC

www.hackingteam.com
email: a.capaldo@hackingteam.com

mobile:+39 3667216471
phone: +39 0229060603

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39
3288139385 phone: +39 02 29060603

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

RE: FW: I: Request of information

Email-ID 62561
Date 2015-01-26 13:38:35 UTC
From max@kailax.com

To g.russo@hackingteam.com, rami.zoltak@2beuropa.de



Attached Files

# Filename Size
31349 image001.jpg 21.6KiB

o Email Body

e Raw Email
Giancarlo Hi!

I may have been misunderstood.
No letter or any other form of communication will allow us to work with you directly.
We are not looking for partnership.

The only way the LEA you are talking about will get a unit is if they buy direct from
our official distributer.

Even if the buy the unit from our distributer they will not be allowed to pass it on to
anybody else for whatever reason without our consent.

Best,

Kailax Sales

From: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Sent: Monday, January 26, 2015 1:27 PM

To: Max

Cc: Rami zoltak

Subject: Re: FW: I: Request of information

Thank you Max for your promptly reply.

What if our clients will prepare a letter to you asking for our intermediation in the
evaluation process?

As you know LEA has complex procurement process and it may takes time: based on
other exisisting agreement we have, it will be easy for us to intermediate this
activity. Moreover, it might become a partnership opportunity between our company.

Thanks

On 1/26/2015 2:12 PM, Max wrote:

Giancarlo Hil
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As was stated by Rami our products are available to official governmental
organizations only.

In each of the countries we are present at, in over 70 countries worldwide, we have
a local distributer. Both the local distributer and us are bound by agreements not to
show, sell or present the product to anyone who is not an official governmental
organization.

I am sure you can understand that we cannot and will not sell show or present a unit
to you.

If your clients are indeed official governmental organization interested in our product
they are welcome to connect our local distributor in their country, if they do not
know who the distributer is, they are more than welcome to contact us and we will
make the connection.

Sorry we cannot help
Best,

Kailax Sales

From: Rami Zoltak [mailto:rami.zoltak@2beuropa.de]
Sent: Monday, January 26, 2015 11:58 AM

To: Sales (sales@kailax.com)

Subject: WG: I: Request of information

Max Hi,

please see below. I would appreciate if you take over from here

best

Rami

Von: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Gesendet: Montag, 26. Januar 2015 11:44

An: Rami Zoltak

Cc: Antonella Capaldo

Betreff: Fwd: I: Request of information



Dear Rami,
I am Giancarlo Russo, COO at HackingTeam.

I would like to inform you that our interest in your product is for a LEA client of ours.
As you might be aware of, HackingTeam develops and produces a solution
exclusively dedicated to Intelligence/LEA and in this case the request to evaluate
your product is coming from one of our clients.

I am sure you can understand that at this stage we are not in the position to disclose
its name, however we are willing to enter into a confidentiality agreement signing a
declaration to confirm you that the product is going to be used exclusively for a
technical evaluation and will not be used on third parties devices if not our own and
our client testing devices.

I hope this might help in assisting our client request, I remain available for further
clarification,

Best regards,

Giancarlo Russo

-- Giancarlo RussoCOO Hacking TeamMilan Singapore Washington
DCwww.hackingteam.com email: g.russo@hackingteam.commobile: +39
3288139385phone: +39 02 29060603

-------- Forwarded Message --------

Subject:

I: Request of information

Date:

Mon, 26 Jan 2015 11:36:34 +0100

From:

Antonella Capaldo <a.capaldo@hackingteam.com>
To:

'Giancarlo Russo' <g.russo@hackingteam.com>

Ciao Giancarlo,



ecco la mail.

Ciao

Da: Rami Zoltak [mailto:rami.zoltak@2beuropa.de]
Inviato: venerdi 23 gennaio 2015 16:14

A: Antonella Capaldo

Cc: 2bEuropa-Info

Oggetto: AW: Request of information

Dear Antonella,

Since we are working only with governmental offices, we are unfortunately unable to
assist.

Mit freundlichen GriBen / Best regards

Rami Zoltak

2beuropa

Mittenwalder Str. 24
10961 Berlin

Tel: +49 30 68914906
Mobil: +49 178 4724008
Fax: +49 30 65775969

www.2beuropa.de

Von: Antonella Capaldo [mailto:a.capaldo@hackingteam.com]
Gesendet: Freitag, 23. Januar 2015 13:42

An: 2bEuropa-Info

Betreff: Request of information

Good Morning,

We would need to order n® 1 Kailax Unlocker.



Could you tell me what is the cost and how to place an order?

Thanks a lot.

Kind regards,

Antonella Capaldo

Administrative Support

Hacking Team
Milan Singapore Washington DC

www.hackingteam.com

email: a.capaldo@hackingteam.com

mobile:+39 3667216471
phone: +39 0229060603

-- Giancarlo RussoCOO Hacking TeamMilan Singapore Washington
DCwww.hackingteam.com email: g.russo@hackingteam.commobile: +39
3288139385phone: +39 02 29060603

-- Giancarlo RussoCOO Hacking TeamMilan Singapore Washington
DCwww.hackingteam.com email: g.russo@hackingteam.commobile: +39
3288139385phone: +39 02 29060603

Re: FW: I: Request of information

Email-ID 49645



Date 2015-01-26 13:43:42 UTC

From g.russo@hackingteam.com

To max, 'rami
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thank you, May I ask you the relevant contact for italian market to pass to my
clients?

On 1/26/2015 2:38 PM, Max wrote:

Giancarlo Hi!

I may have been misunderstood.

No letter or any other form of communication will allow us to work with you directly.
We are not looking for partnership.

The only way the LEA you are talking about will get a unit is if they buy direct from
our official distributer.

Even if the buy the unit from our distributer they will not be allowed to pass it on to
anybody else for whatever reason without our consent.

Best,

Kailax Sales
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From: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Sent: Monday, January 26, 2015 1:27 PM

To: Max

Cc: Rami zoltak

Subject: Re: FW: I: Request of information

Thank you Max for your promptly reply.

What if our clients will prepare a letter to you asking for our intermediation in the
evaluation process?

As you know LEA has complex procurement process and it may takes time: based on
other exisisting agreement we have, it will be easy for us to intermediate this
activity. Moreover, it might become a partnership opportunity between our company.

Thanks

On 1/26/2015 2:12 PM, Max wrote:
Giancarlo Hi!

As was stated by Rami our products are available to official governmental
organizations only.

In each of the countries we are present at, in over 70 countries worldwide, we have
a local distributer. Both the local distributer and us are bound by agreements not to
show, sell or present the product to anyone who is not an official governmental
organization.

I am sure you can understand that we cannot and will not sell show or present a unit
to you.

If your clients are indeed official governmental organization interested in our product
they are welcome to connect our local distributor in their country, if they do not
know who the distributer is, they are more than welcome to contact us and we will
make the connection.

Sorry we cannot help

Best,

Kailax Sales

From: Rami Zoltak [mailto:rami.zoltak@2beuropa.de]
Sent: Monday, January 26, 2015 11:58 AM

To: Sales (sales@kailax.com)

Subject: WG: I: Request of information



Max Hi,

please see below. I would appreciate if you take over from here

best

Rami

Von: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Gesendet: Montag, 26. Januar 2015 11:44

An: Rami Zoltak

Cc: Antonella Capaldo

Betreff: Fwd: I: Request of information

Dear Rami,
I am Giancarlo Russo, COO at HackingTeam.

I would like to inform you that our interest in your product is for a LEA client of ours.
As you might be aware of, HackingTeam develops and produces a solution
exclusively dedicated to Intelligence/LEA and in this case the request to evaluate
your product is coming from one of our clients.

I am sure you can understand that at this stage we are not in the position to disclose
its name, however we are willing to enter into a confidentiality agreement signing a
declaration to confirm you that the product is going to be used exclusively for a
technical evaluation and will not be used on third parties devices if not our own and
our client testing devices.

I hope this might help in assisting our client request, I remain available for further
clarification,

Best regards,

Giancarlo Russo

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39
3288139385 phone: +39 02 29060603



———————— Forwarded Message --------

Subject:

I: Request of information

Date:

Mon, 26 Jan 2015 11:36:34 +0100

From:

Antonella Capaldo <a.capaldo@hackingteam.com>
To:

'Giancarlo Russo' <g.russo@hackingteam.com>

Ciao Giancarlo,
ecco la mail.

Ciao

Da: Rami Zoltak [mailto:rami.zoltak@2beuropa.de]
Inviato: venerdi 23 gennaio 2015 16:14

A: Antonella Capaldo

Cc: 2bEuropa-Info

Oggetto: AW: Request of information

Dear Antonella,

Since we are working only with governmental offices, we are unfortunately unable to
assist.

Mit freundlichen GriBen / Best regards

Rami Zoltak

2beuropa
Mittenwalder Str. 24



10961 Berlin

Tel: +49 30 68914906
Mobil: +49 178 4724008
Fax: +49 30 65775969

www.2beuropa.de

Von: Antonella Capaldo [mailto:a.capaldo@hackingteam.com]
Gesendet: Freitag, 23. Januar 2015 13:42

An: 2bEuropa-Info

Betreff: Request of information

Good Morning,

We would need to order n° 1 Kailax Unlocker.
Could you tell me what is the cost and how to place an order?

Thanks a lot.

Kind regards,

Antonella Capaldo

Administrative Support

Hacking Team
Milan Singapore Washington DC

www.hackingteam.com

email: a.capaldo@hackingteam.com

mobile: +39 3667216471
phone: +39 0229060603

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39
3288139385 phone: +39 02 29060603



-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39
3288139385 phone: +39 02 29060603

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

Re: FW: I. Request of information

Email-ID 45929

Date 2015-01-26 14:21:26 UTC
From g.russo@hackingteam.com
To max, 'rami

Attached Files
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many thanks for your help, appreciated.

best regards,

Giancarlo
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On 1/26/2015 2:58 PM, Max wrote:

Giancarlo Hil!

Please ask them to contact me at this mail and I will make connection.

Nir Levy (Max)

www.kailax.com

From: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Sent: Monday, January 26, 2015 3:44 PM

To: Max

Cc: 'Rami zoltak'

Subject: Re: FW: I: Request of information

thank you, May I ask you the relevant contact for italian market to pass to my
clients?

On 1/26/2015 2:38 PM, Max wrote:

Giancarlo Hi!

I may have been misunderstood.

No letter or any other form of communication will allow us to work with you directly.
We are not looking for partnership.

The only way the LEA you are talking about will get a unit is if they buy direct from
our official distributer.

Even if the buy the unit from our distributer they will not be allowed to pass it on to
anybody else for whatever reason without our consent.

Best,

Kailax Sales

From: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Sent: Monday, January 26, 2015 1:27 PM

To: Max

Cc: Rami zoltak

Subject: Re: FW: I: Request of information



Thank you Max for your promptly reply.

What if our clients will prepare a letter to you asking for our intermediation in the
evaluation process?

As you know LEA has complex procurement process and it may takes time: based on
other exisisting agreement we have, it will be easy for us to intermediate this
activity. Moreover, it might become a partnership opportunity between our company.

Thanks

On 1/26/2015 2:12 PM, Max wrote:
Giancarlo Hi!

As was stated by Rami our products are available to official governmental
organizations only.

In each of the countries we are present at, in over 70 countries worldwide, we have
a local distributer. Both the local distributer and us are bound by agreements not to
show, sell or present the product to anyone who is not an official governmental
organization.

I am sure you can understand that we cannot and will not sell show or present a unit
to you.

If your clients are indeed official governmental organization interested in our product
they are welcome to connect our local distributor in their country, if they do not
know who the distributer is, they are more than welcome to contact us and we will
make the connection.

Sorry we cannot help

Best,

Kailax Sales

From: Rami Zoltak [mailto:rami.zoltak@2beuropa.de]
Sent: Monday, January 26, 2015 11:58 AM

To: Sales (sales@kailax.com)

Subject: WG: I: Request of information

Max Hi,

please see below. I would appreciate if you take over from here



best

Rami

Von: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Gesendet: Montag, 26. Januar 2015 11:44

An: Rami Zoltak

Cc: Antonella Capaldo

Betreff: Fwd: I: Request of information

Dear Rami,
I am Giancarlo Russo, COO at HackingTeam.

I would like to inform you that our interest in your product is for a LEA client of ours.
As you might be aware of, HackingTeam develops and produces a solution
exclusively dedicated to Intelligence/LEA and in this case the request to evaluate
your product is coming from one of our clients.

I am sure you can understand that at this stage we are not in the position to disclose
its name, however we are willing to enter into a confidentiality agreement signing a
declaration to confirm you that the product is going to be used exclusively for a
technical evaluation and will not be used on third parties devices if not our own and
our client testing devices.

I hope this might help in assisting our client request, I remain available for further
clarification,

Best regards,

Giancarlo Russo

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39
3288139385 phone: +39 02 29060603

———————— Forwarded Message --------

Subject:



I: Request of information

Date:

Mon, 26 Jan 2015 11:36:34 +0100

From:

Antonella Capaldo <a.capaldo@hackingteam.com>
To:

'Giancarlo Russo' <g.russo@hackingteam.com>

Ciao Giancarlo,

ecco la mail.

Ciao

Da: Rami Zoltak [mailto:rami.zoltak@2beuropa.de]
Inviato: venerdi 23 gennaio 2015 16:14

A: Antonella Capaldo

Cc: 2bEuropa-Info

Oggetto: AW: Request of information

Dear Antonella,

Since we are working only with governmental offices, we are unfortunately unable to
assist.

Mit freundlichen GriBen / Best regards

Rami Zoltak

2beuropa
Mittenwalder Str. 24
10961 Berlin

Tel: +49 30 68914906



Mobil: +49 178 4724008
Fax: +49 30 65775969

www.2beuropa.de

Von: Antonella Capaldo [mailto:a.capaldo@hackingteam.com]
Gesendet: Freitag, 23. Januar 2015 13:42

An: 2bEuropa-Info

Betreff: Request of information

Good Morning,

We would need to order n° 1 Kailax Unlocker.
Could you tell me what is the cost and how to place an order?

Thanks a lot.

Kind regards,

Antonella Capaldo

Administrative Support

Hacking Team
Milan Singapore Washington DC

www.hackingteam.com

email: a.capaldo@hackingteam.com

mobile:+39 3667216471
phone: +39 0229060603

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39
3288139385 phone: +39 02 29060603



-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39
3288139385 phone: +39 02 29060603

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39
3288139385 phone: +39 02 29060603

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

Re: Kailax

Email-ID 44677

Date 2015-01-26 14:37:18 UTC

From g.russo@hackingteam.com

To marco, david, daniele, fabio, marco

o Email Body

¢ Raw Email
Ci ho parlato e non hanno neanche intenzione di dirci chi ¢ il loro reseller in Italia
anche a fronte di una dichiarazione da parte dell'end user.

Non vedo alternative che chiedere a un cliente (ROS o Svizzera) se sono disposti loro
a chiederne uno per noi. Potremmo provare la carta Salvo, ma non so se forniscano
lui in qualita di Ausiliario...

Che ne pensate?


https://wikileaks.org/hackingteam/emails/emailid/44677#email_body
https://wikileaks.org/hackingteam/emails/emailid/44677#email_raw

On 1/26/2015 10:35 AM, Marco Valleri wrote:

Walter ci ha segnalato un dispositivo USB che permetterebbe di fare miracoli su di un
PC lockato.

Siamo abbastanza scettici riguardo all’effettivo funzionamento, cio’ non di meno
abbiamo proceduto con l'ordinarla per poter effettivamente studiarne il
comportamento.

Purtroppo il rivenditore non tratta con privati ma solo con LEA, per cui dovremmo
chiedere a qualcuno dei nostri clienti di farcela avere.

Qual e’ I'iter consigliato in questo caso?

Il sito del produttore e’ http://kailax.pl/index ed il prezzo si aggira sui 600 euro.

Marco Valleri
CTO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: m.valleri@hackingteam.com

mobile: +39 3488261691
phone: +39 0229060603

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

Re: Kailax

Email- 134784
ID

Date 2015-01-26 14:37:18 UTC



From g.russo@hackingteam.com

To m.valleri@hackingteam.com, d.vincenzetti@hackingteam.com,
d.milan@hackingteam.com, f.busatto@hackingteam.com,
m.bettini@hackingteam.com

o Email Body

e Raw Email
Ci ho parlato e non hanno neanche intenzione di dirci chi € il loro reseller in Italia
anche a fronte di una dichiarazione da parte dell'end user.

Non vedo alternative che chiedere a un cliente (ROS o Svizzera) se sono disposti loro
a chiederne uno per noi. Potremmo provare la carta Salvo, ma non so se forniscano
lui in qualita di Ausiliario...

Che ne pensate?

On 1/26/2015 10:35 AM, Marco Valleri wrote:

Walter ci ha segnalato un dispositivo USB che permetterebbe di fare miracoli su di un
PC lockato.

Siamo abbastanza scettici riguardo all’effettivo funzionamento, cio’ non di meno
abbiamo proceduto con l‘ordinarla per poter effettivamente studiarne il
comportamento.

Purtroppo il rivenditore non tratta con privati ma solo con LEA, per cui dovremmo
chiedere a qualcuno dei nostri clienti di farcela avere.

Qual e’ I'iter consigliato in questo caso?

Il sito del produttore e’ http://kailax.pl/index ed il prezzo si aggira sui 600 euro.

Marco Valleri
CTO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: m.valleri@hackingteam.com
mobile: +39 3488261691
phone: +39 0229060603


https://wikileaks.org/hackingteam/emails/emailid/134784#email_body
https://wikileaks.org/hackingteam/emails/emailid/134784#email_raw

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

RE: Kailax

Email- 62989
ID

Date 2015-01-26 14:46:21 UTC
From m.valleri@hackingteam.com

To g.russo@hackingteam.com, d.vincenzetti@hackingteam.com,
d.milan@hackingteam.com, f.busatto@hackingteam.com,
m.bettini@hackingteam.com

o Email Body

e Raw Email
Fabio suggeriva di chiedere ai ROS

From: Giancarlo Russo [mailto:g.russo@hackingteam.com]

Sent: lunedi 26 gennaio 2015 15:37

To: Marco Valleri; David Vincenzetti; Daniele Milan; Fabio Busatto; m.bettini
Subject: Re: Kailax

Ci ho parlato e non hanno neanche intenzione di dirci chi € il loro reseller in Italia
anche a fronte di una dichiarazione da parte dell'end user.

Non vedo alternative che chiedere a un cliente (ROS o Svizzera) se sono disposti loro
a chiederne uno per noi. Potremmo provare la carta Salvo, ma non so se forniscano
lui in qualita di Ausiliario...

Che ne pensate?


https://wikileaks.org/hackingteam/emails/emailid/62989#email_body
https://wikileaks.org/hackingteam/emails/emailid/62989#email_raw

On 1/26/2015 10:35 AM, Marco Valleri wrote:

Walter ci ha segnalato un dispositivo USB che permetterebbe di fare miracoli su di un
PC lockato.

Siamo abbastanza scettici riguardo all’effettivo funzionamento, cio’ non di meno
abbiamo proceduto con l‘ordinarla per poter effettivamente studiarne il
comportamento.

Purtroppo il rivenditore non tratta con privati ma solo con LEA, per cui dovremmo
chiedere a qualcuno dei nostri clienti di farcela avere.

Qual e’ l'iter consigliato in questo caso?

Il sito del produttore e’ http://kailax.pl/index ed il prezzo si aggira sui 600 euro.

Marco Valleri
CTO

Hacking Team

Milan Singapore Washington DC
www.hackingteam.com

email: m.valleri@hackingteam.com

mobile: +39 3488261691
phone: +39 0229060603

-- Giancarlo RussoCOO Hacking TeamMilan Singapore Washington
DCwww.hackingteam.com email: g.russo@hackingteam.commobile: +39
3288139385phone: +39 02 29060603

Re: Kailax

Email- 62762
ID

Date 2015-01-26 14:51:19 UTC

From f.busatto@hackingteam.com



To g.russo@hackingteam.com, m.valleri@hackingteam.com,
d.vincenzetti@hackingteam.com, d.milan@hackingteam.com,
m.bettini@hackingteam.com

o Email Body

¢ Raw Email
Ho sentito in pausa pranzo Francesco Sperandeo per altre cose, e parlando mi ha
detto che aveva sentito in giro qualcosa e si e detto disposto a darci una mano per
capire se si riesce a fare qualcosa. Potremmo spacciarci per il fornitore obbligato o
qualcosa del genere... -fabio On 26/01/2015 15:37, Giancarlo Russo wrote: > Ci ho
parlato e non hanno neanche intenzione di dirci chi € il loro > reseller in Italia anche
a fronte di una dichiarazione da parte dell'end > user. > > Non vedo alternative che
chiedere a un cliente (ROS o Svizzera) se sono > disposti loro a chiederne uno per
noi. Potremmo provare la carta Salvo, > ma non so se forniscano lui in qualita di
Ausiliario... > > Che ne pensate? > > > > > > On 1/26/2015 10:35 AM, Marco
Valleri wrote: >> >> Walter ci ha segnalato un dispositivo USB che permetterebbe
di fare >> miracoli su di un PC lockato. >> >> Siamo abbastanza scettici riguardo
all’effettivo funzionamento, cio’ >> non di meno abbiamo proceduto con l‘ordinarla
per poter effettivamente >> studiarne il comportamento. >> >> Purtroppo il
rivenditore non tratta con privati ma solo con LEA, per >> cui dovremmo chiedere a
qualcuno dei nostri clienti di farcela avere. >> >> Qual e’ l'iter consigliato in questo
caso? >> >> Il sito del produttore e’ http://kailax.pl/index ed il prezzo si >> aggira
sui 600 euro. >> >> >> >> >> >> -- >> Marco Valleri >> CTO >> >> Hacking
Team >> Milan Singapore Washington DC >> www.hackingteam.com >> >> email:
m.valleri@hackingteam.com >> mobile*:* +39 3488261691 >> phone: +39
0229060603

Re: Kailax

Email-ID 1004964

Date 2015-01-26 14:51:19 UTC

From f.busatto@hackingteam.com

To giancarlo, marco, david, daniele, marco

o Email Body

e Raw Email


https://wikileaks.org/hackingteam/emails/emailid/62762#email_body
https://wikileaks.org/hackingteam/emails/emailid/62762#email_raw
https://wikileaks.org/hackingteam/emails/emailid/1004964#email_body
https://wikileaks.org/hackingteam/emails/emailid/1004964#email_raw

Ho sentito in pausa pranzo Francesco Sperandeo per altre cose, e parlando mi ha
detto che aveva sentito in giro qualcosa e si e detto disposto a darci una mano per
capire se si riesce a fare qualcosa. Potremmo spacciarci per il fornitore obbligato o
qualcosa del genere... -fabio On 26/01/2015 15:37, Giancarlo Russo wrote: > Ci ho
parlato e non hanno neanche intenzione di dirci chi € il loro > reseller in Italia anche
a fronte di una dichiarazione da parte dell'end > user. > > Non vedo alternative che
chiedere a un cliente (ROS o Svizzera) se sono > disposti loro a chiederne uno per
noi. Potremmo provare la carta Salvo, > ma non so se forniscano lui in qualita di
Ausiliario... > > Che ne pensate? > > > > > > On 1/26/2015 10:35 AM, Marco
Valleri wrote: >> >> Walter ci ha segnalato un dispositivo USB che permetterebbe
di fare >> miracoli su di un PC lockato. >> >> Siamo abbastanza scettici riguardo
all’effettivo funzionamento, cio’ >> non di meno abbiamo proceduto con l'ordinarla
per poter effettivamente >> studiarne il comportamento. >> >> Purtroppo il
rivenditore non tratta con privati ma solo con LEA, per >> cui dovremmo chiedere a
qualcuno dei nostri clienti di farcela avere. >> >> Qual e’ l'iter consigliato in questo
caso? >> >> Il sito del produttore e’ http://kailax.pl/index ed il prezzo si >> aggira
sui 600 euro. >> >> >> >> >> >> -- >> Marco Valleri >> CTO >> >> Hacking
Team >> Milan Singapore Washington DC >> www.hackingteam.com >> >> email:
m.valleri@hackingteam.com >> mobile*:* +39 3488261691 >> phone: +39
0229060603

Re: Kailax

Email- 62917
ID

Date 2015-01-26 14:52:49 UTC
From f.busatto@hackingteam.com

To m.valleri@hackingteam.com, g.russo@hackingteam.com,
d.vincenzetti@hackingteam.com, d.milan@hackingteam.com,
m.bettini@hackingteam.com

o Email Body

¢ Raw Email
Si® l'alternativa a Francesco potrebbe essere Raffaele dei ROS, secondo me ha senso
puntare prima su clienti italiani superfidati e poi eventualmente tentare la carta di chi
il prodotto ce I'ha gia® in mano. Ciao Fabio On 26/01/2015 15:46, Marco Valleri
wrote: > Fabio suggeriva di chiedere ai ROS > > > > From: Giancarlo Russo
[mailto:g.russo@hackingteam.com] > Sent: lunedi 26 gennaio 2015 15:37 > To:
Marco Valleri; David Vincenzetti; Daniele Milan; Fabio Busatto; > m.bettini >
Subject: Re: Kailax > > > > Ci ho parlato e non hanno neanche intenzione di dirci


https://wikileaks.org/hackingteam/emails/emailid/62917#email_body
https://wikileaks.org/hackingteam/emails/emailid/62917#email_raw

chi & il loro reseller > in Italia anche a fronte di una dichiarazione da parte dell'end
user. > > Non vedo alternative che chiedere a un cliente (ROS o Svizzera) se sono >
disposti loro a chiederne uno per noi. Potremmo provare la carta Salvo, ma > non so
se forniscano lui in qualita di Ausiliario... > > Che ne pensate? > > > > > > > On
1/26/2015 10:35 AM, Marco Valleri wrote: > > Walter ci ha segnalato un dispositivo
USB che permetterebbe di fare miracoli > su di un PC lockato. > > Siamo
abbastanza scettici riguardo all’effettivo funzionamento, cio’ non di > meno abbiamo
proceduto con l'ordinarla per poter effettivamente studiarne il > comportamento. >
> Purtroppo il rivenditore non tratta con privati ma solo con LEA, per cui >
dovremmo chiedere a qualcuno dei nostri clienti di farcela avere. > > Qual e’ l'iter
consigliato in questo caso? > > Il sito del produttore e’ http://kailax.pl/index ed il
prezzo si aggira sui > 600 euro.

Re: Kailax

Email-ID 1001350

Date 2015-01-26 14:52:49 UTC

From f.busatto@hackingteam.com

To marco, giancarlo, david, daniele, marco

o Email Body

¢ Raw Email
Si’ l'alternativa a Francesco potrebbe essere Raffaele dei ROS, secondo me ha senso
puntare prima su clienti italiani superfidati e poi eventualmente tentare la carta di chi
il prodotto ce I'ha gia® in mano. Ciao Fabio On 26/01/2015 15:46, Marco Valleri
wrote: > Fabio suggeriva di chiedere ai ROS > > > > From: Giancarlo Russo
[mailto:g.russo@hackingteam.com] > Sent: lunedi 26 gennaio 2015 15:37 > To:
Marco Valleri; David Vincenzetti; Daniele Milan; Fabio Busatto; > m.bettini >
Subject: Re: Kailax > > > > Ci ho parlato e non hanno neanche intenzione di dirci
chi e il loro reseller > in Italia anche a fronte di una dichiarazione da parte dell'end
user. > > Non vedo alternative che chiedere a un cliente (ROS o Svizzera) se sono >
disposti loro a chiederne uno per noi. Potremmo provare la carta Salvo, ma > non so
se forniscano lui in qualita di Ausiliario... > > Che ne pensate? > > > > > > > On
1/26/2015 10:35 AM, Marco Valleri wrote: > > Walter ci ha segnalato un dispositivo
USB che permetterebbe di fare miracoli > su di un PC lockato. > > Siamo
abbastanza scettici riguardo all’effettivo funzionamento, cio’ non di > meno abbiamo
proceduto con l'ordinarla per poter effettivamente studiarne il > comportamento. >
> Purtroppo il rivenditore non tratta con privati ma solo con LEA, per cui >
dovremmo chiedere a qualcuno dei nostri clienti di farcela avere. > > Qual e’ l'iter


https://wikileaks.org/hackingteam/emails/emailid/1001350#email_body
https://wikileaks.org/hackingteam/emails/emailid/1001350#email_raw

consigliato in questo caso? > > Il sito del produttore e’ http://kailax.pl/index ed il

prezzo si aggira sui > 600 euro.

I: kailax unlocker

Email-ID 547270

Date 2015-01-26 15:09:38 UTC
From w.furlan@hackingteam.com
To e.shehata@hackingteam.com

Attached Files

# Filename

251310 rtf-body.rtf

251311 20150123 113330.jpg
251312 20150123 113821.jpg

o Email Body

e Raw Email

Re: Kailax

Email-ID 45775

Size

7598

1.8MiB

1.8MiB


https://wikileaks.org/hackingteam/emails/fileid/547270/251310
https://wikileaks.org/hackingteam/emails/fileid/547270/251311
https://wikileaks.org/hackingteam/emails/fileid/547270/251312
https://wikileaks.org/hackingteam/emails/emailid/547270#email_body
https://wikileaks.org/hackingteam/emails/emailid/547270#email_raw

Date 2015-01-26 15:10:08 UTC

From g.russo@hackingteam.com

To fabio, marco, david, daniele, marco

o Email Body

¢ Raw Email
sicuramente se lo contatta un cliente direttamente credo sia piu facile poi veicolare il
flusso di acquisto. Via mail mi ha detto che non e possibile ma non escludo che si
tratti di una procedura loro e che a fronte di richieste effettive si possa ottenere
I'oggetto... Giancarlo On 1/26/2015 3:51 PM, Fabio Busatto wrote: > Ho sentito in
pausa pranzo Francesco Sperandeo per altre cose, e > parlando mi ha detto che
aveva sentito in giro qualcosa e si e detto > disposto a darci una mano per capire
se si riesce a fare qualcosa. > Potremmo spacciarci per il fornitore obbligato o
qualcosa del genere... > > -fabio > > On 26/01/2015 15:37, Giancarlo Russo wrote:
>> Ci ho parlato e non hanno neanche intenzione di dirci chi € il loro >> reseller in
Italia anche a fronte di una dichiarazione da parte dell'end >> user. >> >> Non
vedo alternative che chiedere a un cliente (ROS o Svizzera) se sono >> disposti loro
a chiederne uno per noi. Potremmo provare la carta Salvo, >> ma non so se
forniscano lui in qualita di Ausiliario... >> >> Che ne pensate? >> >> >> >> >>
>> 0On 1/26/2015 10:35 AM, Marco Valleri wrote: >>> Walter ci ha segnalato un
dispositivo USB che permetterebbe di fare >>> miracoli su di un PC lockato. >>>
>>> Siamo abbastanza scettici riguardo all’effettivo funzionamento, cio” >>> non di
meno abbiamo proceduto con l'ordinarla per poter effettivamente >>> studiarne il
comportamento. >>> >>> Purtroppo il rivenditore non tratta con privati ma solo
con LEA, per >>> cui dovremmo chiedere a qualcuno dei nostri clienti di farcela
avere. >>> >>> Qual e’ l'iter consigliato in questo caso? >>> >>> Il sito del
produttore e’ http://kailax.pl/index ed il prezzo si >>> aggira sui 600 euro. >>>
>>> >>> >>> >>> >>> -- >>> Marco Valleri >>> CTO >>> >>> Hacking Team
>>> Milan Singapore Washington DC >>> www.hackingteam.com >>> >>> email:
m.valleri@hackingteam.com >>> mobile*:* +39 3488261691 >>> phone: +39
0229060603 >>> >>> >>> -- Giancarlo Russo COO Hacking Team Milan Singapore
Washington DC www.hackingteam.com email: g.russo@hackingteam.com mobile:
+39 3288139385 phone: +39 02 29060603

Re: Kailax

Email- 135197
ID


https://wikileaks.org/hackingteam/emails/emailid/45775#email_body
https://wikileaks.org/hackingteam/emails/emailid/45775#email_raw

Date 2015-01-26 15:10:08 UTC

From g.russo@hackingteam.com

To f.busatto@hackingteam.com, m.valleri@hackingteam.com,
d.vincenzetti@hackingteam.com, d.milan@hackingteam.com,
m.bettini@hackingteam.com

o Email Body

e Raw Email
sicuramente se lo contatta un cliente direttamente credo sia piu facile poi veicolare il
flusso di acquisto. Via mail mi ha detto che non & possibile ma non escludo che si
tratti di una procedura loro e che a fronte di richieste effettive si possa ottenere
I'oggetto... Giancarlo On 1/26/2015 3:51 PM, Fabio Busatto wrote: > Ho sentito in
pausa pranzo Francesco Sperandeo per altre cose, e > parlando mi ha detto che
aveva sentito in giro qualcosa e si e’ detto > disposto a darci una mano per capire
se si riesce a fare qualcosa. > Potremmo spacciarci per il fornitore obbligato o
qualcosa del genere... > > -fabio > > On 26/01/2015 15:37, Giancarlo Russo wrote:
>> Ci ho parlato e non hanno neanche intenzione di dirci chi € il loro >> reseller in
Italia anche a fronte di una dichiarazione da parte dell'end >> user. >> >> Non
vedo alternative che chiedere a un cliente (ROS o Svizzera) se sono >> disposti loro
a chiederne uno per noi. Potremmo provare la carta Salvo, >> ma non so se
forniscano lui in qualita di Ausiliario... >> >> Che ne pensate? >> >> >> >> >>
>> 0On 1/26/2015 10:35 AM, Marco Valleri wrote: >>> Walter ci ha segnalato un
dispositivo USB che permetterebbe di fare >>> miracoli su di un PC lockato. >>>
>>> Siamo abbastanza scettici riguardo all’effettivo funzionamento, cio’ >>> non di
meno abbiamo proceduto con l'ordinarla per poter effettivamente >>> studiarne il
comportamento. >>> >>> Purtroppo il rivenditore non tratta con privati ma solo
con LEA, per >>> cui dovremmo chiedere a qualcuno dei nostri clienti di farcela
avere. >>> >>> Qual e’ l'iter consigliato in questo caso? >>> >>> Il sito del
produttore e’ http://kailax.pl/index ed il prezzo si >>> aggira sui 600 euro. >>>
>>> >>> >>> >>> >>> -- >>> Marco Valleri >>> CTO >>> >>> Hacking Team
>>> Milan Singapore Washington DC >>> www.hackingteam.com >>> >>> email:
m.valleri@hackingteam.com >>> mobile*:* +39 3488261691 >>> phone: +39
0229060603 >>> >>> >>> -- Giancarlo Russo COO Hacking Team Milan Singapore
Washington DC www.hackingteam.com email: g.russo@hackingteam.com mobile:
+39 3288139385 phone: +39 02 29060603

R: kailax unlocker

Email-ID 564061


https://wikileaks.org/hackingteam/emails/emailid/135197#email_body
https://wikileaks.org/hackingteam/emails/emailid/135197#email_raw

Date 2015-01-26 15:15:40 UTC

From e.shehata@hackingteam.com

To w.furlan@hackingteam.com

o Email Body

¢ Raw Email
Grazie Walter ----- Messaggio originale----- Da: Walter Furlan
[mailto:w.furlan@hackingteam.com] Inviato: lunedi 26 gennaio 2015 16:10 A: Emad
Shehata Oggetto: I: kailax unlocker p.c. W ----- Messaggio originale----- Da: Walter
Furlan [mailto:w.furlan@hackingteam.com] Inviato: venerdi 23 gennaio 2015 12:50
A: 'Ivan Speziale'; 'Marco Valleri'; 'ornella-dev' Oggetto: R: kailax unlocker Qui le
foto dell'aggeggio incriminato ed i dettagli del rivenditore da cui lo hanno acquistato.
Loro lo hanno comprato per 600 euro, I'ho provato personalmente su un target
windows 8.1 W

kailax unlocker

Email- 62734

ID

Date 2015-01-26 15:17:21 UTC

From e.shehata@hackingteam.com

To g.russo@hackingteam.com, m.bettini@hackingteam.com,

d.milan@hackingteam.com

Attached Files

# Filename Size


https://wikileaks.org/hackingteam/emails/emailid/564061#email_body
https://wikileaks.org/hackingteam/emails/emailid/564061#email_raw

31592 20150123 113330.jpg 1.8MiB

31593 20150123 113821.jpg 1.8MiB

o Email Body

e Raw Email
Caro Giancarlo,

ho appena finito di parlare con Beni, cliente Svizzera, il quale mi conferma che ci
aiutera in merito a quanto in oggetto.

Io ho delle foto, come in allegato, che mi ha girato walter.
Devo aggiungere altro?

A disposizione

Saluti

Emad Shehata
Key Account Manager

Hacking Team

Milan Singapore Washington DC
www.hackingteam.com

email: e.shehata@hackingteam.com

mobile: +39 3357939078
phone: +39 0229060603

: kailax unlocker

Email- 562062
ID

Date 2015-01-28 10:18:53 UTC


https://wikileaks.org/hackingteam/emails/fileid/62734/31592
https://wikileaks.org/hackingteam/emails/fileid/62734/31593
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From e.shehata@hackingteam.com

To i.speziale@hackingteam.it, m.bettini@hackingteam.com,
g.russo@hackingteam.com, d.milan@hackingteam.com,
f.busatto@hackingteam.com, m.valleri@hackingteam.com,
w.furlan@hackingteam.com

Attached Files

# Filename Size
258802 20150123 113821.ipg 7.2KiB
258803 20150123 113330.jpg 7.2KiB

o Email Body

¢ Raw Email
Caro Ivan,

ti informo che stiamo provveduto a fissare appuntamento a Zurigo per il giorno 10
Febbraio 2015, pero il cliente dovra confermarmi il tutto e sono disponibili solo la
mattina, quindi e possibile che si parte Lunedi 09 Febbraio 2015 la sera, TI
CONFERMERO' il tutto a breve.

Ti inoltro in allegato alcuni dettagli del prodotto e qui di seguito quello che il buon
Walter ha mandato ad Ornella ( non so se leggi anche tu da quella mail list).

Avete mai sentito parlare del kailax unlocker ? Il cliente svizzero ne ha uno che ha
acquistato da un distributore tedesco chiamato qualcosa tipo “2beeuropa”.
L'aggeggio permette di accedere a sistemi windows accesi ma con |'utente non
loggato sfruttando una vulnerabilita del bus USB analoga a quella che abbiamo
implementato sul TNI per il firewire. Il prodotto permette anche di eseguire
applicazioni salvate su una chiavetta usb fornita con il prodotto senza dover
sbloccare la pw dell’'utente.

L’abbiamo usato per infettare un loro target con un silent installer ed ha funzionato,
I'unlock ha richiesto meno di 1 minuto
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Non ho altre informazioni in merito, ma se lo credi opportuno, ti consiglio di fare 2
chiacchiere con Walter, che € anche simpatico J

Ti ringrazio della disponibilita a nome del team.

Saluti

Da: Emad Shehata [mailto:e.shehata@hackingteam.com]
Inviato: lunedi 26 gennaio 2015 16:17

A: 'Giancarlo Russo'

Cc: 'Marco Bettini'; 'Daniele Milan'

Oggetto: kailax unlocker

Caro Giancarlo,

ho appena finito di parlare con Beni, cliente Svizzera, il quale mi conferma che ci
aiutera in merito a quanto in oggetto.

Io ho delle foto, come in allegato, che mi ha girato walter.

Devo aggiungere altro?

A disposizione
Saluti

Emad Shehata
Key Account Manager

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: e.shehata@hackingteam.com



mobile: +39 3357939078
phone: +39 0229060603

Fwd: Re: kailax unlocker

Email-ID 522455

Date 2015-01-28 14:54:09 UTC
From g.cino@hackingteam.com
To giovanni.cino@gmail.com

o Email Body

e Raw Email

-------- Messaggio Inoltrato -------- Oggetto: Re: kailax unlocker Data: Fri, 23 Jan
2015 12:11:18 +0100 Mittente: Antonio Mazzeo <a.mazzeo@hackingteam.com> A:
Walter Furlan <w.furlan@hackingteam.com>, 'ornella-dev' <ornella-
dev@hackingteam.com>

io uso KON-BOOT che permette di loggarsi senza conoscere la password utente..
costa tipo 20 dollari la licenza e supporta sistemi 32/64bit fino a win 8.1

antonio

On 23/01/2015 11:25, Walter Furlan wrote:

Ciao ciao,

Avete mai sentito parlare del kailax unlocker ? Il cliente svizzero ne ha uno che ha
acquistato da un distributore tedesco chiamato qualcosa tipo “2beeuropa”.
L'aggeggio permette di accedere a sistemi windows accesi ma con |'utente non
loggato sfruttando una vulnerabilita del bus USB analoga a quella che abbiamo
implementato sul TNI per il firewire. Il prodotto permette anche di eseguire
applicazioni salvate su una chiavetta usb fornita con il prodotto senza dover
sbloccare la pw dell’'utente.
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L'abbiamo usato per infettare un loro target con un silent installer ed ha funzionato,
I'unlock ha richiesto meno di 1 minuto

Walter Furlan

Field Application Engineer

HackingTeam
Milan Singapore Washington DC

www.hackingteam.com
email: w.furlan@hackingteam.com

mobile: + 39 366 9237125
phone: +39 02 29060603

-- Antonio Mazzeo Senior Security Engineer Hacking Team Milan Singapore
Washington DC www.hackingteam.com email: a.mazzeo@hackingteam.com mobile:
+39 3311863741 phone: +39 0229060603

Kailax

Email-ID 11386
Date 2015-02-03 12:03:05 UTC
From wdb@kapo.zh.ch

To g.russo@hackingteam.com, e.shehata@hackingteam.com



o Email Body

e Raw Email
Hello together I spoke to the swiss rep of Kailax and told him, that you would like
to license the technology in your product. He promised me to speak with Mr. Levi
and will backup me
ASAP. Beni KANTONSPOLIZEI ZURICH
Technische Ermittlungsunterstiitzung TEU Engineering Support B. Weder Dipl. El.
Ing. HTL Postfach, CH-8021 Zirich +41 (0)44 247 30 01 (Telefon) +41 (0)44 247 30
09 (Fax) wdb@kapo.zh.ch

R: Kailax

Email-ID 32445

Date 2015-02-03 12:12:17 UTC

From e.shehata@hackingteam.com

To wdb@kapo.zh.ch, g.russo@hackingteam.com

o Email Body

¢ Raw Email
Hello Beni,

Thanks for your support.

Warmest regards

Emad Shehata
Key Account Manager

Sent from my mobile.

Da: Weder Bernhard (Wdb) [mailto:Wdb@kapo.zh.ch]
Inviato: Tuesday, February 03, 2015 04:03 PM

A: Giancarlo Russo; Emad Shehata

Oggetto: Kailax

Hello together 1 spoke to the swiss rep of Kailax and told him, that you would like
to license the technology in your product. He promised me to speak with Mr. Levi
and will backup me
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ASAP. Beni KANTONSPOLIZEI
ZAoeRICH Technische ErmittlungsunterstAvatzung TEU Engineering Support B. Weder
Dipl. El. Ing. HTL Postfach, CH-8021 ZAVrich +41 (0)44 247 30 01 (Telefon) +41
(0)44 247 30 09 (Fax) wdb@kapo.zh.ch

Re: Kailax

Email-ID 46554

Date 2015-02-03 14:24:22 UTC
From g.russo@hackingteam.com
To weder, emad

o Email Body

e Raw Email
Hi Beni,

I hope this email find you well. I would like to sincerely thank you for your support,

Giancarlo

On 2/3/2015 1:03 PM, Weder Bernhard (Wdb) wrote:

Hello together I spoke to the swiss rep of Kailax and told him, that you would like
to license the technology in your product. He promised me to speak with Mr. Levi
and will backup me

ASAP. Beni KANTONSPOLIZEI ZURICH
Technische Ermittlungsunterstitzung TEU Engineering Support B. Weder Dipl. El.
Ing. HTL Postfach, CH-8021 Zrich +41 (0)44 247 30 01 (Telefon) +41 (0)44 247 30
09 (Fax) wdb@kapo.zh.ch
-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

Re: Kailax
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Email-ID 547466

Date 2015-02-03 14:24:22 UTC
From g.russo@hackingteam.com
To wdb@kapo.zh.ch, e.shehata@hackingteam.com

o Email Body

e Raw Email
Hi Beni,

I hope this email find you well. T would like to sincerely thank you for your support,

Giancarlo

On 2/3/2015 1:03 PM, Weder Bernhard (Wdb) wrote:

Hello together 1 spoke to the swiss rep of Kailax and told him, that you would like
to license the technology in your product. He promised me to speak with Mr. Levi
and will backup me

ASAP. Beni KANTONSPOLIZEI ZURICH
Technische Ermittlungsunterstitzung TEU Engineering Support B. Weder Dipl. El.
Ing. HTL Postfach, CH-8021 Zirich +41 (0)44 247 30 01 (Telefon) +41 (0)44 247 30
09 (Fax) wdb@kapo.zh.ch
-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

I: Kailax
Email- 24889
ID

Date 2015-02-03 14:44:18 UTC

From e.shehata@hackingteam.com
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To i.speziale@hackingteam.it, m.valleri@hackingteam.com,
f.busatto@hackingteam.com, g.russo@hackingteam.com,
m.bettini@hackingteam.com, d.milan@hackingteam.com

o Email Body

¢ Raw Email
Ciao Ivan,

ti volevo informare che in merito a quanto in oggetto, grazie al supporto del ns
cliente svizzero ci dovrebbero arrivare news in poco tempo. Non credo che vi sia la
necessita della trasferta, come ti accennavo, ma potremo averlo in casa nostro.

Saluti

Emad Shehata
Key Account Manager

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: e.shehata@hackingteam.com
mobile: +39 3357939078
phone: +39 0229060603

Da: Weder Bernhard (Wdb) [mailto:Wdb@kapo.zh.ch]
Inviato: martedi 3 febbraio 2015 13:03

A: g.russo@hackingteam.com; Emad Shehata
Oggetto: Kailax

Hello together

I spoke to the swiss rep of Kailax and told him, that you would like to license the
technology in your product. He promised me to speak with Mr. Levi and will backup
me ASAP.

Beni
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KANTONSPOLIZEI ZURICH

Technische Ermittlungsunterstitzung TEU
Engineering Support

B. Weder Dipl. El. Ing. HTL

Postfach, CH-8021 Zirich

+41 (0)44 247 30 01 (Telefon)

+41 (0)44 247 30 09 (Fax)
wdb@kapo.zh.ch

Re: I: Kailax

Email- 34807
ID

Date 2015-02-03 14:48:33 UTC
From i.speziale@hackingteam.com

To e.shehata@hackingteam.com, i.speziale@hackingteam.it,
m.valleri@hackingteam.com, f.busatto@hackingteam.com,
g.russo@hackingteam.com, m.bettini@hackingteam.com,
d.milan@hackingteam.com

o Email Body

¢ Raw Email
On 02/03/2015 03:44 PM, Emad Shehata wrote: > Ciao Ivan, > > ti volevo
informare che in merito a quanto in oggetto, grazie al supporto > del ns cliente
svizzero ci dovrebbero arrivare news in poco tempo. Non credo > che vi sia la
necessita della trasferta, come ti accennavo, ma potremo > averlo in casa nostro.
Grazie delle ottime news Emad :) Ivan -- Ivan Speziale Senior Software Developer
Hacking Team Milan Singapore Washington DC www.hackingteam.com email:
i.speziale@hackingteam.com mobile: +39 3669003900
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R: I: Kailax

Email- 23593
ID

Date 2015-02-03 14:49:37 UTC
From e.shehata@hackingteam.com

To i.speziale@hackingteam.com, i.speziale@hackingteam.it,
m.valleri@hackingteam.com, f.busatto@hackingteam.com,
g.russo@hackingteam.com, m.bettini@hackingteam.com,
d.milan@hackingteam.com

o Email Body

¢ Raw Email
Prego caro :) Emad Shehata Key Account Manager Hacking Team Milan Singapore
Washington DC www.hackingteam.com email: e.shehata@hackingteam.com mobile:
+39 3357939078 phone: +39 0229060603 ----- Messaggio originale----- Da: Ivan
Speziale [mailto:i.speziale@hackingteam.com] Inviato: martedi 3 febbraio 2015
15:49 A: Emad Shehata; i.speziale@hackingteam.it Cc: 'Marco Valleri'; 'Fabio
Busatto'; 'Giancarlo Russo'; 'Marco Bettini'; 'Daniele Milan' Oggetto: Re: I: Kailax On
02/03/2015 03:44 PM, Emad Shehata wrote: > Ciao Ivan, > > ti volevo informare
che in merito a quanto in oggetto, grazie al > supporto del ns cliente svizzero ci
dovrebbero arrivare news in poco > tempo. Non credo che vi sia la necessita della
trasferta, come ti > accennavo, ma potremo averlo in casa nostro. Grazie delle
ottime news Emad :) Ivan -- Ivan Speziale Senior Software Developer Hacking Team
Milan Singapore Washington DC www.hackingteam.com email:
i.speziale@hackingteam.com mobile: +39 3669003900

R: I: Kailax

Email- 563561
ID
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Date 2015-02-03 14:49:37 UTC

From e.shehata@hackingteam.com

To i.speziale@hackingteam.com, i.speziale@hackingteam.it,
m.valleri@hackingteam.com, f.busatto@hackingteam.com,
g.russo@hackingteam.com, m.bettini@hackingteam.com,
d.milan@hackingteam.com

o Email Body

e Raw Email
Prego caro :) Emad Shehata Key Account Manager Hacking Team Milan Singapore
Washington DC www.hackingteam.com email: e.shehata@hackingteam.com mobile:
+39 3357939078 phone: +39 0229060603 ----- Messaggio originale----- Da: Ivan
Speziale [mailto:i.speziale@hackingteam.com] Inviato: martedi 3 febbraio 2015
15:49 A: Emad Shehata; i.speziale@hackingteam.it Cc: 'Marco Valleri'; 'Fabio
Busatto'; 'Giancarlo Russo'; 'Marco Bettini'; 'Daniele Milan' Oggetto: Re: I: Kailax On
02/03/2015 03:44 PM, Emad Shehata wrote: > Ciao Ivan, > > ti volevo informare
che in merito a quanto in oggetto, grazie al > supporto del ns cliente svizzero ci
dovrebbero arrivare news in poco > tempo. Non credo che vi sia la necessita della
trasferta, come ti > accennavo, ma potremo averlo in casa nostro. Grazie delle
ottime news Emad :) Ivan -- Ivan Speziale Senior Software Developer Hacking Team
Milan Singapore Washington DC www.hackingteam.com email:
i.speziale@hackingteam.com mobile: +39 3669003900

R: I: Kailax

Email- 30040
ID

Date 2015-02-03 14:53:56 UTC
From f.busatto@hackingteam.com

To e.shehata@hackingteam.com, i.speziale@hackingteam.com,
i.speziale@hackingteam.it, m.valleri@hackingteam.com,
g.russo@hackingteam.com, m.bettini@hackingteam.com,
d.milan@hackingteam.com
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o Email Body

e Raw Email
Peccato, volevo gia ordinarvi cioccolato e orologi :) Fabio ----- Messaggio originale --
--- Da: Emad Shehata Inviato: Tuesday, February 03, 2015 03:49 PM A: Ivan
Speziale; i.speziale@hackingteam.it Cc: Marco Valleri; Fabio Busatto; Giancarlo
Russo; Marco Bettini; Daniele Milan Oggetto: R: I: Kailax Prego caro :) Emad
Shehata Key Account Manager Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: e.shehata@hackingteam.com mobile: +39
3357939078 phone: +39 0229060603 ----- Messaggio originale----- Da: Ivan
Speziale [mailto:i.speziale@hackingteam.com] Inviato: martedi 3 febbraio 2015
15:49 A: Emad Shehata; i.speziale@hackingteam.it Cc: 'Marco Valleri'; 'Fabio
Busatto'; 'Giancarlo Russo'; 'Marco Bettini'; 'Daniele Milan' Oggetto: Re: I: Kailax On
02/03/2015 03:44 PM, Emad Shehata wrote: > Ciao Ivan, > > ti volevo informare
che in merito a quanto in oggetto, grazie al > supporto del ns cliente svizzero ci
dovrebbero arrivare news in poco > tempo. Non credo che vi sia la necessita della
trasferta, come ti > accennavo, ma potremo averlo in casa nostro. Grazie delle
ottime news Emad :) Ivan -- Ivan Speziale Senior Software Developer Hacking Team
Milan Singapore Washington DC www.hackingteam.com email:
i.speziale@hackingteam.com mobile: +39 3669003900

R: I: Kailax

Email- 40454
ID

Date 2015-02-03 14:57:48 UTC
From e.shehata@hackingteam.com

To f.busatto@hackingteam.com, i.speziale@hackingteam.com,
i.speziale@hackingteam.it, m.valleri@hackingteam.com,
g.russo@hackingteam.com, m.bettini@hackingteam.com,
d.milan@hackingteam.com

o Email Body

¢ Raw Email
Per il cioccolato ok, per gli orologi, basta che tu non faccia il frocio con il mio culo :)
Emad Shehata Key Account Manager Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: e.shehata@hackingteam.com mobile: +39
3357939078 phone: +39 0229060603 ----- Messaggio originale----- Da: Fabio
Busatto [mailto:f.busatto@hackingteam.com] Inviato: martedi 3 febbraio 2015
15:54 A: Emad Shehata; Ivan Speziale; 'i.speziale@hackingteam.it' Cc: Marco
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Valleri; Giancarlo Russo; Marco Bettini; Daniele Milan Oggetto: R: I: Kailax Peccato,
volevo gia ordinarvi cioccolato e orologi :) Fabio ----- Messaggio originale ----- Da:
Emad Shehata Inviato: Tuesday, February 03, 2015 03:49 PM A: Ivan Speziale;
i.speziale@hackingteam.it Cc: Marco Valleri; Fabio Busatto; Giancarlo Russo; Marco
Bettini; Daniele Milan Oggetto: R: I: Kailax Prego caro :) Emad Shehata Key Account
Manager Hacking Team Milan Singapore Washington DC www.hackingteam.com
email: e.shehata@hackingteam.com mobile: +39 3357939078 phone: +39
0229060603 ----- Messaggio originale----- Da: Ivan Speziale
[mailto:i.speziale@hackingteam.com] Inviato: martedi 3 febbraio 2015 15:49 A:
Emad Shehata; i.speziale@hackingteam.it Cc: 'Marco Valleri'; 'Fabio Busatto';
'Giancarlo Russo'; 'Marco Bettini'; 'Daniele Milan' Oggetto: Re: I: Kailax On
02/03/2015 03:44 PM, Emad Shehata wrote: > Ciao Ivan, > > ti volevo informare
che in merito a quanto in oggetto, grazie al > supporto del ns cliente svizzero ci
dovrebbero arrivare news in poco > tempo. Non credo che vi sia la necessita della
trasferta, come ti > accennavo, ma potremo averlo in casa nostro. Grazie delle
ottime news Emad :) Ivan -- Ivan Speziale Senior Software Developer Hacking Team
Milan Singapore Washington DC www.hackingteam.com email:
i.speziale@hackingteam.com mobile: +39 3669003900

R: I: Kailax

Email- 561984
ID

Date 2015-02-03 14:57:48 UTC
From e.shehata@hackingteam.com

To f.busatto@hackingteam.com, i.speziale@hackingteam.com,
i.speziale@hackingteam.it, m.valleri@hackingteam.com,
g.russo@hackingteam.com, m.bettini@hackingteam.com,
d.milan@hackingteam.com

o Email Body

¢ Raw Email
Per il cioccolato ok, per gli orologi, basta che tu non faccia il frocio con il mio culo :)
Emad Shehata Key Account Manager Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: e.shehata@hackingteam.com mobile: +39
3357939078 phone: +39 0229060603 ----- Messaggio originale----- Da: Fabio
Busatto [mailto:f.busatto@hackingteam.com] Inviato: martedi 3 febbraio 2015
15:54 A: Emad Shehata; Ivan Speziale; 'i.speziale@hackingteam.it' Cc: Marco
Valleri; Giancarlo Russo; Marco Bettini; Daniele Milan Oggetto: R: I: Kailax Peccato,
volevo gia ordinarvi cioccolato e orologi :) Fabio ----- Messaggio originale ----- Da:
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Emad Shehata Inviato: Tuesday, February 03, 2015 03:49 PM A: Ivan Speziale;
i.speziale@hackingteam.it Cc: Marco Valleri; Fabio Busatto; Giancarlo Russo; Marco
Bettini; Daniele Milan Oggetto: R: I: Kailax Prego caro :) Emad Shehata Key Account
Manager Hacking Team Milan Singapore Washington DC www.hackingteam.com
email: e.shehata@hackingteam.com mobile: +39 3357939078 phone: +39
0229060603 ----- Messaggio originale----- Da: Ivan Speziale
[mailto:i.speziale@hackingteam.com] Inviato: martedi 3 febbraio 2015 15:49 A:
Emad Shehata; i.speziale@hackingteam.it Cc: 'Marco Valleri'; 'Fabio Busatto';
'Giancarlo Russo'; 'Marco Bettini'; 'Daniele Milan' Oggetto: Re: I: Kailax On
02/03/2015 03:44 PM, Emad Shehata wrote: > Ciao Ivan, > > ti volevo informare
che in merito a quanto in oggetto, grazie al > supporto del ns cliente svizzero ci
dovrebbero arrivare news in poco > tempo. Non credo che vi sia la necessita della
trasferta, come ti > accennavo, ma potremo averlo in casa nostro. Grazie delle
ottime news Emad :) Ivan -- Ivan Speziale Senior Software Developer Hacking Team
Milan Singapore Washington DC www.hackingteam.com email:
i.speziale@hackingteam.com mobile: +39 3669003900

RE: FW: I: Request of information

Email-ID 15263

Date 2015-02-04 04:20:50 UTC
From max@kailax.com

To g.russo@hackingteam.com

Attached Files

# Filename Size
7185 image001.jpg 32.9KiB

o Email Body

e Raw Email
Giancarlo Hi!

I see you are very persistent, we take it as a complement to our product.
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We have had a connection from Zurich police telling us that you wish to integrate our
product in one of yours.

I just realized that you might not know much about our product and therefore even
following our previous explanation still feel there is something to pursue.

The unlocker is a self-contained sealed and secure hand held unit that dose one thing
and one thing only, bypasses windows passwords and gives system rights on the
locked live PC

If the unit senses any attempt physical or digital to undermine\hack) its integrity it
will brick itself and render it useless, we do not unbrick units, this is our way to
protect our IP.

Now there are 2 ways you can integrate our unit in your system:

1. If your system is a collection of standalone tools and you want to add our unit
as part of your offering, then you will have to contact our local distributer in the
specific country you are dealing with and if you can prove to him end user he can
supply the units to the end user. You will also have to work out with him your
commission, and it is his propagative if he wants to enter such deal, in past it was
tried but shot price upwards that was not viable. In any case as I explain before you
will not have any way to test or touch or any say in unit warranty.

2. If you are looking to add our ability as OEM on your system, this means we
have to share our IP with you, that is possible but price for unlimited use is US$ 4M,
but you will also have to convince and assure us that no one else but you will have
access to our IP.

I am sorry if we sound unfriendly, or uncooperative, but you as someone in this
business will appreciate and understand our need to protect our investment and IP

Best,

Nir Levy (Max)

www.kailax.com

From: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Sent: Monday, January 26, 2015 4:21 PM

To: Max

Cc: 'Rami zoltak'

Subject: Re: FW: I: Request of information



many thanks for your help, appreciated.
best regards,

Giancarlo

On 1/26/2015 2:58 PM, Max wrote:
Giancarlo Hi!

Please ask them to contact me at this mail and I will make connection.

Nir Levy (Max)

www.kailax.com

From: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Sent: Monday, January 26, 2015 3:44 PM

To: Max

Cc: 'Rami zoltak'

Subject: Re: FW: I: Request of information

thank you, May I ask you the relevant contact for italian market to pass to my
clients?

On 1/26/2015 2:38 PM, Max wrote:

Giancarlo Hi!

I may have been misunderstood.

No letter or any other form of communication will allow us to work with you directly.
We are not looking for partnership.

The only way the LEA you are talking about will get a unit is if they buy direct from
our official distributer.

Even if the buy the unit from our distributer they will not be allowed to pass it on to
anybody else for whatever reason without our consent.

Best,

Kailax Sales



From: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Sent: Monday, January 26, 2015 1:27 PM

To: Max

Cc: Rami zoltak

Subject: Re: FW: I: Request of information

Thank you Max for your promptly reply.

What if our clients will prepare a letter to you asking for our intermediation in the
evaluation process?

As you know LEA has complex procurement process and it may takes time: based on
other exisisting agreement we have, it will be easy for us to intermediate this
activity. Moreover, it might become a partnership opportunity between our company.

Thanks

On 1/26/2015 2:12 PM, Max wrote:
Giancarlo Hi!

As was stated by Rami our products are available to official governmental
organizations only.

In each of the countries we are present at, in over 70 countries worldwide, we have
a local distributer. Both the local distributer and us are bound by agreements not to
show, sell or present the product to anyone who is not an official governmental
organization.

I am sure you can understand that we cannot and will not sell show or present a unit
to you.

If your clients are indeed official governmental organization interested in our product
they are welcome to connect our local distributor in their country, if they do not
know who the distributer is, they are more than welcome to contact us and we will
make the connection.

Sorry we cannot help
Best,

Kailax Sales

From: Rami Zoltak [mailto:rami.zoltak@?2beuropa.de]
Sent: Monday, January 26, 2015 11:58 AM



To: Sales (sales@kailax.com)
Subject: WG: I: Request of information

Max Hi,

please see below. I would appreciate if you take over from here

best

Rami

Von: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Gesendet: Montag, 26. Januar 2015 11:44

An: Rami Zoltak

Cc: Antonella Capaldo

Betreff: Fwd: I: Request of information

Dear Rami,
I am Giancarlo Russo, COO at HackingTeam.

I would like to inform you that our interest in your product is for a LEA client of ours.
As you might be aware of, HackingTeam develops and produces a solution
exclusively dedicated to Intelligence/LEA and in this case the request to evaluate
your product is coming from one of our clients.

I am sure you can understand that at this stage we are not in the position to disclose
its name, however we are willing to enter into a confidentiality agreement signing a
declaration to confirm you that the product is going to be used exclusively for a
technical evaluation and will not be used on third parties devices if not our own and
our client testing devices.

I hope this might help in assisting our client request, I remain available for further
clarification,

Best regards,

Giancarlo Russo



-- Giancarlo RussoCOO Hacking TeamMilan Singapore Washington
DCwww.hackingteam.com email: g.russo@hackingteam.commobile: +39
3288139385phone: +39 02 29060603

-------- Forwarded Message --------

Subject:

I: Request of information

Date:

Mon, 26 Jan 2015 11:36:34 +0100

From:

Antonella Capaldo <a.capaldo@hackingteam.com>
To:

'Giancarlo Russo' <g.russo@hackingteam.com>

Ciao Giancarlo,

ecco la mail.

Ciao

Da: Rami Zoltak [mailto:rami.zoltak@2beuropa.de]
Inviato: venerdi 23 gennaio 2015 16:14

A: Antonella Capaldo

Cc: 2bEuropa-Info

Oggetto: AW: Request of information

Dear Antonella,

Since we are working only with governmental offices, we are unfortunately unable to
assist.

Mit freundlichen GriBen / Best regards



Rami Zoltak

2beuropa

Mittenwalder Str. 24
10961 Berlin

Tel: +49 30 68914906
Mobil: +49 178 4724008
Fax: +49 30 65775969

www.2beuropa.de

Von: Antonella Capaldo [mailto:a.capaldo@hackingteam.com]
Gesendet: Freitag, 23. Januar 2015 13:42

An: 2bEuropa-Info

Betreff: Request of information

Good Morning,

We would need to order n° 1 Kailax Unlocker.
Could you tell me what is the cost and how to place an order?

Thanks a lot.

Kind regards,

Antonella Capaldo

Administrative Support

Hacking Team
Milan Singapore Washington DC

www.hackingteam.com

email: a.capaldo@hackingteam.com

mobile:+39 3667216471
phone: +39 0229060603



-- Giancarlo RussoCOO Hacking TeamMilan Singapore Washington
DCwww.hackingteam.com email: g.russo@hackingteam.commobile: +39
3288139385phone: +39 02 29060603

-- Giancarlo RussoCOO Hacking TeamMilan Singapore Washington
DCwww.hackingteam.com email: g.russo@hackingteam.commobile: +39
3288139385phone: +39 02 29060603

-- Giancarlo RussoCOO Hacking TeamMilan Singapore Washington
DCwww.hackingteam.com email: g.russo@hackingteam.commobile: +39
3288139385phone: +39 02 29060603

-- Giancarlo RussoCOO Hacking TeamMilan Singapore Washington
DCwww.hackingteam.com email: g.russo@hackingteam.commobile: +39
3288139385phone: +39 02 29060603

Fwd: RE: FW: I: Request of information
- Kailax

Email-ID 45642

Date 2015-02-04 07:29:55 UTC



From g.russo@hackingteam.com

To marco, ivan, fabio

o Email Body

e Raw Email
"The unlocker is a self-contained sealed and secure hand held unit that dose one
thing and one thing only, bypasses windows passwords and gives system rights on
the locked live PC

If the unit senses any attempt physical or digital to undermine\hack) its integrity it
will brick itself and render it useless, we do not unbrick units, this is our way to
protect our IP."

Per integrare la soluzione con noi vuole 4M.... a questo punto oppure consegnano
solo a clienti diretti dandoci una commissione. Direi che € necessario proseguire con
gli altri canali italiani per vederne uno. Io gli rispondo - previo accordo con
ROS/Postale che dovranno firmare una sorta di richieta formale - che lo compriamo
noi ma lo conesgano direttamene a loro e poi spero ce lo facciano analizzare....

Siete d'accordo?

Giancarlo

Fwd: RE: FW: I: Request of information
- Kailax

Email- 978582

ID

Date 2015-02-04 07:29:55 UTC

From g.russo@hackingteam.com

To m.valleri@hackingteam.com, i.speziale@hackingteam.com,

f.busatto@hackingteam.com


https://wikileaks.org/hackingteam/emails/emailid/45642#email_body
https://wikileaks.org/hackingteam/emails/emailid/45642#email_raw

o Email Body

e Raw Email
"The unlocker is a self-contained sealed and secure hand held unit that dose one
thing and one thing only, bypasses windows passwords and gives system rights on
the locked live PC

If the unit senses any attempt physical or digital to undermine\hack) its integrity it
will brick itself and render it useless, we do not unbrick units, this is our way to
protect our IP."

Per integrare la soluzione con noi vuole 4M.... a questo punto oppure consegnano
solo a clienti diretti dandoci una commissione. Direi che € necessario proseguire con
gli altri canali italiani per vederne uno. Io gli rispondo - previo accordo con
ROS/Postale che dovranno firmare una sorta di richieta formale - che lo compriamo
noi ma lo conesgano direttamene a loro e poi spero ce lo facciano analizzare....

Siete d'accordo?

Giancarlo

R: Fwd: RE: FW: I: Request of
information - Kailax

Email- 22113

ID

Date 2015-02-04 07:44:50 UTC

From m.valleri@hackingteam.com

To g.russo@hackingteam.com, i.speziale@hackingteam.com,

f.busatto@hackingteam.com

o Email Body

¢ Raw Email
Se non ho capito male gli svizzeri sono disposti a "prestarcela". Prima di prendere
iniziative aspetterei davvero di vedere se €' come pensiamo o se e' una cosa
superfiga.


https://wikileaks.org/hackingteam/emails/emailid/978582#email_body
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Marco Valleri
CTO

Sent from my mobile.

Da: Giancarlo Russo

Inviato: Wednesday, February 04, 2015 08:29 AM

A: Marco Valleri; Ivan Speziale; Fabio Busatto

Oggetto: Fwd: RE: FW: I: Request of information - Kailax

"The unlocker is a self-contained sealed and secure hand held unit that dose one
thing and one thing only, bypasses windows passwords and gives system rights on
the locked live PC

If the unit senses any attempt physical or digital to undermine\hack) its integrity it
will brick itself and render it useless, we do not unbrick units, this is our way to
protect our IP."

Per integrare la soluzione con noi vuole 4M.... a questo punto oppure consegnano
solo a clienti diretti dandoci una commissione. Direi che A necessario proseguire con
gli altri canali italiani per vederne uno. Io gli rispondo - previo accordo con
ROS/Postale che dovranno firmare una sorta di richieta formale - che lo compriamo
noi ma lo conesgano direttamene a loro e poi spero ce lo facciano analizzare....

Siete d'accordo?

Giancarlo

Re: R: Fwd: RE: FW: I: Request of
information - Kailax

Email-ID 44726

Date 2015-02-04 07:47:53 UTC
From g.russo@hackingteam.com
To marco, ivan, fabio

o Email Body

e Raw Email


https://wikileaks.org/hackingteam/emails/emailid/44726#email_body
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ne parliamo dopo un attimo.

Marco ho bisogno anche di parlarti di una seconda faccenda, ho un meeting alle
10.00 con una banca. Ne possiamo parlare prima o dopo, fammi sapere.

Giancarlo

On 2/4/2015 8:44 AM, Marco Valleri wrote:

Se non ho capito male gli svizzeri sono disposti a "prestarcela". Prima di prendere
iniziative aspetterei davvero di vedere se e' come pensiamo o se €' una cosa
superfiga.

Marco Valleri
CTO

Sent from my mobile.

Da: Giancarlo Russo

Inviato: Wednesday, February 04, 2015 08:29 AM

A: Marco Valleri; Ivan Speziale; Fabio Busatto

Oggetto: Fwd: RE: FW: I: Request of information - Kailax

"The unlocker is a self-contained sealed and secure hand held unit that dose one
thing and one thing only, bypasses windows passwords and gives system rights on
the locked live PC

If the unit senses any attempt physical or digital to undermine\hack) its integrity it
will brick itself and render it useless, we do not unbrick units, this is our way to
protect our IP."

Per integrare la soluzione con noi vuole 4M.... a questo punto oppure consegnano
solo a clienti diretti dandoci una commissione. Direi che € necessario proseguire con
gli altri canali italiani per vederne uno. Io gli rispondo - previo accordo con
ROS/Postale che dovranno firmare una sorta di richieta formale - che lo compriamo
noi ma lo conesgano direttamene a loro e poi spero ce lo facciano analizzare....

Siete d'accordo?

Giancarlo

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

Re: R: Fwd: RE: FW: I: Request of
information - Kailax



Email- 984675

ID

Date 2015-02-04 07:47:53 UTC

From g.russo@hackingteam.com

To m.valleri@hackingteam.com, i.speziale@hackingteam.com,

f.busatto@hackingteam.com

o Email Body

e Raw Email
ne parliamo dopo un attimo.

Marco ho bisogno anche di parlarti di una seconda faccenda, ho un meeting alle
10.00 con una banca. Ne possiamo parlare prima o dopo, fammi sapere.

Giancarlo

On 2/4/2015 8:44 AM, Marco Valleri wrote:

Se non ho capito male gli svizzeri sono disposti a "prestarcela". Prima di prendere
iniziative aspetterei davvero di vedere se e' come pensiamo 0 se e' una cosa
superfiga.

Marco Valleri
CTO

Sent from my mobile.

Da: Giancarlo Russo

Inviato: Wednesday, February 04, 2015 08:29 AM

A: Marco Valleri; Ivan Speziale; Fabio Busatto

Oggetto: Fwd: RE: FW: I: Request of information - Kailax

"The unlocker is a self-contained sealed and secure hand held unit that dose one
thing and one thing only, bypasses windows passwords and gives system rights on
the locked live PC

If the unit senses any attempt physical or digital to undermine\hack) its integrity it
will brick itself and render it useless, we do not unbrick units, this is our way to
protect our IP."

Per integrare la soluzione con noi vuole 4M.... a questo punto oppure consegnano
solo a clienti diretti dandoci una commissione. Direi che € necessario proseguire con
gli altri canali italiani per vederne uno. Io gli rispondo - previo accordo con


https://wikileaks.org/hackingteam/emails/emailid/984675#email_body
https://wikileaks.org/hackingteam/emails/emailid/984675#email_raw

ROS/Postale che dovranno firmare una sorta di richieta formale - che lo compriamo
noi ma lo conesgano direttamene a loro e poi spero ce lo facciano analizzare....

Siete d'accordo?

Giancarlo

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

R: Re: R: Fwd: RE: FW: I. Request of
information - Kailax

Email- 37967

ID

Date 2015-02-04 09:29:24 UTC

From m.valleri@hackingteam.com

To g.russo@hackingteam.com, i.speziale@hackingteam.com,

f.busatto@hackingteam.com

o Email Body

¢ Raw Email
Io sto andando ora a fare una visita (avevo preso un permesso). Possiamo fare dopo
pranzo.

Marco Valleri
CTO

Sent from my mobile.

Da: Giancarlo Russo

Inviato: Wednesday, February 04, 2015 08:47 AM

A: Marco Valleri; Ivan Speziale; Fabio Busatto

Oggetto: Re: R: Fwd: RE: FW: I: Request of information - Kailax

ne parliamo dopo un attimo.


https://wikileaks.org/hackingteam/emails/emailid/37967#email_body
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Marco ho bisogno anche di parlarti di una seconda faccenda, ho un meeting alle
10.00 con una banca. Ne possiamo parlare prima o dopo, fammi sapere.

Giancarlo

On 2/4/2015 8:44 AM, Marco Valleri wrote:

Se non ho capito male gli svizzeri sono disposti a "prestarcela". Prima di prendere
iniziative aspetterei davvero di vedere se e' come pensiamo o se €' una cosa
superfiga.

Marco Valleri
CTO

Sent from my mobile.

Da: Giancarlo Russo

Inviato: Wednesday, February 04, 2015 08:29 AM

A: Marco Valleri; Ivan Speziale; Fabio Busatto

Oggetto: Fwd: RE: FW: I: Request of information - Kailax

"The unlocker is a self-contained sealed and secure hand held unit that dose one
thing and one thing only, bypasses windows passwords and gives system rights on
the locked live PC

If the unit senses any attempt physical or digital to undermine\hack) its integrity it
will brick itself and render it useless, we do not unbrick units, this is our way to
protect our IP."

Per integrare la soluzione con noi vuole 4M.... a questo punto oppure consegnano
solo a clienti diretti dandoci una commissione. Direi che € necessario proseguire con
gli altri canali italiani per vederne uno. Io gli rispondo - previo accordo con
ROS/Postale che dovranno firmare una sorta di richieta formale - che lo compriamo
noi ma lo conesgano direttamene a loro e poi spero ce lo facciano analizzare....

Siete d'accordo?

Giancarlo

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

Re: R: Re: R: Fwd: RE: FW: I: Request
of information - Kailax



Email-ID 44728

Date 2015-02-04 09:31:00 UTC
From g.russo@hackingteam.com
To marco

o Email Body

e Raw Email
ok

On 2/4/2015 10:29 AM, Marco Valleri wrote:
Io sto andando ora a fare una visita (avevo preso un permesso). Possiamo fare dopo
pranzo.

Marco Valleri
CTO

Sent from my mobile.

Da: Giancarlo Russo

Inviato: Wednesday, February 04, 2015 08:47 AM

A: Marco Valleri; Ivan Speziale; Fabio Busatto

Oggetto: Re: R: Fwd: RE: FW: I: Request of information - Kailax

ne parliamo dopo un attimo.

Marco ho bisogno anche di parlarti di una seconda faccenda, ho un meeting alle
10.00 con una banca. Ne possiamo parlare prima o dopo, fammi sapere.

Giancarlo

On 2/4/2015 8:44 AM, Marco Valleri wrote:

Se non ho capito male gli svizzeri sono disposti a "prestarcela". Prima di prendere
iniziative aspetterei davvero di vedere se €' come pensiamo o se e' una cosa
superfiga.

Marco Valleri
CTO

Sent from my mobile.

Da: Giancarlo Russo
Inviato: Wednesday, February 04, 2015 08:29 AM
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A: Marco Valleri; Ivan Speziale; Fabio Busatto
Oggetto: Fwd: RE: FW: I: Request of information - Kailax

"The unlocker is a self-contained sealed and secure hand held unit that dose one
thing and one thing only, bypasses windows passwords and gives system rights on
the locked live PC

If the unit senses any attempt physical or digital to undermine\hack\ its integrity it
will brick itself and render it useless, we do not unbrick units, this is our way to
protect our IP."

Per integrare la soluzione con noi vuole 4M.... a questo punto oppure consegnano
solo a clienti diretti dandoci una commissione. Direi che € necessario proseguire con
gli altri canali italiani per vederne uno. Io gli rispondo - previo accordo con
ROS/Postale che dovranno firmare una sorta di richieta formale - che lo compriamo
noi ma lo conesgano direttamene a loro e poi spero ce lo facciano analizzare....

Siete d'accordo?

Giancarlo

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

Kailax

Email-ID 746728

Date 2015-02-05 09:36:56 UTC
From i.speziale@hackingteam.com
To w.furlan@hackingteam.com

o Email Body

e Raw Email


https://wikileaks.org/hackingteam/emails/emailid/746728#email_body
https://wikileaks.org/hackingteam/emails/emailid/746728#email_raw

Ciao, volevamo chiederti un paio di cose relativamente all'unlocker usb, sei in ufficio
per caso? Grazie, Ivan -- Ivan Speziale Senior Software Developer Hacking Team
Milan Singapore Washington DC www.hackingteam.com email:
i.speziale@hackingteam.com mobile: +39 3669003900

Re: R: Kailax

Email-ID 746727

Date 2015-02-05 10:03:50 UTC
From i.speziale@hackingteam.com
To w.furlan@hackingteam.com

o Email Body

¢ Raw Email
On 02/05/2015 11:02 AM, Walter Furlan wrote: > Ciao Ivan, > > Rientro domani,
per voi puo' andarre bene? Certamente, grazie Ivan -- Ivan Speziale Senior Software
Developer Hacking Team Milan Singapore Washington DC www.hackingteam.com
email: i.speziale@hackingteam.com mobile: +39 3669003900

Re: R: Kailax

Email-ID 746729
Date 2015-02-06 08:43:47 UTC
From i.speziale@hackingteam.com

To w.furlan@hackingteam.com


https://wikileaks.org/hackingteam/emails/emailid/746727#email_body
https://wikileaks.org/hackingteam/emails/emailid/746727#email_raw

o Email Body

e Raw Email
Dimenticavo, un paio di cose veloci: - conosci le versioni di Windows supportate? - se
I'utente non e' loggato, i.e. primo boot, funziona ugualmente? Grazie, Ivan -- Ivan
Speziale Senior Software Developer Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: i.speziale@hackingteam.com mobile: +39
3669003900

Fwd: R: R: Kailax

Email-ID 472476

Date 2015-02-06 08:45:04 UTC
From i.speziale@hackingteam.com
To a.mazzeo@hackingteam.com

o Email Body

e Raw Email
-------- Original Message -------- Subject: R: R: Kailax Date: Fri, 6 Feb 2015
09:44:48 +0100 From: Walter Furlan To: 'Ivan Speziale' Ciao, Mi spiace ma nn ho
questi dettagli, loro me lo hanno fatto vedere usandolo su windows 8.1 W -----
Messaggio originale----- Da: Ivan Speziale [mailto:i.speziale@hackingteam.com]
Inviato: venerdi 6 febbraio 2015 09:44 A: Walter Furlan Oggetto: Re: R: Kailax
Dimenticavo, un paio di cose veloci: - conosci le versioni di Windows supportate? - se
['utente non e' loggato, i.e. primo boot, funziona ugualmente? Grazie, Ivan -- Ivan
Speziale Senior Software Developer Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: i.speziale@hackingteam.com mobile: +39
3669003900

Fwd: RE: FW: I: Request of information

Email-ID 44602
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Date 2015-02-06 14:26:20 UTC

From g.russo@hackingteam.com

To max@kailax.com

Attached Files

# Filename Size
20575 ATT00001.jpg 44 .3KiB

o Email Body

e Raw Email
Dear Max,

sorry for my late reply and thank you for you message, at least you were able to
verify that our interest is genuine and it is coming from our clients. As i mentioned,
we are willing to evaluate a partnership with you even if I personally consider option
n.1 unfeasible since we generally act as main contractor and for our clients might be
difficult to enter into separate agreement.

The 2 options is interesting even if at the moment is not matching our investment
opportunities. I will discuss internally and be back to you as soon as possible.

In the meanwhile, I will pass your contact to additional 2 clients that showed an
interest in your tool,

Giancarlo

-------- Forwarded Message -------- Subject: RE: FW: I: Request of information
Date: Wed, 4 Feb 2015 06:20:50 +0200 From: Max <max@kailax.com> To:
'Giancarlo Russo' <g.russo@hackingteam.com>


https://wikileaks.org/hackingteam/emails/fileid/44602/20575
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Giancarlo Hi!

I see you are very persistent, we take it as a complement to our product.

We have had a connection from Zurich police telling us that you wish to integrate our
product in one of yours.

I just realized that you might not know much about our product and therefore even
following our previous explanation still feel there is something to pursue.

The unlocker is a self-contained sealed and secure hand held unit that dose one thing
and one thing only, bypasses windows passwords and gives system rights on the
locked live PC

If the unit senses any attempt physical or digital to undermine\hack) its integrity it
will brick itself and render it useless, we do not unbrick units, this is our way to
protect our IP.

Now there are 2 ways you can integrate our unit in your system:

1. If your system is a collection of standalone tools and you want to add our unit
as part of your offering, then you will have to contact our local distributer in the
specific country you are dealing with and if you can prove to him end user he can
supply the units to the end user. You will also have to work out with him your
commission, and it is his propagative if he wants to enter such deal, in past it was
tried but shot price upwards that was not viable. In any case as I explain before you
will not have any way to test or touch or any say in unit warranty.

2. If you are looking to add our ability as OEM on your system, this means we
have to share our IP with you, that is possible but price for unlimited use is US$ 4M,
but you will also have to convince and assure us that no one else but you will have
access to our IP.

I am sorry if we sound unfriendly, or uncooperative, but you as someone in this
business will appreciate and understand our need to protect our investment and IP

Best,

Nir Levy (Max)

www.kailax.com



From: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Sent: Monday, January 26, 2015 4:21 PM

To: Max

Cc: 'Rami zoltak'

Subject: Re: FW: I: Request of information

many thanks for your help, appreciated.
best regards,

Giancarlo

On 1/26/2015 2:58 PM, Max wrote:
Giancarlo Hi!

Please ask them to contact me at this mail and I will make connection.

Nir Levy (Max)

www.kailax.com

From: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Sent: Monday, January 26, 2015 3:44 PM

To: Max

Cc: 'Rami zoltak'

Subject: Re: FW: I: Request of information

thank you, May I ask you the relevant contact for italian market to pass to my
clients?

On 1/26/2015 2:38 PM, Max wrote:

Giancarlo Hil

I may have been misunderstood.

No letter or any other form of communication will allow us to work with you directly.
We are not looking for partnership.

The only way the LEA you are talking about will get a unit is if they buy direct from
our official distributer.

Even if the buy the unit from our distributer they will not be allowed to pass it on to
anybody else for whatever reason without our consent.



Best,

Kailax Sales

From: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Sent: Monday, January 26, 2015 1:27 PM

To: Max

Cc: Rami zoltak

Subject: Re: FW: I: Request of information

Thank you Max for your promptly reply.

What if our clients will prepare a letter to you asking for our intermediation in the
evaluation process?

As you know LEA has complex procurement process and it may takes time: based on
other exisisting agreement we have, it will be easy for us to intermediate this
activity. Moreover, it might become a partnership opportunity between our company.

Thanks

On 1/26/2015 2:12 PM, Max wrote:
Giancarlo Hi!

As was stated by Rami our products are available to official governmental
organizations only.

In each of the countries we are present at, in over 70 countries worldwide, we have
a local distributer. Both the local distributer and us are bound by agreements not to
show, sell or present the product to anyone who is not an official governmental
organization.

I am sure you can understand that we cannot and will not sell show or present a unit
to you.

If your clients are indeed official governmental organization interested in our product
they are welcome to connect our local distributor in their country, if they do not
know who the distributer is, they are more than welcome to contact us and we will
make the connection.

Sorry we cannot help
Best,



Kailax Sales

From: Rami Zoltak [mailto:rami.zoltak@?2beuropa.de]
Sent: Monday, January 26, 2015 11:58 AM

To: Sales (sales@kailax.com)

Subject: WG: I: Request of information

Max Hi,

please see below. I would appreciate if you take over from here

best

Rami

Von: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Gesendet: Montag, 26. Januar 2015 11:44

An: Rami Zoltak

Cc: Antonella Capaldo

Betreff: Fwd: I: Request of information

Dear Rami,
I am Giancarlo Russo, COO at HackingTeam.

I would like to inform you that our interest in your product is for a LEA client of ours.
As you might be aware of, HackingTeam develops and produces a solution
exclusively dedicated to Intelligence/LEA and in this case the request to evaluate
your product is coming from one of our clients.

I am sure you can understand that at this stage we are not in the position to disclose
its name, however we are willing to enter into a confidentiality agreement signing a
declaration to confirm you that the product is going to be used exclusively for a
technical evaluation and will not be used on third parties devices if not our own and
our client testing devices.

I hope this might help in assisting our client request, I remain available for further
clarification,

Best regards,

Giancarlo Russo



-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39
3288139385 phone: +39 02 29060603

-------- Forwarded Message --------

Subject:

I: Request of information

Date:

Mon, 26 Jan 2015 11:36:34 +0100

From:

Antonella Capaldo <a.capaldo@hackingteam.com>
To:

'Giancarlo Russo' <g.russo@hackingteam.com>

Ciao Giancarlo,

ecco la mail.

Ciao

Da: Rami Zoltak [mailto:rami.zoltak@2beuropa.de]
Inviato: venerdi 23 gennaio 2015 16:14

A: Antonella Capaldo

Cc: 2bEuropa-Info

Oggetto: AW: Request of information

Dear Antonella,



Since we are working only with governmental offices, we are unfortunately unable to
assist.

Mit freundlichen GriBen / Best regards

Rami Zoltak

2beuropa

Mittenwalder Str. 24
10961 Berlin

Tel: +49 30 68914906
Mobil: +49 178 4724008
Fax: +49 30 65775969

www.2beuropa.de

Von: Antonella Capaldo [mailto:a.capaldo@hackingteam.com]
Gesendet: Freitag, 23. Januar 2015 13:42

An: 2bEuropa-Info

Betreff: Request of information

Good Morning,

We would need to order n® 1 Kailax Unlocker.

Could you tell me what is the cost and how to place an order?

Thanks a lot.

Kind regards,

Antonella Capaldo

Administrative Support

Hacking Team
Milan Singapore Washington DC

www.hackingteam.com



email: a.capaldo@hackingteam.com

mobile:+39 3667216471
phone: +39 0229060603

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39
3288139385 phone: +39 02 29060603

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39
3288139385 phone: +39 02 29060603

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39
3288139385 phone: +39 02 29060603

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39
3288139385 phone: +39 02 29060603

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

Fwd: RE: FW: I: Request of information



Email-ID 48282

Date 2015-02-06 14:34:38 UTC
From g.russo@hackingteam.com
To andrea, 'marco

Attached Files

# Filename Size
22129 ATT00001.jpg 4KiB

o Email Body

¢ Raw Email
Ciao Andrea,

spero tu stia bene. Come anticipato da Marco, ti riporto i contatti del produttore del
tool per le infezioni su pc lockati. Come puoi vedere non negoziano con noi anche a
fronte di una manifestazione di interesse da parte vostra.

Mr. Levi: max@kailax.com
A presto,

Giancarlo

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 2906060

On 1/26/2015 2:12 PM, Max wrote:
Giancarlo Hi!

As was stated by Rami our products are available to official governmental
organizations only.


https://wikileaks.org/hackingteam/emails/fileid/48282/22129
https://wikileaks.org/hackingteam/emails/emailid/48282#email_body
https://wikileaks.org/hackingteam/emails/emailid/48282#email_raw

In each of the countries we are present at, in over 70 countries worldwide, we have
a local distributer. Both the local distributer and us are bound by agreements not to
show, sell or present the product to anyone who is not an official governmental
organization.

I am sure you can understand that we cannot and will not sell show or present a unit
to you.

If your clients are indeed official governmental organization interested in our product
they are welcome to connect our local distributor in their country, if they do not
know who the distributer is, they are more than welcome to contact us and we will
make the connection.

Sorry we cannot help
Best,

Kailax Sales

RE: RE: FW: I: Request of information

Email-ID 15733

Date 2015-02-06 16:07:41 UTC
From max@kailax.com

To g.russo@hackingteam.com

Attached Files

# Filename Size

7421 image001.jpg 37.9KiB


https://wikileaks.org/hackingteam/emails/fileid/15733/7421

o Email Body

e Raw Email
Giancarlo Hi!

There was never a doubt from our side about your intentions.

From our experience since in effect we are both manufacturer\suppliers of
technology we are in essence competitors, very difficult to find a way to maintain a
relationship.

As you must know we are in same niche market that is usually based on trust and
therefor our reputation is first and foremost. Our first responsibilities lay with our
existing partner and distribution network, which we must guard.

Option 1 is feasible only if you are prepared to supply to customers as a sub
distributer black box technology which you do not own, have no deal understanding
of the IP or maintain.

Knowing our suppliers they are happy to and some of them do use sub suppliers to
get to new customers.

Option 2 is really more of a partnership, and that why the initial cost are high.

We are always open to try new things but only if they are feasible and have a real
future.

Best,

Nir Levy (Max)

www.kailax.com

From: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Sent: Friday, February 6, 2015 4:26 PM

To: max@kailax.com

Subject: Fwd: RE: FW: I: Request of information

Dear Max,

sorry for my late reply and thank you for you message, at least you were able to
verify that our interest is genuine and it is coming from our clients. As i mentioned,
we are willing to evaluate a partnership with you even if I personally consider option
n.1 unfeasible since we generally act as main contractor and for our clients might be
difficult to enter into separate agreement.

The 2 options is interesting even if at the moment is not matching our investment
opportunities. I will discuss internally and be back to you as soon as possible.

In the meanwhile, I will pass your contact to additional 2 clients that showed an
interest in your tool,

Giancarlo


https://wikileaks.org/hackingteam/emails/emailid/15733#email_body
https://wikileaks.org/hackingteam/emails/emailid/15733#email_raw

———————— Forwarded Message --------
Subject:

RE: FW: I: Request of information

Date:

Wed, 4 Feb 2015 06:20:50 +0200

From:

Max <max@kailax.com>

To:

'Giancarlo Russo' <g.russo@hackingteam.com>

Giancarlo Hi!

I see you are very persistent, we take it as a complement to our product.

We have had a connection from Zurich police telling us that you wish to integrate our
product in one of yours.

I just realized that you might not know much about our product and therefore even
following our previous explanation still feel there is something to pursue.

The unlocker is a self-contained sealed and secure hand held unit that dose one thing
and one thing only, bypasses windows passwords and gives system rights on the
locked live PC

If the unit senses any attempt physical or digital to undermine\hack) its integrity it
will brick itself and render it useless, we do not unbrick units, this is our way to
protect our IP.

Now there are 2 ways you can integrate our unit in your system:

1. If your system is a collection of standalone tools and you want to add our unit
as part of your offering, then you will have to contact our local distributer in the
specific country you are dealing with and if you can prove to him end user he can
supply the units to the end user. You will also have to work out with him your
commission, and it is his propagative if he wants to enter such deal, in past it was



tried but shot price upwards that was not viable. In any case as I explain before you
will not have any way to test or touch or any say in unit warranty.

2. If you are looking to add our ability as OEM on your system, this means we
have to share our IP with you, that is possible but price for unlimited use is US$ 4M,
but you will also have to convince and assure us that no one else but you will have
access to our IP.

I am sorry if we sound unfriendly, or uncooperative, but you as someone in this
business will appreciate and understand our need to protect our investment and IP

Best,

Nir Levy (Max)

www.kailax.com

From: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Sent: Monday, January 26, 2015 4:21 PM

To: Max

Cc: 'Rami zoltak'

Subject: Re: FW: I: Request of information

many thanks for your help, appreciated.
best regards,

Giancarlo

On 1/26/2015 2:58 PM, Max wrote:
Giancarlo Hi!

Please ask them to contact me at this mail and I will make connection.

Nir Levy (Max)

www.kailax.com

From: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Sent: Monday, January 26, 2015 3:44 PM
To: Max



Cc: 'Rami zoltak'
Subject: Re: FW: I: Request of information

thank you, May I ask you the relevant contact for italian market to pass to my
clients?

On 1/26/2015 2:38 PM, Max wrote:

Giancarlo Hil

I may have been misunderstood.

No letter or any other form of communication will allow us to work with you directly.
We are not looking for partnership.

The only way the LEA you are talking about will get a unit is if they buy direct from
our official distributer.

Even if the buy the unit from our distributer they will not be allowed to pass it on to
anybody else for whatever reason without our consent.

Best,

Kailax Sales

From: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Sent: Monday, January 26, 2015 1:27 PM

To: Max

Cc: Rami zoltak

Subject: Re: FW: I: Request of information

Thank you Max for your promptly reply.

What if our clients will prepare a letter to you asking for our intermediation in the
evaluation process?

As you know LEA has complex procurement process and it may takes time: based on
other exisisting agreement we have, it will be easy for us to intermediate this
activity. Moreover, it might become a partnership opportunity between our company.

Thanks

On 1/26/2015 2:12 PM, Max wrote:



Giancarlo Hi!

As was stated by Rami our products are available to official governmental
organizations only.

In each of the countries we are present at, in over 70 countries worldwide, we have
a local distributer. Both the local distributer and us are bound by agreements not to
show, sell or present the product to anyone who is not an official governmental
organization.

I am sure you can understand that we cannot and will not sell show or present a unit
to you.

If your clients are indeed official governmental organization interested in our product
they are welcome to connect our local distributor in their country, if they do not
know who the distributer is, they are more than welcome to contact us and we will
make the connection.

Sorry we cannot help

Best,

Kailax Sales

From: Rami Zoltak [mailto:rami.zoltak@2beuropa.de]
Sent: Monday, January 26, 2015 11:58 AM

To: Sales (sales@kailax.com)

Subject: WG: I: Request of information

Max Hi,

please see below. I would appreciate if you take over from here

best

Rami

Von: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Gesendet: Montag, 26. Januar 2015 11:44

An: Rami Zoltak

Cc: Antonella Capaldo

Betreff: Fwd: I: Request of information



Dear Rami,
I am Giancarlo Russo, COO at HackingTeam.

I would like to inform you that our interest in your product is for a LEA client of ours.
As you might be aware of, HackingTeam develops and produces a solution
exclusively dedicated to Intelligence/LEA and in this case the request to evaluate
your product is coming from one of our clients.

I am sure you can understand that at this stage we are not in the position to disclose
its name, however we are willing to enter into a confidentiality agreement signing a
declaration to confirm you that the product is going to be used exclusively for a
technical evaluation and will not be used on third parties devices if not our own and
our client testing devices.

I hope this might help in assisting our client request, I remain available for further
clarification,

Best regards,

Giancarlo Russo

-- Giancarlo RussoCOO Hacking TeamMilan Singapore Washington
DCwww.hackingteam.com email: g.russo@hackingteam.commobile: +39
3288139385phone: +39 02 29060603

-------- Forwarded Message --------

Subject:

I: Request of information

Date:

Mon, 26 Jan 2015 11:36:34 +0100

From:

Antonella Capaldo <a.capaldo@hackingteam.com>
To:

'‘Giancarlo Russo' <g.russo@hackingteam.com>



Ciao Giancarlo,

ecco la mail.

Ciao

Da: Rami Zoltak [mailto:rami.zoltak@2beuropa.de]
Inviato: venerdi 23 gennaio 2015 16:14

A: Antonella Capaldo

Cc: 2bEuropa-Info

Oggetto: AW: Request of information

Dear Antonella,

Since we are working only with governmental offices, we are unfortunately unable to
assist.

Mit freundlichen GriBen / Best regards

Rami Zoltak

2beuropa

Mittenwalder Str. 24
10961 Berlin

Tel: +49 30 68914906
Mobil: +49 178 4724008
Fax: +49 30 65775969

www.2beuropa.de

Von: Antonella Capaldo [mailto:a.capaldo@hackingteam.com]
Gesendet: Freitag, 23. Januar 2015 13:42

An: 2bEuropa-Info

Betreff: Request of information



Good Morning,

We would need to order n° 1 Kailax Unlocker.
Could you tell me what is the cost and how to place an order?

Thanks a lot.

Kind regards,

Antonella Capaldo

Administrative Support

Hacking Team
Milan Singapore Washington DC

www.hackingteam.com

email: a.capaldo@hackingteam.com

mobile:+39 3667216471
phone: +39 0229060603

-- Giancarlo RussoCOO Hacking TeamMilan Singapore Washington
DCwww.hackingteam.com email: g.russo@hackingteam.commobile: +39
3288139385phone: +39 02 29060603



-- Giancarlo RussoCOO Hacking TeamMilan Singapore Washington

DCwww.hackingteam.com email: g.russo@hackingteam.commobile:

3288139385phone: +39 02 29060603

-- Giancarlo RussoCOO Hacking TeamMilan Singapore Washington

DCwww.hackingteam.com email: g.russo@hackingteam.commobile:

3288139385phone: +39 02 29060603

-- Giancarlo RussoCOO Hacking TeamMilan Singapore Washington

DCwww.hackingteam.com email: g.russo@hackingteam.commobile:

3288139385phone: +39 02 29060603

-- Giancarlo RussoCOO Hacking TeamMilan Singapore Washington

DCwww.hackingteam.com email: g.russo@hackingteam.commobile:

3288139385phone: +39 02 29060603

+39

+39

+39

+39

Fwd: RE: Italian Lasagna - continue

Email-ID 25512

Date 2015-02-11 08:36:45 UTC

From g.russo@hackingteam.com

To max@kailax.com, rsales@hackingteam.it

o Email Body

e Raw Email


https://wikileaks.org/hackingteam/emails/emailid/25512#email_body
https://wikileaks.org/hackingteam/emails/emailid/25512#email_raw

Re-price: we tackle that as a new offer since that one expired long ago... right?

———————— Forwarded Message -------- Subject: RE: Italian Lasagna - continue Date:
Wed, 11 Feb 2015 00:27:26 +0200 From: Dotan Peltz <Dotan.Peltz@nice.com> To:
Massimiliano Luppi <m.luppi@hackingteam.com> CC: Yuval Nativ
<Yuval.Nativ@nice.com>, 'HT' <rsales@hackingteam.it>, Adam Weinberg
<Adam.Weinberg@nice.com>, 'Daniele Milan' <d.milan@hackingteam.com>

Hello Massimiliano,

The document includes items that can only be filled once we finalize the deal (PO
number, price and so on).

We have made it clear to the customer that this kind of thing needs to be signed,
and will take care of it as soon as all the information is available.

By the way - re price: how do we tackle that? The customer can sign the price he
knows, which is not the price relevant for HT.

Thanks,

Dotan Peltz
Director of Sales & Business Development, Europe
Intelligence Solutions, NiceTrack

NICE Systems. Israel

(T\F) + (972) 9 - 769.7175
(M) + (972) 54 - 231.2626
Dotan.Peltz@nice.com

WWW.nice.com

From: Massimiliano Luppi [mailto:m.luppi@hackingteam.com]
Sent: nrr 3, 10 'xnao 2015 14:01

To: Dotan Peltz

Cc: Yuval Nativ; 'HT'; Adam Weinberg; 'Daniele Milan'
Subject: R: Italian Lasagna - continue

Hello Dotan,



we can do the call, of course.

However keep in mind that we will be able only to repeat what written in the
document.

Regarding the pending issues, we’ve been as open as possible , so we are sure
neither the customer nor NICE will push for answers we cannot give due to
Intellectual property.

Last but not least, the Wassenaar arrangement in place from starting from January
2015 require us to have the End User Statement signed by the end user in order to
be compliant with the export regulations.

The document is attached, please let us have it signed as soon as possible in order to
speed up the process.

Regards,
Massimiliano Luppi

Key Account Manager

HackingTeam

Milan Singapore Washington DC
www.hackingteam.com

mail: m.luppi@hackingteam.com
mobile: +39 3666539760
phone: +39 02 29060603

Da: Dotan Peltz [mailto:Dotan.Peltz@nice.com]

Inviato: martedi 10 febbraio 2015 10:21

A: Massimiliano Luppi

Cc: Yuval Nativ; 'HT'; Adam Weinberg; 'Daniele Milan'

Oggetto: RE: [Warning: This mail can include a virus/worm] R: Italian Lasagna -
continue

Hello Massimiliano,

Document shared with the customer.



Regarding next steps:
What we proposed in order to be efficient -

1. On 19/FEB we will have a meeting with the customer to have a "reran" of all
the technical information and details we can share from our past experience with
your products (involving the previous stages of Lasagna and other projects).

2. In turn, we will give you a call while being with the customer for a short
conference. The goals of this are (a) that you show the customer that you still love
them and (b) that we try to address generic pending issues that we could not
address during phase [1] above.

Needless to say that you should not address issues which are commercially sensitive
or anything similar over the phone. We will make sure to have this very clear.

3. During the conference we will set the date for the customer's meeting in
Milan. The goal of this is to have a demonstration of the entire suite (TNI, but also
the full-scale solution including back-end and so on) and to discuss the details.

You heard it several times in the past both from Aviv and myself, but knowing this
customer - they would not waste time (neither ours nor theirs) had they not have an
honest intent to finalize the deal. I believe we are at the very last mile here.

Thanks,

Dotan Peltz
Director of Sales & Business Development, Europe
Intelligence Solutions, NiceTrack

NICE Systems. Israel

(T\F) + (972) 9 - 769.7175
(M) + (972) 54 - 231.2626
Dotan.Peltz@nice.com

WWW.nice.com

From: Massimiliano Luppi [mailto:m.luppi@hackingteam.com]

Sent: nir 1, 06 W'xNao 2015 18:17

To: Dotan Peltz

Cc: Yuval Nativ; 'HT'; Adam Weinberg; 'Daniele Milan'

Subject: [Warning: This mail can include a virus/worm] R: Italian Lasagna -
continue

Hello Dotan,



Attached the file with our answers; the password is the same Adam used.
As you'll see there are some information we cannot share.

We believe that it's better to set a meeting with the customer here in Milan, rather
than a call during which we won’t be able to share more than what reported here.

Regards,
Massimiliano Luppi

Key Account Manager

HackingTeam

Milan Singapore Washington DC
www.hackingteam.com

mail: m.luppi@hackingteam.com
mobile: +39 3666539760
phone: +39 02 29060603

Da: Dotan Peltz [mailto:Dotan.Peltz@nice.com]
Inviato: venerdi 6 febbraio 2015 08:50

A: Massimiliano Luppi

Cc: Yuval Nativ; HT; Adam Weinberg; 'Daniele Milan'
Oggetto: RE: Italian Lasagna - continue

Hello Massimiliano,

Please advise when you expect to have responses for the questions. I would like to
revert to the customer with dates. We need to get this process into a tempo; that's
the way to go with this customer.

Thanks,



Dotan Peltz
Director of Sales & Business Development, Europe
Intelligence Solutions, NiceTrack

NICE Systems. Israel

(T\F) + (972) 9 - 769.7175
(M) + (972) 54 - 231.2626
Dotan.Peltz@nice.com

WWW.nice.com

From: Dotan.Peltz@nice.com

Sent: orr 1, 04 2xnao 2015 23:32

To: 'Massimiliano Luppi'

Cc: Yuval Nativ; HT; Adam Weinberg; 'Daniele Milan'
Subject: RE: Italian Lasagna - continue

* PGP Decrypted Message

Hello Massimiliano,

We are mission oriented and strive at making sure this customer ends up with your
technology.

I'm certain that this aspiration is shared by you.

Hence, I'm not sure what you mean by declaring an opportunity as dead. The
customer is very much alive and so is the operational need.

I will be setting a conference call for 19/FEB, 12:00 (CET). This will be with the
customer, HT and NICE.

The goal of the conference call is to mutually review your responses in an interactive
manner to make sure everything is clear.

Also during the conference the we should agree on a date for a visit to your
premises.

Please advise when can you return the list of questions with respective
responses.

We strongly believe in this opportunity and in the team's ability to make it
happen. As you very well know, in this business there are no free meals and
processes take time.

While the customer is not always right, he is always the customer...



Thanks,

Dotan Peltz
Director of Sales & Business Development, Europe
Intelligence Solutions, NiceTrack

NICE Systems. Israel

(T\F) + (972) 9 - 769.7175
(M) + (972) 54 - 231.2626
Dotan.Peltz@nice.com

WWW.nice.com

From: Massimiliano Luppi [mailto:m.luppi@hackingteam.com]
Sent: oir 1, 04 Wxnao 2015 15:25

To: Adam Weinberg; 'Daniele Milan'

Cc: Dotan Peltz; Yuval Nativ; HT

Subject: R: Italian Lasagna - continue

Good morning Adam,

we reviewed the document you sent us.

Let’s first make clear that most of the questions were either already addressed
during the many meetings we had in the last 2 years or require HackingTeam to
disclose part of its intellectual property, something that of course we cannot do.

Also, allow us to say that we grew the impression that the intent of this ever-
increasing set of questions goes well beyond any product evaluation.

This said, as you suggest we'll reply wherever possible but leave empty the
questions that we cannot address. Of course, in no case we can disclose such
information hence please make it clear to the client to avoid expecting that in the
future.

We are willing to have a meeting with them for a final round of discussion.

After that, we expect to move quickly towards the contract or we will consider the
project dead.

Looking forward to receiving your feedback



Kind regards
Massimiliano Luppi

Key Account Manager

HackingTeam

Milan Singapore Washington DC
www.hackingteam.com

mail: m.luppi@hackingteam.com
mobile: +39 3666539760
phone: +39 02 29060603

Da: Adam Weinberg [mailto:Adam.Weinberg@nice.com]

Inviato: martedi 3 febbraio 2015 13:42

A: Daniele Milan (d.milan@hackingteam.com); Massimiliano Luppi
(m.luppi@hackingteam.com) (m.luppi@hackingteam.com)

Cc: Dotan Peltz; Yuval Nativ

Oggetto: Italian Lasagna - continue

Dear Daniele and Max -

Despite some small delay compared to what we expected last year, we have very
positive indications from the customer and they are willing to move forward and
close the deal very fast.

As we already updated you, the intention is to close it based on the current RCS
solution and avoid as much as possible (hope that completely) any requirements for
special developments.

However, as currently the operational need is different on their side, after reviewing
the documentation, they came up with the attached list of questions, which require
your help in providing answers.

The process as they described is as following:



- After reviewing the answers they would like to have a conference call with
you and us (HT and NICE) for further clarifications.

- After this clarifications, they probably will want to have another F2F meeting
in Milan - for final closing of all issues.

We do understand that some of the questions may seem to be too detailed, so
please feel free to avoid answering in details whenever this is the case.

May we also suggest that we will set an internal (HT and NICE) conference in a day
or two for possible clarifications.

Lastly — we want to update you about changes in NICE team: Dotan is back as the
sales director for this customer (replacing Aviv) and Yuval is our new marketing
manager for active cyber solutions.

BTW - Max, the attachment is password protected, please let me know if you need
me to send it.....

Regards,

Adam.

ADAM WEINBERG
VP Technology,

Cyber & Intelligence Solutions

(T) +972 (9) 769-7006
(M) +972 (54) 544-2183
adam.weinberg@nice.com
www.nice.com

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603



RE: RE: Italian Lasagna - continu

Email-ID 22375

Date 2015-02-11 09:15:26 UTC
From max@Kkailax.com
To g.russo@hackingteam.com, rsales@hackingteam.it

Attached Files

# Filename Size
10365 image001.jpg 44 9KiB

o Email Body

e Raw Email
Giancarlo Hi!

I think this was sent by mistake to me

Best,

Nir Levy (Max)

www.kailax.com

From: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Sent: Wednesday, February 11, 2015 10:37 AM

To: Max; HT

Subject: Fwd: RE: Italian Lasagna - continue

Re-price: we tackle that as a new offer since that one expired long ago

———————— Forwarded Message --------

Subject:

S

... right?


https://wikileaks.org/hackingteam/emails/fileid/22375/10365
https://wikileaks.org/hackingteam/emails/emailid/22375#email_body
https://wikileaks.org/hackingteam/emails/emailid/22375#email_raw

RE: Italian Lasagna - continue

Date:

Wed, 11 Feb 2015 00:27:26 +0200

From:

Dotan Peltz <Dotan.Peltz@nice.com>

To:

Massimiliano Luppi <m.luppi@hackingteam.com>
CC:

Yuval Nativ <Yuval.Nativ@nice.com>, 'HT' <rsales@hackingteam.it>, Adam
Weinberg <Adam.Weinberg@nice.com>, 'Daniele Milan'
<d.milan@hackingteam.com>

Hello Massimiliano,

The document includes items that can only be filled once we finalize the deal (PO
number, price and so on).

We have made it clear to the customer that this kind of thing needs to be signed,
and will take care of it as soon as all the information is available.

By the way - re price: how do we tackle that? The customer can sign the price he
knows, which is not the price relevant for HT.

Thanks,

Dotan Peltz
Director of Sales & Business Development, Europe
Intelligence Solutions, NiceTrack

NICE Systems. Israel

(T\F) + (972) 9 - 769.7175
(M) + (972) 54 - 231.2626
Dotan.Peltz@nice.com

WWW.nice.com



From: Massimiliano Luppi [mailto:m.luppi@hackingteam.com]
Sent: nrr 3, 10 'xnao 2015 14:01

To: Dotan Peltz

Cc: Yuval Nativ; 'HT'; Adam Weinberg; 'Daniele Milan'
Subject: R: Italian Lasagna - continue

Hello Dotan,

we can do the call, of course.

However keep in mind that we will be able only to repeat what written in the
document.

Regarding the pending issues, we’ve been as open as possible , so we are sure
neither the customer nor NICE will push for answers we cannot give due to
Intellectual property.

Last but not least, the Wassenaar arrangement in place from starting from January
2015 require us to have the End User Statement signed by the end user in order to
be compliant with the export regulations.

The document is attached, please let us have it signed as soon as possible in order to
speed up the process.

Regards,
Massimiliano Luppi

Key Account Manager

HackingTeam

Milan Singapore Washington DC
www.hackingteam.com

mail: m.luppi@hackingteam.com
mobile: +39 3666539760
phone: +39 02 29060603

Da: Dotan Peltz [mailto:Dotan.Peltz@nice.com]
Inviato: martedi 10 febbraio 2015 10:21



A: Massimiliano Luppi

Cc: Yuval Nativ; 'HT'; Adam Weinberg; 'Daniele Milan'

Oggetto: RE: [Warning: This mail can include a virus/worm] R: Italian Lasagna -
continue

Hello Massimiliano,

Document shared with the customer.

Regarding next steps:
What we proposed in order to be efficient -

1. On 19/FEB we will have a meeting with the customer to have a "reran" of all
the technical information and details we can share from our past experience with
your products (involving the previous stages of Lasagna and other projects).

2. In turn, we will give you a call while being with the customer for a short
conference. The goals of this are (a) that you show the customer that you still love
them and (b) that we try to address generic pending issues that we could not
address during phase [1] above.

Needless to say that you should not address issues which are commercially sensitive
or anything similar over the phone. We will make sure to have this very clear.

3. During the conference we will set the date for the customer's meeting in
Milan. The goal of this is to have a demonstration of the entire suite (TNI, but also
the full-scale solution including back-end and so on) and to discuss the details.

You heard it several times in the past both from Aviv and myself, but knowing this
customer - they would not waste time (neither ours nor theirs) had they not have an
honest intent to finalize the deal. I believe we are at the very last mile here.

Thanks,

Dotan Peltz
Director of Sales & Business Development, Europe
Intelligence Solutions, NiceTrack

NICE Systems. Israel

(T\F) + (972) 9 - 769.7175
(M) + (972) 54 - 231.2626
Dotan.Peltz@nice.com

WWW.nice.com



From: Massimiliano Luppi [mailto:m.luppi@hackingteam.com]

Sent: nir 1, 06 'xNae 2015 18:17

To: Dotan Peltz

Cc: Yuval Nativ; 'HT'; Adam Weinberg; 'Daniele Milan'

Subject: [Warning: This mail can include a virus/worm] R: Italian Lasagna -
continue

Hello Dotan,

Attached the file with our answers; the password is the same Adam used.
As you'll see there are some information we cannot share.

We believe that it's better to set a meeting with the customer here in Milan, rather
than a call during which we won’t be able to share more than what reported here.

Regards,
Massimiliano Luppi

Key Account Manager

HackingTeam

Milan Singapore Washington DC
www.hackingteam.com

mail: m.luppi@hackingteam.com
mobile: +39 3666539760
phone: +39 02 29060603

Da: Dotan Peltz [mailto:Dotan.Peltz@nice.com]
Inviato: venerdi 6 febbraio 2015 08:50

A: Massimiliano Luppi

Cc: Yuval Nativ; HT; Adam Weinberg; 'Daniele Milan
Oggetto: RE: Italian Lasagna - continue

Hello Massimiliano,



Please advise when you expect to have responses for the questions. I would like to
revert to the customer with dates. We need to get this process into a tempo; that's
the way to go with this customer.

Thanks,

Dotan Peltz
Director of Sales & Business Development, Europe
Intelligence Solutions, NiceTrack

NICE Systems. Israel

(T\F) + (972) 9 - 769.7175
(M) + (972) 54 - 231.2626
Dotan.Peltz@nice.com

WWW.nice.com

From: Dotan.Peltz@nice.com

Sent: orr 1, 04 W~xnao 2015 23:32

To: 'Massimiliano Luppi'

Cc: Yuval Nativ; HT; Adam Weinberg; 'Daniele Milan
Subject: RE: Italian Lasagna - continue

* PGP Decrypted Message

Hello Massimiliano,

We are mission oriented and strive at making sure this customer ends up with your
technology.

I'm certain that this aspiration is shared by you.

Hence, I'm not sure what you mean by declaring an opportunity as dead. The
customer is very much alive and so is the operational need.

I will be setting a conference call for 19/FEB, 12:00 (CET). This will be with the
customer, HT and NICE.

The goal of the conference call is to mutually review your responses in an interactive
manner to make sure everything is clear.

Also during the conference the we should agree on a date for a visit to your
premises.



Please advise when can you return the list of questions with respective
responses.

We strongly believe in this opportunity and in the team's ability to make it
happen. As you very well know, in this business there are no free meals and
processes take time.

While the customer is not always right, he is always the customer...

Thanks,

Dotan Peltz
Director of Sales & Business Development, Europe
Intelligence Solutions, NiceTrack

NICE Systems. Israel

(T\F) + (972) 9 - 769.7175
(M) + (972) 54 - 231.2626
Dotan.Peltz@nice.com

WWW.nice.com

From: Massimiliano Luppi [mailto:m.luppi@hackingteam.com]
Sent: nir 1, 04 W~xnao 2015 15:25

To: Adam Weinberg; 'Daniele Milan'

Cc: Dotan Peltz; Yuval Nativ; HT

Subject: R: Italian Lasagna - continue

Good morning Adam,

we reviewed the document you sent us.

Let’s first make clear that most of the questions were either already addressed
during the many meetings we had in the last 2 years or require HackingTeam to
disclose part of its intellectual property, something that of course we cannot do.

Also, allow us to say that we grew the impression that the intent of this ever-
increasing set of questions goes well beyond any product evaluation.

This said, as you suggest we'll reply wherever possible but leave empty the
questions that we cannot address. Of course, in no case we can disclose such
information hence please make it clear to the client to avoid expecting that in the
future.



We are willing to have a meeting with them for a final round of discussion.

After that, we expect to move quickly towards the contract or we will consider the
project dead.

Looking forward to receiving your feedback

Kind regards
Massimiliano Luppi

Key Account Manager

HackingTeam

Milan Singapore Washington DC
www.hackingteam.com

mail: m.luppi@hackingteam.com
mobile: +39 3666539760
phone: +39 02 29060603

Da: Adam Weinberg [mailto:Adam.Weinberg@nice.com]

Inviato: martedi 3 febbraio 2015 13:42

A: Daniele Milan (d.milan@hackingteam.com); Massimiliano Luppi
(m.luppi@hackingteam.com) (m.luppi@hackingteam.com)

Cc: Dotan Peltz; Yuval Nativ

Oggetto: Italian Lasagna - continue

Dear Daniele and Max -

Despite some small delay compared to what we expected last year, we have very
positive indications from the customer and they are willing to move forward and
close the deal very fast.



As we already updated you, the intention is to close it based on the current RCS
solution and avoid as much as possible (hope that completely) any requirements for
special developments.

However, as currently the operational need is different on their side, after reviewing
the documentation, they came up with the attached list of questions, which require
your help in providing answers.

The process as they described is as following:

- After reviewing the answers they would like to have a conference call with
you and us (HT and NICE) for further clarifications.

- After this clarifications, they probably will want to have another F2F meeting
in Milan - for final closing of all issues.

We do understand that some of the questions may seem to be too detailed, so
please feel free to avoid answering in details whenever this is the case.

May we also suggest that we will set an internal (HT and NICE) conference in a day
or two for possible clarifications.

Lastly - we want to update you about changes in NICE team: Dotan is back as the
sales director for this customer (replacing Aviv) and Yuval is our new marketing
manager for active cyber solutions.

BTW - Max, the attachment is password protected, please let me know if you need
me to send it.....

Regards,

Adam.

ADAM WEINBERG
VP Technology,

Cyber & Intelligence Solutions



(T) +972 (9) 769-7006
(M) +972 (54) 544-2183
adam.weinberg@nice.com
WwWw.nice.com

-- Giancarlo RussoCOO Hacking TeamMilan Singapore Washington
DCwww.hackingteam.com email: g.russo@hackingteam.commobile: +39
3288139385phone: +39 02 29060603

RE: Italian Lasagna - continue

Email-ID 43008

Date 2015-02-11 10:12:43 UTC
From max@kailax.com
To g.russo@hackingteam.com

Attached Files

# Filename Size
19782 image001.jpg 3.7KiB

o Email Body

e Raw Email
Giancarlo Hil

No problem, Deleted from PC and mind.

I don't expect to have contact with your clients, we don't have direct contacts with
end user, and it will always be via our local distributer.


https://wikileaks.org/hackingteam/emails/fileid/43008/19782
https://wikileaks.org/hackingteam/emails/emailid/43008#email_body
https://wikileaks.org/hackingteam/emails/emailid/43008#email_raw

If someone will contact direct we will refer him to relevant distributer

Best,

Nir Levy (Max)
www.kailax.com

----- Original Message-----

From: Giancarlo Russo [mailto:g.russo@hackingteam.com]
Sent: Wednesday, February 11, 2015 11:59 AM

To: Max

Subject: Re: Italian Lasagna - continue

yes, sorry for the mistake. Too many Max. :)

please delete its contents. on a side note: may I ask you if you have been contacted
by one of our clients?

Kailax Unlocker

Email- 62598

ID

Date 2015-02-20 09:46:58 UTC

From m.valleri@hackingteam.com

To rsales@hackingteam.it, i.speziale@hackingteam.com,

f.busatto@hackingteam.com

o Email Body

¢ Raw Email
Marco, Emad, qualche novita’ sulla chiavetta kailax?

Marco Valleri


https://wikileaks.org/hackingteam/emails/emailid/62598#email_body
https://wikileaks.org/hackingteam/emails/emailid/62598#email_raw

CTO

Hacking Team

Milan Singapore Washington DC
www.hackingteam.com

email: m.valleri@hackingteam.com

mobile: +39 3488261691
phone: +39 0229060603

R: Kailax Unlocker

Email- 22048
ID

Date 2015-02-20 15:17:40 UTC
From m.bettini@hackingteam.com

To m.valleri@hackingteam.com, rsales@hackingteam.it,
i.speziale@hackingteam.com, f.busatto@hackingteam.com

o Email Body

e Raw Email
Abbiamo chiesto ai ROS di comperarne due, una per noi e una per loro.
Per ora nessuna risposta.

Marco

Marco Bettini
Sales Manager

Sent from my mobile.

Da: Marco Valleri

Inviato: Friday, February 20, 2015 01:46 PM

A: rsales@hackingteam.it <rsales@hackingteam.it>
Cc: Ivan Speziale; Fabio Busatto

Oggetto: Kailax Unlocker

Marco, Emad, qualche novita’ sulla chiavetta kailax?


https://wikileaks.org/hackingteam/emails/emailid/22048#email_body
https://wikileaks.org/hackingteam/emails/emailid/22048#email_raw

Marco Valleri
CTO

Hacking Team

Milan Singapore Washington DC
www.hackingteam.com

email: m.valleri@hackingteam.com

mobile: +39 3488261691
phone: +39 0229060603

R: Kailax Unlocker

Email- 992426
ID

Date 2015-02-20 15:17:40 UTC
From m.bettini@hackingteam.com

To m.valleri@hackingteam.com, rsales@hackingteam.it,
i.speziale@hackingteam.com, f.busatto@hackingteam.com

o Email Body

¢ Raw Email
Abbiamo chiesto ai ROS di comperarne due, una per noi € una per loro.
Per ora nessuna risposta.

Marco
Marco Bettini
Sales Manager

Sent from my mobile.

Da: Marco Valleri

Inviato: Friday, February 20, 2015 01:46 PM

A: rsales@hackingteam.it <rsales@hackingteam.it>
Cc: Ivan Speziale; Fabio Busatto

Oggetto: Kailax Unlocker


https://wikileaks.org/hackingteam/emails/emailid/992426#email_body
https://wikileaks.org/hackingteam/emails/emailid/992426#email_raw

Marco, Emad, qualche novitaa€™ sulla chiavetta kailax?

Marco Valleri
CTO

Hacking Team

Milan Singapore Washington DC
www.hackingteam.com

email: m.valleri@hackingteam.com

mobile: +39 3488261691
phone: +39 0229060603

Kailax

Email- 472731
ID

Date 2015-02-27 10:03:17 UTC
From m.valleri@hackingteam.com

To bettini@hackingteam.com, f.busatto@hackingteam.com,
i.speziale@hackingteam.com, a.mazzeo@hackingteam.com

o Email Body

¢ Raw Email
Ciao Marco, abbiamo un’idea di quali siano le tempistiche dei ROS per |'acquisizione?

Marco Valleri
CTO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com


https://wikileaks.org/hackingteam/emails/emailid/472731#email_body
https://wikileaks.org/hackingteam/emails/emailid/472731#email_raw

email: m.valleri@hackingteam.com
mobile: +39 3488261691
phone: +39 0229060603

R: Kailax

Email- 470573
ID

Date 2015-02-27 10:05:01 UTC
From m.bettini@hackingteam.com

To m.valleri@hackingteam.com, f.busatto@hackingteam.com,
i.speziale@hackingteam.com, a.mazzeo@hackingteam.com

o Email Body

e Raw Email
Ciao,

Devo chiamarlo lunedi

Marco

Marco Bettini
Sales Manager

Sent from my mobile.

Da: Marco Valleri

Inviato: Friday, February 27, 2015 11:03 AM

A: Marco Bettini

Cc: Fabio Busatto; Ivan Speziale; Antonio Mazzeo
Oggetto: Kailax

Ciao Marco, abbiamo una€™idea di quali siano le tempistiche dei ROS per
[a&€™acquisizione?

Marco Valleri


https://wikileaks.org/hackingteam/emails/emailid/470573#email_body
https://wikileaks.org/hackingteam/emails/emailid/470573#email_raw

CTO

Hacking Team

Milan Singapore Washington DC
www.hackingteam.com

email: m.valleri@hackingteam.com

mobile: +39 3488261691
phone: +39 0229060603

R: Kailax

Email- 471861
ID

Date 2015-02-27 10:06:29 UTC
From m.valleri@hackingteam.com

To m.bettini@hackingteam.com, f.busatto@hackingteam.com,
i.speziale@hackingteam.com, a.mazzeo@hackingteam.com

o Email Body

e Raw Email
Ok grazie, facci sapere

Marco Valleri
CTO

Sent from my mobile.

Da: Marco Bettini

Inviato: Friday, February 27, 2015 11:05 AM

A: Marco Valleri

Cc: Fabio Busatto; Ivan Speziale; Antonio Mazzeo
Oggetto: R: Kailax

Ciao,

Devo chiamarlo lunedi


https://wikileaks.org/hackingteam/emails/emailid/471861#email_body
https://wikileaks.org/hackingteam/emails/emailid/471861#email_raw

Marco
Marco Bettini
Sales Manager

Sent from my mobile.

Da: Marco Valleri

Inviato: Friday, February 27, 2015 11:03 AM

A: Marco Bettini

Cc: Fabio Busatto; Ivan Speziale; Antonio Mazzeo
Oggetto: Kailax

Ciao Marco, abbiamo una€™idea di quali siano le tempistiche dei ROS per
[a&€™acquisizione?

Marco Valleri
CTO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: m.valleri@hackingteam.com

mobile: +39 3488261691
phone: +39 0229060603

Re: Request of information

Email- 25254

ID

Date 2015-03-03 18:21:18 UTC

From m.bettini@hackingteam.it

To andrea.raffaelli@carabinieri.it, m.bettini@hackingteam.it,

g.russo@hackingteam.com



o Email Body

e Raw Email
Ciao Andrea,
ti rimando la mail di Giancarlo con le informazioni relative al tool.
A prestoMarco

Il giorno 06/feb/2015, alle ore 15:34, Giancarlo Russo <g.russo@hackingteam.com>
ha scritto:
Ciao Andrea,

spero tu stia bene. Come anticipato da Marco, ti riporto i contatti del produttore del
tool per le infezioni su pc lockati. Come puoi vedere non negoziano con noi anche a
fronte di una manifestazione di interesse da parte vostra.

Mr. Levi: max@kailax.com
A presto,

Giancarlo

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 2906060

On 1/26/2015 2:12 PM, Max wrote:

Giancarlo Hi!

As was stated by Rami our products are available to official governmental
organizations only.

In each of the countries we are present at, in over 70 countries worldwide, we have
a local distributer. Both the local distributer and us are bound by agreements not to
show, sell or present the product to anyone who is not an official governmental
organization.

I am sure you can understand that we cannot and will not sell show or present a unit
to you.

If your clients are indeed official governmental organization interested in our product
they are welcome to connect our local distributor in their country, if they do not
know who the distributer is, they are more than welcome to contact us and we will
make the connection.

Sorry we cannot help

Best,

Kailax Sales

<Allegato di posta elettronica.jpeg>


https://wikileaks.org/hackingteam/emails/emailid/25254#email_body
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Re: Kailax

Email- 35148
ID

Date 2015-03-04 09:37:03 UTC
From m.bettini@hackingteam.com

To m.valleri@hackingteam.com, m.bettini@hackingteam.com,
f.busatto@hackingteam.com, i.speziale@hackingteam.com,
a.mazzeo@hackingteam.com, g.russo@hackingteam.com

o Email Body

e Raw Email
Ciao,
ho richiamato ieri sera Raffaelli dei ROS ma, per altri impegni, non aveva ancora
dato sequito alla richiesta.Gi ho fatto riavere i dati del contatto e mi ha assicurato
che avrebbe incaricato una delle sue persone.Speriamo facciano presto.
Marco

Il giorno 27/feb/2015, alle ore 11:06, Marco Valleri <m.valleri@hackingteam.com>
ha scritto:
Ok grazie, facci sapere

Marco Valleri
CTO

Sent from my mobile.

Da: Marco Bettini

Inviato: Friday, February 27, 2015 11:05 AM

A: Marco Valleri

Cc: Fabio Busatto; Ivan Speziale; Antonio Mazzeo
Oggetto: R: Kailax

Ciao,
Devo chiamarlo lunedi
Marco

Marco Bettini
Sales Manager


https://wikileaks.org/hackingteam/emails/emailid/35148#email_body
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Sent from my mobile.

Da: Marco Valleri

Inviato: Friday, February 27, 2015 11:03 AM

A: Marco Bettini

Cc: Fabio Busatto; Ivan Speziale; Antonio Mazzeo
Oggetto: Kailax

Ciao Marco, abbiamo un’idea di quali siano le tempistiche dei ROS per 'acquisizione?

Marco Valleri
CTO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: m.valleri@hackingteam.com

mobile: +39 3488261691
phone: +39 0229060603

Re: Kailax

Email-ID 233262

Date 2015-03-04 09:37:03 UTC

From m.bettini@hackingteam.com

To marco, marco, fabio, ivan, antonio, giancarlo

o Email Body

¢ Raw Email
Ciao,
ho richiamato ieri sera Raffaelli dei ROS ma, per altri impegni, non aveva ancora
dato seguito alla richiesta.Gi ho fatto riavere i dati del contatto e mi ha assicurato
che avrebbe incaricato una delle sue persone.Speriamo facciano presto.
Marco


https://wikileaks.org/hackingteam/emails/emailid/233262#email_body
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Il giorno 27/feb/2015, alle ore 11:06, Marco Valleri <m.valleri@hackingteam.com>
ha scritto:
Ok grazie, facci sapere

Marco Valleri
CTO

Sent from my mobile.

Da: Marco Bettini

Inviato: Friday, February 27, 2015 11:05 AM

A: Marco Valleri

Cc: Fabio Busatto; Ivan Speziale; Antonio Mazzeo
Oggetto: R: Kailax

Ciao,
Devo chiamarlo lunedi

Marco
Marco Bettini
Sales Manager

Sent from my mobile.

Da: Marco Valleri

Inviato: Friday, February 27, 2015 11:03 AM

A: Marco Bettini

Cc: Fabio Busatto; Ivan Speziale; Antonio Mazzeo
Oggetto: Kailax

Ciao Marco, abbiamo un’idea di quali siano le tempistiche dei ROS per l'acquisizione?

Marco Valleri
CTO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: m.valleri@hackingteam.com
mobile: +39 3488261691
phone: +39 0229060603



R: Re: Kailax

Email- 31200
ID

Date 2015-03-04 09:55:12 UTC
From m.valleri@hackingteam.com

To m.bettini@hackingteam.com, f.busatto@hackingteam.com,
i.speziale@hackingteam.com, a.mazzeo@hackingteam.com,
g.russo@hackingteam.com

o Email Body

e Raw Email
Perfetto, grazie

Marco Valleri
CTO

Sent from my mobile.

Da: Marco Bettini

Inviato: Wednesday, March 04, 2015 10:37 AM

A: Marco Valleri

Cc: Marco Bettini; Fabio Busatto; Ivan Speziale; Antonio Mazzeo; Giancarlo Russo
Oggetto: Re: Kailax

Ciao,

ho richiamato ieri sera Raffaelli dei ROS ma, per altri impegni, non aveva ancora
dato seguito alla richiesta.Gi ho fatto riavere i dati del contatto e mi ha assicurato
che avrebbe incaricato una delle sue persone.Speriamo facciano presto.

Marco

Il giorno 27/feb/2015, alle ore 11:06, Marco Valleri <m.valleri@hackingteam.com>
ha scritto:
Ok grazie, facci sapere

Marco Valleri
CTO

Sent from my mobile.

Da: Marco Bettini
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Inviato: Friday, February 27, 2015 11:05 AM

A: Marco Valleri

Cc: Fabio Busatto; Ivan Speziale; Antonio Mazzeo
Oggetto: R: Kailax

Ciao,
Devo chiamarlo lunedi

Marco

Marco Bettini
Sales Manager

Sent from my mobile.

Da: Marco Valleri

Inviato: Friday, February 27, 2015 11:03 AM

A: Marco Bettini

Cc: Fabio Busatto; Ivan Speziale; Antonio Mazzeo
Oggetto: Kailax

Ciao Marco, abbiamo un’idea di quali siano le tempistiche dei ROS per |I'acquisizione?

Marco Valleri
CTO

Hacking Team

Milan Singapore Washington DC
www.hackingteam.com

email: m.valleri@hackingteam.com

mobile: +39 3488261691
phone: +39 0229060603

HT SOW .docx

Email- 20948
ID

Date 2015-05-21 18:00:35 UTC



From p.stolwerk@providenceitf.com

To p.vinci@hackingteam.com, g.russo@hackingteam.com,
m.davies@providenceitf.com, s.minto@providenceitf.com

Attached Files

# Filename Size
9670 HT SOW .docx 6.1KiB
9671 ATT00001.htm 8498

o Email Body

e Raw Email
Hi Giancarlo and Philippe,
Attached a SOW proposal from Kailax for the design/development of a unique
version of the unlocker/ucap for HackingTeam.
This will be a new developped product and exclusively will be delivered/developed for
Hackingteam.
Please read it through and I look forward on hearing your commentsand questions.
We can discuss this at ISS but also feel free to reach out to me this coming week (I
will be on EST as I am washingthon next week)

Fwd: HT SOW .docx

Email-ID 46556
Date 2015-05-28 09:27:16 UTC

From g.russo@hackingteam.com


https://wikileaks.org/hackingteam/emails/fileid/20948/9670
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To d.vincenzetti@hackingteam.it

Attached Files

# Filename Size
21399 ATT00001.htm 849B
21400 HT SOW .docx 86.2KiB

o Email Body

e Raw Email
Fyi, la societa inglese che rivende il prodotto unlocker israeliano.

1) offerta per svilupparne uno custom nostro

2) offerta: ora sono disponibili a vendercene uno per i nostri clienti. Settimana
prossima magari lo compriamo per i clienti italiani......

-------- Forwarded Message -------- Subject: HT SOW .docx Date: Thu, 21 May 2015
18:00:35 +0000 From: Peter Stolwerk <p.stolwerk@providenceitf.com> To: Philippe
Vinci <p.vinci@hackingteam.com>, Giancarlo Russo <g.russo@hackingteam.com>
CC: Michael davies <m.davies@providenceitf.com>, Steve Minto
<s.minto@providenceitf.com>

Hi Giancarlo and Philippe,

Attached a SOW proposal from Kailax for the design/development of a unique
version of the unlocker/ucap for HackingTeam.

This will be a new developped product and exclusively will be delivered/developed for
Hackingteam.

Please read it through and I look forward on hearing your commentsand questions.
We can discuss this at ISS but also feel free to reach out to me this coming week (I
will be on EST as I am washingthon next week)

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
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www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

Re: HT SOW .docx

Email-ID 128038

Date 2015-05-28 09:30:37 UTC
From d.vincenzetti@hackingteam.com
To g.russo@hackingteam.com, d.vincenzetti@hackingteam.it

o Email Body

¢ Raw Email
Potrebbe funzionare. Ne parliamo in taxi?
David Vincenzetti
CEO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: d.vincenzetti@hackingteam.com

mobile: +39 3494403823
phone: +39 0229060603

On May 28, 2015, at 5:27 PM, Giancarlo Russo <g.russo@hackingteam.com> wrote:
Fyi, la societa inglese che rivende il prodotto unlocker israeliano.
1) offerta per svilupparne uno custom nostro

2) offerta: ora sono disponibili a vendercene uno per i nostri clienti. Settimana
prossima magari lo compriamo per i clienti italiani......

———————— Forwarded Message -------- Subject: HT SOW .docx Date: Thu, 21 May 2015
18:00:35 +0000 From: Peter Stolwerk <p.stolwerk@providenceitf.com> To: Philippe
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Vinci <p.vinci@hackingteam.com>, Giancarlo Russo <g.russo@hackingteam.com>
CC: Michael davies <m.davies@providenceitf.com>, Steve Minto
<s.minto@providenceitf.com>

Hi Giancarlo and Philippe,

Attached a SOW proposal from Kailax for the design/development of a unique
version of the unlocker/ucap for HackingTeam.

This will be a new developped product and exclusively will be delivered/developed for
Hackingteam.

Please read it through and I look forward on hearing your commentsand questions.
We can discuss this at ISS but also feel free to reach out to me this coming week (I
will be on EST as I am washingthon next week)

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

<HT SOW .docx>

Best regards,

Peter StolwerkCo-Owner & COO Providence Grouphttp://www.providenceitf.com/
sent from my Iphone

Re: HT SOW .docx

Email-ID 43964

Date 2015-05-28 09:31:06 UTC
From d.vincenzetti@hackingteam.com
To g.russo@hackingteam.com, d.vincenzetti@hackingteam.it

o Email Body

¢ Raw Email
Potrebbe funzionare. Ne parliamo piu’ tardi che ho delle cose da chiederti?

David

David Vincenzetti
CEO
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Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: d.vincenzetti@hackingteam.com
mobile: +39 3494403823
phone: +39 0229060603

On May 28, 2015, at 5:27 PM, Giancarlo Russo <g.russo@hackingteam.com> wrote:
Fyi, la societa inglese che rivende il prodotto unlocker israeliano.

1) offerta per svilupparne uno custom nostro

2) offerta: ora sono disponibili a vendercene uno per i nostri clienti. Settimana
prossima magari lo compriamo per i clienti italiani......

-------- Forwarded Message -------- Subject: HT SOW .docx Date: Thu, 21 May 2015
18:00:35 +0000 From: Peter Stolwerk <p.stolwerk@providenceitf.com> To: Philippe
Vinci <p.vinci@hackingteam.com>, Giancarlo Russo <g.russo@hackingteam.com>
CC: Michael davies <m.davies@providenceitf.com>, Steve Minto
<s.minto@providenceitf.com>

Hi Giancarlo and Philippe,

Attached a SOW proposal from Kailax for the design/development of a unique
version of the unlocker/ucap for HackingTeam.

This will be a new developped product and exclusively will be delivered/developed for
Hackingteam.

Please read it through and I look forward on hearing your commentsand questions.
We can discuss this at ISS but also feel free to reach out to me this coming week (I
will be on EST as I am washingthon next week)

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

<HT SOW .docx>
Best regards,

Peter StolwerkCo-Owner & COO Providence Grouphttp://www.providenceitf.com/
sent from my Iphone

Re: HT SOW .docx



Email-ID 176692

Date 2015-05-28 09:31:06 UTC
From d.vincenzetti@hackingteam.com
To giancarlo, d.vincenzetti@hackingteam.it

o Email Body

¢ Raw Email
Potrebbe funzionare. Ne parliamo piu’ tardi che ho delle cose da chiederti?

David
David Vincenzetti
CEO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: d.vincenzetti@hackingteam.com
mobile: +39 3494403823
phone: +39 0229060603

On May 28, 2015, at 5:27 PM, Giancarlo Russo <g.russo@hackingteam.com> wrote:
Fyi, la societa inglese che rivende il prodotto unlocker israeliano.

1) offerta per svilupparne uno custom nostro

2) offerta: ora sono disponibili a vendercene uno per i nostri clienti. Settimana
prossima magari lo compriamo per i clienti italiani......

-------- Forwarded Message -------- Subject: HT SOW .docx Date: Thu, 21 May 2015
18:00:35 +0000 From: Peter Stolwerk <p.stolwerk@providenceitf.com> To: Philippe
Vinci <p.vinci@hackingteam.com>, Giancarlo Russo <g.russo@hackingteam.com>
CC: Michael davies <m.davies@providenceitf.com>, Steve Minto
<s.minto@providenceitf.com>

Hi Giancarlo and Philippe,

Attached a SOW proposal from Kailax for the design/development of a unique
version of the unlocker/ucap for HackingTeam.

This will be a new developped product and exclusively will be delivered/developed for
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Hackingteam.

Please read it through and I look forward on hearing your commentsand questions.
We can discuss this at ISS but also feel free to reach out to me this coming week (I
will be on EST as I am washingthon next week)

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

<HT SOW .docx>
Best regards,

Peter StolwerkCo-Owner & COO Providence Grouphttp://www.providenceitf.com/
sent from my Iphone

Re: HT SOW .docx

Email-ID 47116

Date 2015-06-03 07:17:54 UTC
From g.russo@hackingteam.com
To peter, philippe, michael, steve

o Email Body

e Raw Email
Hi Peter,

sorry for the delay of my reply. I guess you are in Prague, unfortunately I am not
attending however you will meet Philippe and other guys of the team

Regarding the SOW proposal, It is of course interesting however it is a considerable
investment we should evaluate according to the actual attractiveness for our clients.
We are going to analyze and elaborate more in the next weeks regarding this
project.

On a side note, as I mentioned weeks ago we have already one client interested in
getting 1 unlocker. How can we proceed on this topic?

thanks
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Giancarlo

On 5/21/2015 8:00 PM, Peter Stolwerk wrote:

Hi Giancarlo and Philippe,

Attached a SOW proposal from Kailax for the design/development of a unique
version of the unlocker/ucap for HackingTeam.

This will be a new developped product and exclusively will be delivered/developed for
Hackingteam.

Please read it through and I look forward on hearing your commentsand questions.
We can discuss this at ISS but also feel free to reach out to me this coming week (I
will be on EST as I am washingthon next week)

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

Re: HT SOW .docx

Email- 732142
ID

Date 2015-06-03 07:17:54 UTC
From g.russo@hackingteam.com

To p.stolwerk@providenceitf.com, p.vinci@hackingteam.com,
m.davies@providenceitf.com, s.minto@providenceitf.com

o Email Body

e Raw Email
Hi Peter,

sorry for the delay of my reply. I guess you are in Prague, unfortunately I am not
attending however you will meet Philippe and other guys of the team

Regarding the SOW proposal, It is of course interesting however it is a considerable
investment we should evaluate according to the actual attractiveness for our clients.
We are going to analyze and elaborate more in the next weeks regarding this
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project.

On a side note, as I mentioned weeks ago we have already one client interested in
getting 1 unlocker. How can we proceed on this topic?

thanks

Giancarlo

On 5/21/2015 8:00 PM, Peter Stolwerk wrote:

Hi Giancarlo and Philippe,

Attached a SOW proposal from Kailax for the design/development of a unique
version of the unlocker/ucap for HackingTeam.

This will be a new developped product and exclusively will be delivered/developed for
Hackingteam.

Please read it through and I look forward on hearing your commentsand questions.
We can discuss this at ISS but also feel free to reach out to me this coming week (I
will be on EST as I am washingthon next week)

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

Re: HT SOW .docx

Email- 20474
ID

Date 2015-06-03 10:23:36 UTC
From p.stolwerk@providenceitf.com

To g.russo@hackingteam.com, p.vinci@hackingteam.com,
m.davies@providenceitf.com, s.minto@providenceitf.com

o Email Body

e Raw Email
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Hi Giancarlo,

Thank you for the update.

I will speak to the guys here as I have some goods news about the Netherlands for
your products.

Regarding the unlocker. If you have a customer then we can quote you and sell it to
you. Would you be able to tell us the country where it will be shipped to?

Met vriendelijke groet, Best regards,

Peter Stolwerk Co-Owner & COO Providence Group http://www.providenceitf.com/
sent from my Iphone

Op 3 jun. 2015 om 09:17 heeft Giancarlo Russo <g.russo@hackingteam.com> het
volgende geschreven:

Hi Peter,

sorry for the delay of my reply. I guess you are in Prague, unfortunately I am not
attending however you will meet Philippe and other guys of the team

Regarding the SOW proposal, It is of course interesting however it is a considerable
investment we should evaluate according to the actual attractiveness for our clients.
We are going to analyze and elaborate more in the next weeks regarding this
project.

On a side note, as I mentioned weeks ago we have already one client interested in
getting 1 unlocker. How can we proceed on this topic?

thanks

Giancarlo

On 5/21/2015 8:00 PM, Peter Stolwerk wrote:

Hi Giancarlo and Philippe,

Attached a SOW proposal from Kailax for the design/development of a unique
version of the unlocker/ucap for HackingTeam.

This will be a new developped product and exclusively will be delivered/developed for
Hackingteam.

Please read it through and I look forward on hearing your commentsand questions.
We can discuss this at ISS but also feel free to reach out to me this coming week (I
will be on EST as I am washingthon next week)

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

Re: HT SOW .docx



Email-ID 47944

Date 2015-06-03 12:37:07 UTC
From g.russo@hackingteam.com
To peter, philippe, michael, steve

o Email Body

¢ Raw Email
Very good news, I hope to visit you in the Netherlands very soon!

Regarding the unlocker, It is for an Italian law enforcement army ( I also provide the
name to Max months ago).

Giancarlo

On 6/3/2015 12:23 PM, Peter Stolwerk wrote:

Hi Giancarlo,

Thank you for the update.

I will speak to the guys here as I have some goods news about the Netherlands for
your products.

Regarding the unlocker. If you have a customer then we can quote you and sell it to
you. Would you be able to tell us the country where it will be shipped to?

Met vriendelijke groet, Best regards,

Peter Stolwerk Co-Owner & COO Providence Group http://www.providenceitf.com/
sent from my Iphone

Op 3 jun. 2015 om 09:17 heeft Giancarlo Russo <g.russo@hackingteam.com> het
volgende geschreven:

Hi Peter,

sorry for the delay of my reply. I guess you are in Prague, unfortunately I am not
attending however you will meet Philippe and other guys of the team

Regarding the SOW proposal, It is of course interesting however it is a considerable
investment we should evaluate according to the actual attractiveness for our clients.
We are going to analyze and elaborate more in the next weeks regarding this
project.

On a side note, as I mentioned weeks ago we have already one client interested in
getting 1 unlocker. How can we proceed on this topic?

thanks
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Giancarlo

On 5/21/2015 8:00 PM, Peter Stolwerk wrote:

Hi Giancarlo and Philippe,

Attached a SOW proposal from Kailax for the design/development of a unique
version of the unlocker/ucap for HackingTeam.

This will be a new developped product and exclusively will be delivered/developed for
Hackingteam.

Please read it through and I look forward on hearing your commentsand questions.
We can discuss this at ISS but also feel free to reach out to me this coming week (I
will be on EST as I am washingthon next week)

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

Re: HT SOW .docx

Email- 731495
ID

Date 2015-06-03 12:37:07 UTC
From g.russo@hackingteam.com

To p.stolwerk@providenceitf.com, p.vinci@hackingteam.com,
m.davies@providenceitf.com, s.minto@providenceitf.com

o Email Body

¢ Raw Email
Very good news, I hope to visit you in the Netherlands very soon!

Regarding the unlocker, It is for an Italian law enforcement army ( I also provide the
name to Max months ago).
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Giancarlo

On 6/3/2015 12:23 PM, Peter Stolwerk wrote:

Hi Giancarlo,

Thank you for the update.

I will speak to the guys here as I have some goods news about the Netherlands for
your products.

Regarding the unlocker. If you have a customer then we can quote you and sell it to
you. Would you be able to tell us the country where it will be shipped to?

Met vriendelijke groet, Best regards,

Peter Stolwerk Co-Owner & COO Providence Group http://www.providenceitf.com/
sent from my Iphone

Op 3 jun. 2015 om 09:17 heeft Giancarlo Russo <g.russo@hackingteam.com> het
volgende geschreven:

Hi Peter,

sorry for the delay of my reply. I guess you are in Prague, unfortunately I am not
attending however you will meet Philippe and other guys of the team

Regarding the SOW proposal, It is of course interesting however it is a considerable
investment we should evaluate according to the actual attractiveness for our clients.
We are going to analyze and elaborate more in the next weeks regarding this
project.

On a side note, as I mentioned weeks ago we have already one client interested in
getting 1 unlocker. How can we proceed on this topic?

thanks

Giancarlo

On 5/21/2015 8:00 PM, Peter Stolwerk wrote:

Hi Giancarlo and Philippe,

Attached a SOW proposal from Kailax for the design/development of a unique
version of the unlocker/ucap for HackingTeam.

This will be a new developped product and exclusively will be delivered/developed for
Hackingteam.

Please read it through and I look forward on hearing your commentsand questions.
We can discuss this at ISS but also feel free to reach out to me this coming week (I
will be on EST as I am washingthon next week)

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603



-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

Re: HT SOW .docx

Email- 62362
ID

Date 2015-06-03 13:32:18 UTC
From p.stolwerk@providenceitf.com

To g.russo@hackingteam.com, p.vinci@hackingteam.com,
m.davies@providenceitf.com, s.minto@providenceitf.com

o Email Body

e Raw Email
Hi Giancarlo,
Thanks for the customer info. No issues there, so please let me know if you need a
quote from us and if this is for the unlocker and ucap. And off course the quantity.
We will meet in the netherlands soon :)
Met vriendelijke groet, Best regards,
Peter Stolwerk Co-Owner & COO Providence Group http://www.providenceitf.com/
sent from my Iphone
Op 3 jun. 2015 om 14:36 heeft Giancarlo Russo <g.russo@hackingteam.com> het
volgende geschreven:

Very good news, I hope to visit you in the Netherlands very soon!

Regarding the unlocker, It is for an Italian law enforcement army ( I also provide the
name to Max months ago).

Giancarlo

On 6/3/2015 12:23 PM, Peter Stolwerk wrote:

Hi Giancarlo,

Thank you for the update.

I will speak to the guys here as I have some goods news about the Netherlands for
your products.

Regarding the unlocker. If you have a customer then we can quote you and sell it to
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you. Would you be able to tell us the country where it will be shipped to?

Met vriendelijke groet, Best regards,

Peter Stolwerk Co-Owner & COO Providence Group http://www.providenceitf.com/
sent from my Iphone

Op 3 jun. 2015 om 09:17 heeft Giancarlo Russo <g.russo@hackingteam.com> het
volgende geschreven:

Hi Peter,

sorry for the delay of my reply. I guess you are in Prague, unfortunately I am not
attending however you will meet Philippe and other guys of the team

Regarding the SOW proposal, It is of course interesting however it is a considerable
investment we should evaluate according to the actual attractiveness for our clients.
We are going to analyze and elaborate more in the next weeks regarding this
project.

On a side note, as I mentioned weeks ago we have already one client interested in
getting 1 unlocker. How can we proceed on this topic?

thanks

Giancarlo

On 5/21/2015 8:00 PM, Peter Stolwerk wrote:

Hi Giancarlo and Philippe,

Attached a SOW proposal from Kailax for the design/development of a unique
version of the unlocker/ucap for HackingTeam.

This will be a new developped product and exclusively will be delivered/developed for
Hackingteam.

Please read it through and I look forward on hearing your commentsand questions.
We can discuss this at ISS but also feel free to reach out to me this coming week (I
will be on EST as I am washingthon next week)

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603

Re: HT SOW .docx



Email-ID 1049524

Date 2015-06-08 16:36:05 UTC
From p.stolwerk@providenceitf.com
To g.russo@hackingteam.com

o Email Body

¢ Raw Email
Hi Giancarlo,
I will arrange that you have this quote tomorrow.
Enjoy your evening!

Met vriendelijke groet, Best regards,

Peter Stolwerk Co-Owner & COO Providence Group http://www.providenceitf.com/
sent from my Iphone

Op 8 jun. 2015 om 17:21 heeft Giancarlo Russo <g.russo@hackingteam.com> het
volgende geschreven:

Hi Peter,

we will start providing one tool, inlcuding UCAP for our italian client. Looking forward
to receive your quote,

Giancarlo

On 6/3/2015 3:32 PM, Peter Stolwerk wrote:

Hi Giancarlo,

Thanks for the customer info. No issues there, so please let me know if you need a
quote from us and if this is for the unlocker and ucap. And off course the quantity.
We will meet in the netherlands soon :)

Met vriendelijke groet, Best regards,

Peter Stolwerk Co-Owner & COO Providence Group http://www.providenceitf.com/
sent from my Iphone

Op 3 jun. 2015 om 14:36 heeft Giancarlo Russo <g.russo@hackingteam.com> het
volgende geschreven:

Very good news, I hope to visit you in the Netherlands very soon!
Regarding the unlocker, It is for an Italian law enforcement army ( I also provide the

name to Max months ago).

Giancarlo
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On 6/3/2015 12:23 PM, Peter Stolwerk wrote:

Hi Giancarlo,

Thank you for the update.

I will speak to the guys here as I have some goods news about the Netherlands for
your products.

Regarding the unlocker. If you have a customer then we can quote you and sell it to
you. Would you be able to tell us the country where it will be shipped to?

Met vriendelijke groet, Best regards,

Peter Stolwerk Co-Owner & COO Providence Group http://www.providenceitf.com/
sent from my Iphone

Op 3 jun. 2015 om 09:17 heeft Giancarlo Russo <g.russo@hackingteam.com> het
volgende geschreven:

Hi Peter,

sorry for the delay of my reply. I guess you are in Prague, unfortunately I am not
attending however you will meet Philippe and other guys of the team

Regarding the SOW proposal, It is of course interesting however it is a considerable
investment we should evaluate according to the actual attractiveness for our clients.
We are going to analyze and elaborate more in the next weeks regarding this
project.

On a side note, as I mentioned weeks ago we have already one client interested in
getting 1 unlocker. How can we proceed on this topic?

thanks

Giancarlo

On 5/21/2015 8:00 PM, Peter Stolwerk wrote:

Hi Giancarlo and Philippe,

Attached a SOW proposal from Kailax for the design/development of a unique
version of the unlocker/ucap for HackingTeam.

This will be a new developped product and exclusively will be delivered/developed for
Hackingteam.

Please read it through and I look forward on hearing your commentsand questions.
We can discuss this at ISS but also feel free to reach out to me this coming week (I
will be on EST as I am washingthon next week)

-- Giancarlo Russo COO Hacking Team Milan Singapore Washington DC
www.hackingteam.com email: g.russo@hackingteam.com mobile: +39 3288139385
phone: +39 02 29060603
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