



















































































Network-to-router meta-data. For example: red hosts, when sending out data to the black network, must
query the ethernet address of the router by sending out ARP requests (or NDP messages in IPv6). These
messages must travel in plain-text to the router. However, they must not contain any data that can be
construed as a plain-text channel by an adversary.

User/application-level access ro the router. There are times when we must configure or read information
from the *near-black’ network. That is the network that sits between our security device and the vehicle
border; essentially the MANET router and the communications antennae.

Thirdly — the Payload Encryptor must also 'play well' with the other elements in our communication-chain.
Therefore we must be:

Minimizing overhead. Since we're specializing in the field of arial communications, bandwidth is a luxury,
and we want to maximally reduce our cryptographic overhead (obviously at the price of lowering the
expected strength of our security parameters, who need size to be effective). The way in which this is done,
is tunable: not only do we offer three separate tunnel-modes, a user can specify different values for all sizes
of cryptographic parameters being used.

Sensitive to traffic requirements. QoS-fields must be promulgated when necessary, replaced with zero-bits
when not. In this way, we can secure leakage to the best of our abilities, yet be cooperative when we should
be. For this purpose, our security device can be configured with dynamic rules, that determine how specific
traffic is handled.

IPv6 ready. Many networks are switching over to [Pv6. In the situations we deal with, this makes sense: IPv6
'roams’ much better than IPv4. Many devices however, still only support IPv4. For this reason, we also
support transitioning between the two protocals.

4.2.5 Security Risks

4.2.5.1 Header Leaks

In payload encryption, the potential to leak exists only in the IP header; all the rest is encrypted chaos to an
attacker, looking to see what's going on on the trusted side. Fields within the header are subdivided in the
following characteristics with respect to their sensitivity to leaking:

Not sensitive at all. The first byte of an IPv4 header (containing IP-version and IHL), the ID- and
fragmentation-fields, as well as the IP-protocol and checksum-fields, are not sensitive at all to leaking. They
are either absorbed and replaced with whitespace or unpredictable but deterministic values, or non-sensical
when used as a channel for leaking.

Intrinsically limited. The packet- or payload-length field is intrinsically limited by two phenomena: the fact
that it cannot possibly exceed the Maximum Transfer Unit or MTU (or be any smaller than twenty, in the
case of [Pv4), and the fact that it has to match the underlying (ethernet) length. Also, that it must correlate
(when using TCP or UDP) with the further given packet lengths and checksums in higher-level protocols.

Properly limitable by circumscription. The QoS-bits and source-address fields can be narrowly defined in the
crypto unit's rule-engine. Using these rules, the damage that tweaking these fields could cause, can be greatly
diminished. It's quite likely that the amount of hosts on the trusted side of the Payload Encryptor is below ten
or not far above it. It's also quite likely that the amount of permutations of the QoS-field's bits is somewhere
around the same number (most methods leave room for about sixteen permutations /Ref 13/). With regards to
source-address leaking, also bear in mind that the Payload Encryptor supports NAT, a method by which one
can hide multiple source-addresses behind one source-address.
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Degrading with disiance. Finally, the IP destination-address field, as well as the TTL- or hop-limit-field, are
the biggest potential leaks. The former because even though a packet's destination can be circumscribed, its
circumscription will probably have to be 'roomy', the latier because any value (except zero and one) is good.
However, in both cases, their value as a channel for an attacker degrades with distance: the destination-
address field because packets will start to elude him with more routers in the way, the TTL- (or hop-
limit-)field because an attacker will have no way to predict the amount of hops between him and the original
host. Especially in multiple- and dynamic-routing set-ups such as MANETS.

In conclusion, we propose that given our set-up, a certain amount of leakage potential is inevitable, but that it
can be reasonably protected against by 1) closely defining the networks on both sides in rule-sets. Also that
generally, for the most sensitive fields, 2) leaking potential decreases rapidly with distance; packets either
become unroutable and therefore never reach an attacker, or change unrecognizably and become useless to
an attacker.

4.2.5.2 Packet Length Leaks

There have been some remarkable attacks on network-systems in the last few years, that focus on packet
length. For example, it turned out that spoken phrases could be deduced from encrypted, low-latency VolP
packets, purely by examining their packet lengths /ref /4]. To address this issue, we would like to state:

The Payload Encryptor provides padding. However, this is padding necessitated by the cryptographic
method used in only one of the three tunnel-modes (‘high speed'), and only provides padding of up to fifteen
bytes (which, in the example of VoIP packets, would be quite effective). But it wasn't intended as a security-
measure, and it could generally only be used poorly as such.

This issue must be resolved at the client. Our goal is overhead-reduction. While it could be possible to
introduce random padding as part of the tunnel protocols, or perhaps become VoIP-protocol aware, dis- and
re-assemble packets on the fly, we feel that this method is neither productive or future-proof. If clients wish
to protect themselves from such risks, they should pad their own packets (or, in the example of VoIP packets,
accept higher latencies).

4.2.5.3 Reduced Crypto Parameters

Reduced crypto parameters imply two types of attacks: the ones that allow an attacker to decipher data from
an intercepted stream. And those that enable him to inject newly fabricated packets into the stream that will
be authenticated correctly. You need the first to 'read' data, the second to ‘write' it. Theoretically, because we
allow for the shortening of our cryptographic parameters to gain a decrease of packet overhead, we should be
more vulnerable to those types of attacks.

But even given the (relatively short) size of our crypto parameters, we do not believe that brute force attacks
are feasible, especially when one considers the tactical use of our equipment, the advanced cryptography, the
rapid changing key-schedules and an extremely short validity of the data.

4.2.5.4 Replay

'Replay' means an attack to a system, by re-running a previously intercepted message by it again. Past
impressions of a certain state can be passed off, to the observer, as new, thus creating confusion. Imagine for
example, that position-data of a certain vehicle is passed off to another vehicle as current while it is not—a
perfect diversion. To protect against replay, systems must not allow previously processed messages to be
processed again. Replay detection, given the statelessness of our security device and the fact that many
messages will arrive late or out of order, cannot be implemented using a counter, as many implementations
rely on. Instead, the Payload Encryptor relies on time. It is vital that it knows the exact time, and for this we
employ many mechanisms, including hardware clocks, NTP and proprietary protocols.



4.2.5.5 Adequate and Timely Wiping (Zeroisation)

The Payload Encryptor can be 'rendered harmless' (that is, be unusable to an attacker to a degree) in many
ways; remotely — through a management interface at another site or close by (within the vehicle), or through
the use of buttons of the casing. We underestimate two 'stages' of zeroisation:

Key material wiping. This can be done even when the Payload Encryptor is 'cold' (not connected to any
power source). A dedicated piece of memory containing the key material to unlock the solid state will have
its gold-cap-powered power-circuit interrupted.

Total wiping. This requires an active wipe, and therefore can only be done when the Payload Encryptor is
'hot' (connected to a power source and booted). In this case, all solid state files will be erased from the
device.

4.2.5.6 Group-key Discovery

Because group-keys are used by everyone in a network, they are used a lot. A lot more than individual,
single-connection-based keys would be, and therefore they are more vulnerable to discovery. To mitigate
this, one would probably write a doctrine that obligated quicker cycling of such keys, but there are also a few
down-to-earth measures that one can take in the physical world:

IV's are never re-used. This is enforced network-wide, and across power-cycles of the device. IV's are kept
relatively short in standard payload encryption, for efficiency reasons. However, based on calculations that
assume a network speed of 100Mpbs and 21-byte (168 bit) packets (IPv4 header + 1 byte payload), it shows
that these relatively short 1V's still have a large life-span. Much larger anyway, than most doctrines would
proscribe the use of their associated, symmetric keys.

Remote exclusion and on-the-air re-keying. Using the management system of the Payload Encryptor, which
can communicate with all of them out in the field over an especially, and personally encrypted channel using
messages, one can 'remate control' our security device: one can zeroise it to level 'un-initialized' or even
make it lose all of its solid-state data, plus — one can provide all other units with a new key schedule.
Rigorous methods all in all, to ensure that a vehicle which is over-run, can never again speak to, or listen-in
on the others.

4.2.6 Multi-factor Authentication

The Payload Encryptor contains an encrypted solid-state that it needs ta function, for which it does not hold
the key itself. This is part of its security model; without this key, and in a 'cold' state, the Payload Encryptor
is useless. The key must be provided to it by a frusted party from the outside. Usually, it comes by such a key
in the form of smart-card memory, an entry on a key-pad, or both. This is called multi-factor authentication:
its (valid) user must provide more than one token to make it work properly, and a thief shall have to steal
more than one item in order to do the same.

The Payload Encryptor can be entrusted with a (USB-based) reader of such devices on the casing itself
however, it is in our minds a much more elegant solution to leave this to central, vehicle on-board computers.
Such a device would receive the smart-card, unlock it using a PIN and, using the management protocol, then
forwards a pre-signed and -encrypted message on it, to the Payload Encryptor. Such messages could also be
used by the same on-board computers to issue a central zeroisation command, for example.

4.2.7 Management

4.2.7.1 Security Management

The Payload Encryptor comes with a remote management protocol. This protocol can be addressed by
machines from inside the vehicle, but also by dedicated management systems, set up in fixed locations. The
management protocol, and therefore management devices, can interact with the Payload Encryptor in the
following way:
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Cause zeroisation. From a security standpoint, this is obviously extremely important; vehicles that have been
'overrun’ without time for proper procedure, can still be disabled this way.

On-the-air re-keying and configuration. Key-schedules, as well as running configuration are all a stored
inside a configuration database. Exactly what data can be configured, and by whom, is part of an extensive,
detailed access control scheme.

4.2.7.2 Other Management Protocols

The Payload Encryptor supports syslog and SNMPv1, which can be configured to send their messages both
to their own trusted segment (on-board computers), as well as another trusted segment, through a 'black'
tunnel (central management machines).

5 Business Benefits

To professional users of networks in the field, we offer a high-level security device optimized for use in
vehicle set-ups that enable everything that consumers of commercial solutions these days enjoy and more:

Integration with all IP-based applications. Transparency and support for all IP-based protocols end-to-end
ensure that you can connect to whomever you want, whenever you want to.

A security device that doesn't interfere with traffic. Meta-data overhead is kept to a minimum. Addressing is
left untouched. Quality-of-Service is guaranteed.

A security level that professionals require. A single device that immediately creates confidentiality at NATO
confidential' level for all your applications, for all your means of communication.

Availability. The connection stands when the path is there - no need for cryptographic sessions. Low
overhead implies less congestion.

A network that is future-proof. Using state-of-the-art crypto and IPv6 support throughout.

A solution that is cost-effective. Modular design and clever use of available networks drive costs down. A
single addressing scheme means that network-management does not befall to the crypto managers.

6 Future (and Alternative) Directions

6.1 A Family of Payload Encryptors

We envisage a product-family of Payload Encryption installations, that allow communications from vehicle-
based networks through to other, bordering, non-vehicle-based networks. 'Family-members' would not
necessarily have the same hardware- or security-requirements as they would not serve the same purpose.
However, we feel that the following additional set-ups would greatly enhance the usability of our
communication-chain:

A Payload Encryptor for level mission-secret. Our software version is likely to evaluated at level NATO
mission-confidential. This is enough for tactical data. For strategic and for feedback-data, mission-secret is
usually required. We are currently looking into the developing a Payload Encryptor with a hardware security
module, or HSM, which will allow it to be evaluated at secret level.

Land-based networks. Indispensable for operational control - the Payload Encryptor management station is
in effect already such a device. Other such devices would allow operators in army bases to manage
operations by monitoring positions, for example. Land-based set-ups are usually less constrained than those
in vehicles, and would probably not require much in the way of conversion, save for a 19-inch rack-mount.

Mobile devices for the dismounted soldier. Mobile devices usually have even less battery-power than
vehicles. A software-only version of the Payload Encryptor, installed on a modern, open, COTS, mobile
device, could extend the vehicle network even further out, and create a second-tier mesh: dismounted
soldiers communicate with their vehicles - their vehicles communicate with each other and their home base.
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6.2 Using L2 Radio Meshes.

In the commercial self-healing L2-radio-mesh market, there are several excellent off-the-shelf offerings
[ref8] [ref 9]. While our initial operating environment concentrated on L3 MANETs with its inherent
support for multicast and QoS, it makes sense to examine this path, especially as it is already deployed in
certain areas of emergency response.

6.3 Deployment in Protected Core Nefworks

Since availability (in our case: saving overhead and transparent QoS-handling) and security are founding
principles of the Payload Encryptor, and of Protected Core Networks (PCN) as envisioned by its NC3A
workgroup [Ref. 12], we are currently in the initial stages of setting up combined experiments with the
workgroup's Dutch representative (TNO) to include Payload Encryptors in their testing environment.

7 Summary

In this paper, we propose the idea of a modular IP network cryptographic tunneling device, to be placed in a
potentially polymorph, modular chain of devices, together to be used to achieve more ubiquitous network
connectivity for vehicles in the field. It can be implemented in any such set-up that uses [P. We think that the
Payload Encryptor, combining transparency, statelessness, low overhead and future-readiness is a good
alternative to many communications set-ups in vehicles today. More generally, we think that the surrounding
concept of pluggable applications and MANETSs provides an excellent solution to a problem that many
armies and first responders deal with nowadays: how to achieve cost-effective, ubiquitous, acceptable
networking conditions in the field, so that essential applications can be operated, and their service-level can
be aligned with today's needs.
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Network encryption in the field

The Fox SkyTale is a ruggedised hardware
VPN solution, developed for the military
mobile domain. The Fox SkyTale combines
an optimised network protocol with very low
overhead and support for multicast, with high

network performance of up to 100 Mbps. At

the network level it is transparent for IP traffic
(IPv4 and IPv6), so that existing network
equipment in vehicles can be used virtually
without reconfiguration. Partly as a result of
this transparency, the Fox SkyTale is extremely
easy fo use. The Fox SkyTale uses state-of-
the-art strong cryptography and is designed

to be suitable for use at NATO and national

Confidential levels.
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FOR A MORE SECURE SQCIETY
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The issue

To avoid dependence on radios, which provide bandwidth too limited for
madern applications, many military organisations are moving towards
communication solutions based on Mobile Ad hoc Networking (MANET).
Ina MANET, each participating vehicle potentially occupies a key pasition
in the network, and all vehicles cooperate to ensure maximum availabi-
lity of the network: for each transmission, the best route is chosen from
the available communications resources (SatCom, WiFi, Wired networks,
radios). Limited resources are combined into a constantly changing, but
always available, network. Vehicles in a MANET typically contain a chain
of devices to support the ad-hoc network functions, such as routing and up-

links. A key function in this chain is security of the communications.

Requirements and properties

The Fox SkyTale r is specifically designed to provide the cryptographic

security required in the dynamic and flexible environment of a MANET. As

part of the MANET chain, the Fox SkyTale ensures the security of com-
munications, regardless of the channel over which information is sent

or received. The most important requirements and properties of the Fox

SkyTale in the MANET chain are:

*  Simple and user-friendly for the end-user and operational mainte-
nance; the Fox SkyTale can be operated via the network (onboard
computers).

«  Suitable for use at NATO and national Confidential levels.

«  Transparent for |P and usable in a Mobile Ad hoc Network (MANET)
ta offer the flexibility to dynamically support various communications
media.

«  Extremely low overhead in cryptographic protocols, to allow use of
very low bandwidth channels; an overhead of 8 bytes per packet is
possible.

«  Support for multicast, to enable group communication.

< Future-proof, with strong cryptegraphy, IPv6 support, and planned
support for higher classification levels and protocals like HAIPE and/
or SCIP.

Management and integration

The Fox SkyTale is provided with a management system for administra-
tion and configuration. This system is designed for flexibility and can

used both in off-line scenarios (settings and key material are transferred
to the device on physical carriers, e.g. secure USB sticks), and in on-line
scenarios. The Fox SkyTale supports re-keying over the network (over-the-
air-rekeying, or OTAR) and it can be deactivated remotely (zeroisation). In
addition to the management system, Fox-IT offers a standard integration
and programming interface to control the Fox SkyTale, for example from
an onboard computer on a vehicle's internal network. A fine-grained
permission model allows precise control over authorisations, for example
controlling who is permitted to enable communications over the device.
Strong encryption of all management messages allows administration over
untrusted communication channels.

§/ FO -IT
FOR A MORE SECURE SOCIETY

Characteristics of the Fox SkyTale:

»  Easytoconfigure and operate

»  Suitable for use at NATO and national CONFIDENTIAL
levels

»  High throughput of up to 100MBit/s

»  Minimal, configurable packet overhead

» Transparentfor [P communications

*  Multicast support

o |Pv6 ready

»  State-of-the-art encryption iechnology

»  Off-line and on-line management using a standard
management system

s Flexible integration with existing systems

= Future-proof roadmap

Fox-IT

Fox-IT specializes in cyber defense, IT Security, lawful inter-
ception and digital forensics solutions, providing completely
secure, easy-to-use and automated products for data transport,
interpretation and archiving to dozens of government defense
and intelligence agencies, systems integrators and commercial
organizations worldwide. Fox-IT solutions maintain the security
of government systems up 1o “state secret level” sensitivity, criti-
cal infrastructure and process control networks and other highly
confidential data. The company also provides services including
IT security audits, digital forensicinvestigations, training pro-
grams and managed security services. Established in1999, Fox-IT

is based in'the Netherlands and works with trusted partners in
more than 20 countries.

contact

Fox-IT

Olof Palmestraat 6
2616 LM Delft
The Netherlands

P.0 Box 638
2600 AP Delft

+31(0)15 284 79 99
+31 (0)15 284 79 90
fox@fox-it.com




Van: R o)
Verzonden: insdag 19 april 2011 9:29

Aan:

Onderwerp: RE: Ter afstemming: nieuwsbericht

Dit dekt de lading goed, dank voor je inzet Zo — =tft het de Situatie goed
weer

Ik vond het des te actueler omdat ik op de fiets naar de=
gebeld werd en die had afgepoeierd ;-)

Verzonden: dinsdag 19 april 2011 9:27
Ban:
cC:
Onderwerp: RE: Ter afstemming: nieuwsbericht

"llen,

Dank voor jullie opmerkingen. Hopelijk kunnen we mst bi ga anle nieaye versie jullie
zorgen wegnemen. 1s het voor jullie zo akkoord?

Dank,
Groet,




vy, April 19, 2011 9:04 AM

ent: Tuesd
a]

=

Subject: RE: Ter afstemming: nieuwsbericht

Heren,

Wij herkennen ons nog steeds niet vol
genoemd wordt.
Graag overleg voor publicatie, mogelijk kunnen julli

gerichte aanpassing.

Groeten,

Fox=IT

Van: _@mncz nl]

Verzonden: dinsdag 19 april 2011 8:

doende in dit bericht, terwijl on

- R m——

Aan —

Onanrw. p: l'er afstemming: nieuwsbericht

ie onze zorgen nog wegnemen

Dank voor je reactie. Het lijkt me inderdaad niet goed de indruk te wekken

dat

rigdam

1

met esen

jullie

tot afgelopen week niet over deze thematiek nadachten. We hebben geprobeerd zoveel als
mogelijk je opmerking in het bericht te verwerken.

2zien en dat heeft bijgaande versie opgeleverd.
orden.

Directie Handelspolitiek & Globalisering

Directoraat voor de Buitenlandse Economische Betrekkingen Min
Zaken, Landbouw en Innovatie Bezuidenhoutseweg 20 |

De minis

isterie wvan
2584 AV | Den Haag

ter heeft het ook
Later vanmorgen zal het

Ec

onomi

nog
online gezet
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Van: N o x-it.com]

Verzonden: maandag 18 april 2011 11:27 }
Aan: R« W E 7 T TR ;'
ce: 10287 L VN ]

Onderwerp: RE: Ter afstemming: nieuwsbericht

Opvolgingsmarkering: Opvolgen
Markeringsstatus: Voltooid
Hallo allemaal,

Van onze kant moet ik toch wat moeilijk kijkende gezichten melden. Hoewel het een daadkrachtig
bericht is schetst het de indruk dat onze bedrijven voorafgaande aan het gesprek nog niet zo kritisch
waren over leveringen in landen met moeilijke situaties.

Dit beeld kwam ook al bij de oorspronkelijke beantwoording van de Kamervragen naar boven en wij
(Fox-IT) herkennen ons daar niet in.

Wij zouden een alinea zoals de volgende daarom waarderen:
Tijdens de bijeenkomst kon geconstateerd worden dat voornoemde

bedrijven zich reeds zeer bewust waren van het potentieel tot
misbruik en een leveringsbeleid voerden om dit te zo veel

mogelijk te voorkomen.

Voor het overige blijven wij het gevoel hebben dat een zalvende verklaring als nu voorgesteld mogelijk
juist meer zorgen genereert dan minder, maar ik kan me goed voorstellen dat de wens bestaat iets uit te
doen gaan.

Ik hoop van jullie te horen!

Groeten,
Van: minez.nl]
Verzonden: vrijdag 15 april 2011 13:50

Aan:
CcC:
Onderwerp: Ter afstemming: nieuwsbericht
Beste heren,

Nogmaals veel dank voor uw bereidheid om gisteren met ons te spreken over gebruik en misbruik van uw
technologie. Zoals besproken vindt u bijgaand een concept nieuwsbericht, dat wij naar aanleiding van de
bijeenkomst hebben opgesteld. Graag zouden wij dat de komende dagen willen publiceren, uiteraard na
uw instemming.

Ik verneem graag of u akkoord bent met dit bericht. Alvast veel dank voor uw spoedige reactie.

Met vriendelijke groet,

!IFEC!IE !an!elspo I!lEk & Globalisering

22-1-2013

%



Van: B o 7) (e @ox-it.com]

Verzonden: maandag 11 april 2011 10:19
Aan:
Onderwerp: internet filters bij foute regimes

Opvolgingsmarkering: Opvolgen
Markeringsstatus: Voltooid

Beste Maarten,

Ik kan zo snel de brief van de minister hierover niet vinden online. Kan jij hem doorsturen?

Voorts suggereert hij nu dat er bedrijven in NL zijn die filter software/hardware exporteren. Ik denk dat
dat niet juist is. Tappen wel, maar censureren gebeurt niet.

Groetjes,

FOX-IT

srents (s I stcunoy for @ more Secure society

-@fox—it‘com | m +31— LinkedIn | Twitter | Skype_

Olof Palmestraat 6, 2616 LM Delft, the Netherlands

22-1-2013
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Van: —@fox-it.co m]

Verzonden: vrijdag 25 november 2011 16:26

Aan: D26 L to S

Onderwerp: RE: Brief aan TK: Beantwoording Kamervragen over de export van interneffilters en
aftaptechnologie

Geen hezwaar. Voor zover dat bericht niet al binnen was gekomen ©

From: [ - e ]

Sent: maandag 21 november 2011 12:49
aay102e |
Subject: Brief aan TK: Beantwoording Kamervragen over de export van internetfilters en

aftaptechnologie
Importance: High

Geachte heren,

Zoals beloofd stuur ik u de conceptantwoorden op de Kamervragen over de export van
internettechnologie.

|

k wil u vragen om te bevestigen dat u akkoord kunt gaan met de vermelding van uw antwoorden zoals
verwoord in antwoord 3. |k heb de vrijheid genomen hier en daar een klein beetje te redigeren, maar heb
getracht uw antwoorden zoveel mogelijk intact te laten.

Zou u mij voor morgen 22 november 17:00 uur uw instemming of eventueel commentaar willen
melden?

Mocht ik voor die tijd niets van u horen, ga ik ervan uit dat u met deze verwoording in kunt stemmen.

Met vriendelijke groet,

Ministerie van Economische Zaken, Landbouw en Innovatie
Internationale Betrekkingen; Exportcontrole & Strategische Goederen

A Postbus 20101, 2500 EC Den Haag
T 070

v oo

F 070-379 7392

E I inez.nl

W www.rilksoverheid.nl/exportcontrole

Dit bericht kan informatie bevatten die niet voor u is bestemd. Indien u niet de
geadrasseerde bent of dit bericht abusievelijk aan u is toegszonden, wordt u
verzocht dat aan de afzender te malden en het berichl te verwljderen. De Stast
aanvaard! geen aansprakelijkheld voor schade, van welke aard ook, die verband
houdt mel risico's verbonden aan het elektronisch verzenden van berichten

This message may contain information that is not intended for you. If you are not
lhe addresses or if this message was sent lo you by mistake, you are requested to
inform the sender and delete the message. The State accepts no liability for
damage of any kind resulting from the risks inherent in the eleclronic

22-1-2013 Y A—
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van: [ oo it con]

Verzonden: donderdag 27 oktober 2011 14:59
Aan: [10F2- B |

Onderwerp: RE: Kamervragen over internetvrijheid
Tot 1530 uur dan.

From:
Sent: w ber 2011 19:51
To:
Cc:

Subject: RE: Kamervragen over internetvrijheid

Ik ben donderdag weer in het land, en zal u dan graag telefonisch te woord staan.
Fox-IT zelf is niet meer actief in de wereld van Lawful Interception dus ik vermoed
dat de beantwoording zeer beperkt kan blijven.

Daar waar het gaat om de rol van NetScout verwijs ik u terug naar|jika

IEEEREN - - cczien hij nu werkt voor FoxReplay BV datin eigendom is van
NetScout.

From: minez.n|

Sent: vrijdag 21 oktober 2011 13:59
To: (Fox-IT)
Cc:

Subject: FW: Kamervragen over internetvrijheid

Geachte heer[lEl

Zojuist sprak ik vrij uitgebreid met uw voormalig collega, dhm die mij uitlegde dat de
betreffende afdeling van Fox-IT inmiddels is overgenomen aoor net Amerkaanse bedrijf NetScout,

waardoor hij niet meer voor Fox-IT kon spreken.

Ik begreep dat hij u zelf ook gesproken had, dus kan ik deze introducerende mail waarschijnlijk vrij kort
houden.

Ik hoop dat Fox-IT ook medewerking wil verlenen bij het beantwoordenvan deze Kamervragen (zie
bijlage).

Indien u daar prijs op stelt, kunnen we elkaar misschien ook telefonischeven spreken..

Met vriendelijke groet,

22-1-2013



Ministerie van Economische Zaken, Landbouw en Innovatie

Internationale Betrekkinien; Exportcontrole & Strategische Goederen

A Postbus 20101, 2500 EC Den Haag
T

M
F 070 - 379 7392
NG ez 0l

W www.riiksoverheid.nl/exportcontrole

van: I
Verzonden: dinsdag 18 oktober 2011 17:44

Aan:
CC:

Onderwerp: Kamervragen over internetvrijheid

Geachte heren NG

Eerder dit jaar sprak u met mijn collegas GG - < et risico dat bepaalde
technologie gebruikt wordt voor het beperken van internetvrijheid. De heer [ IEISEM hecft ons ministerie
inmiddels verlaten voor een baan bij de VN, vandaar dat ik even contact met u zoek.

Zoals u weet is de Tweede Kamer erg geinteresseerd in dit onderwerp, wat blijkt uit het feit dat er onlangs
een aantal vragen zijn gesteld door Groen Links. (zie bijlage)

Ik zou graag van u horen of er initiatieven zijn die u heeft genomen sinds het gesprek op het ministerie van
ELI, die we zouden kunnen gebruiken bij het beantwoorden van deze vragen?

Alvast bedankt voor uw medewerking,

Vriendeli'lke iroetl

Ministerie van Economische Zaken, Landbouw en Innovatie

Internationale Betrekkinien; Exportcontrole & Strategische Goederen

A Postbus 20101, 2500 EC Den Haag
E I ) incz.nl

W www.rijksoverheid.nl/exportcantrole

Dit bericht kan informatie bevatten die niet voor u is bestemd  Indien u niet de
geadressesrde bent of dit bericht abusievelijk aan u is toegezonden, wordt u
verzocht dat aan de afzender te melden en het berichl te verwijderen De Stast
aanvaardt geen aansprakelijkheid voor schade, van welke aard ook, die verband
houdt met risica's verbonden aan het elektronisch verzenden van berichtan

This message may conlain information that is not intended for you. If you are not
the addressee or if this message was senl to you by mistake, you are requested to
inform the sender and delete the message. The Stale accepts no lizbility for
damage of any kind resulting from the risks inherent in the electronic

transmission of messages

Bezoekl u het kerndepartement van het Ministerie van
Economisches Zaken, Landbouw en Innovatie?

Houd er dan rekening mee dat u een geldig

identiteitsbewijs (paspoort, ID-kaart of rijbewijs) dient

te tonen. Indien u bij de receptie geen geldig identiteitsbewijs

kunt tonen, wordt u geen toegang verleend. Legitimatiebewijzen

en toegangspassen van anders organisalies worden niet geacceptzerd

22-1-2013
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From: 1026 |

Subject: FW: SkyTale informatie
Date: donderdag 13 juni 2013 14:17:21

v I . o)
Verzonden: donderdag 25 oktober 2012 17:10

Aan

ce:
Onderwerp: RE: SkyTale informatie

On Fri, 2012-10-19 at 13:27 +0000 | N v:ote:

>

> Voor wat betreft jullie wens om (een variant van) de skytale te vermarkten aan een specifieke afnemer, het
volgende:

>

> Het product is vergunningplichtig. Vervolgens is er de vraag onder welke lijst of artikel. Iets kan voldoen aan
de militaire controle lijst, of aan de dual use lijst (zie ook onze website voor meer informatie). Athankelijk
daarvan, dient een ander toestsingskader bij de beoordeling van de aanvraag bij ons zich aan. Het is daarom
wel van belang de zogenaamde indeling goed te hebben.

>

> Jullie gaven daarover aan dat

We hebben op dit moment dus te
weinig informatie om die inschatting te kunnen maken of het militair dan wel civiel product betreft dat zou
worden uitgevoerd. Graag dus nadere informatie op dat punt.

=

1) Wi ontviketen cen [

2)
doet nauwelijks ter zake.

Het verschil tussen deze en-

> Om eea ook wat beter administratief in te bedden, zouden jullie eigenlijk een indelingsverzoek moeten doen
(via onze website). Omwille van de voortgang zouden jullie ook gelijk kunnen overstappen op een
vergunningaanvraag, als we tenminste voor die tijd uitsluitsel over de productaard kunnen krijgen. Meer
informatie is nodig op dat punt. Het zou ook behulpzaam zijn als jullie meer kunnen achterhalen over de
identiteit van de eindgebruiker.

3) Ik zal eens kijken of ik zo'n indelings-verzoek kan vinden, al zou het wel helpen om te weten of wat ik daar
moet invullen, wordt beinvloed door wat gegeven is bij 1) en 2).

4)— hebben we inmiddels vernomen.

M.VT.gr.

>
> Met vriendelijke groet,

>
> Beleidsmedewerker Exportcontrole en Strategische Goederen



