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b. Advanced training (10 days)

The advanced training course will be performed in ltaly at HT premises and it will be focused on specilic
hacking and security subjects.

Content of the course will be customized depending on skill levels (which need to he at least medium) and
includes Ilacking Techniques and Remote Infection Vectors for installing Client Modules.

Skill level required for attending this training session is medium/high.

Attendees should have good knowledge of IP Networking, Windows and Linux operating systems,
Application level protocols, basic programming skills (scripts, C, 1ITML as minimum).

The traming will be designed for both PC and Mobile platforms and includes:

*  [Introduction to hacking and exploitation techniques
*  Social Engincering techniques

*  Atntack simulation madc from Internet

s Anack performed inside the LAN

*  Application security

*  Advanced technologies for probing and fingerprinting
*  Remote Infection: Injection Proxy

*  Remote Infection: Client side exploits

»  Remote Infection: Wehsite malicious content

= Ramote Infection: Exploit Portal

*  Remote Infection: Remote Mobile Infection

= Remote Infection: Mail attachment
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Viewing information
Viewing of information collected by each individual agent
- Key logger
- URL monitoring
- Usend/password monitoring
- Screen Snapshot
- Printing monitoring
- Clipboard monitoring
- Tile Capture
- Crisis
VolP
Microphone
Webcam
- Instant Messaging
- Mail Messaging
SMS/MMS
Call
- Location Tracking
Analysis of information
I'erform query within inform
- Clarify what do the different query parameters mean
Perform query within information collected across different agents on one target
Perform query across largets
Lxport options for collected
Lxpon options for query results

Method of infection
Explanation of exe
Practice melting with common executables
Practice using UISB and €1 boot infection method
Fxplanation and practice of injection proxy method Using PC/laptop
f Backdoor for PC and Mobile
Explanation of each tngger event
Executed Processes
Network Connection
Screensaver start/stop

Windows Fvent

Quota Aeh
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- On battery
- On SIM changes
- On connection
Explanation of each agent type (including limitations)
- Key logger
URL monitoring
Userid/password monitoring
- Screen Snapshot
- Printing monitoring
- Clipboard moni
File Capture
- Crisis
VolP (i.e. Skype)
- Microphone
Webcam
Instani Messaging
Call Logging
- GPS Logging
Cell Loggmg
SMS/MMS captire
Contact list capture
Calendar/Task capture
Mail Messages
Eaplanation of actions sent 1o backdoor
Synchronize

on

nd Lxecution
Send SMS

Controlling Client Medule

Explanation of available actions to control backdoor
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