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Supported Platforms

Mobhile
23 71 51.1 9.4 6.5
(5t ed.)
2.2 7.0 5.0.1 9.3 6.1p
(37 ed. FP2)
3.x 6.0 43.4 9.2 6.1s
(3 ed. FP1)
4.x 5.0 433 9.1 6
(3% ed. MR)
4.6 4.2 Symbian?
4.5 4.1
4.0
3.x
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*Features indicated in this document are tested as of 1* Aug 2012. Support for future version(s) is not
guaranteed.
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Infection Agents

Mobile S
Iy - ' S60 @

Exploit

Installation Package ]
Local Installation
Melted Application
QR Code / Web Link
WAP Push Message
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Addressbook
Application & & @l @l @l
Calendar
. Gl . caﬁE list caﬁE list rec.Ebeep .
© Camera
fa Chat &l
(e Clipboard
2 Conference 2
& Crisis
#i: Device o] o] ] ] ]
Keylog
() Livemic @
& Messages 55 e—aﬂ' 5 s

MMS SMS
U Mic & & & & &
&= Password
Q Position @ @ @ @
@ Screenshot
Url 2 2 2
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*Features indicated in this document are tested as of 1* Aug 2012. Support for future version(s) is not
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Actions

O

Destroy
Execute ] a2 ] ]
Log
Module (start/stop) 2 2 2 2 2
Synchronize
Sms @ 2 @ @
Uninstall
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*Features indicated in this document are tested as of 1* Aug 2012. Support for future version(s) is not
guaranteed.
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Battery B B ] [ [
Connection Bl
Process Bl

Timer
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*Features indicated in this document are tested as of 1% Aug 2012. Support for future version(s) is not
guaranteed.



