Remote Control System

REMOTE CONTROL SYSTEM

GALILEO

Features Compatibility
-9.1-

VERNMENTAL INTERCEPTION
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REMOTE CONTROL SYSTEM

GALILEO

Ubuntu 13.04 Mavericks 8.1
Ubuntu 12.10 Mountain Lion 8
Ubuntu 12.04.2 Lion 7
Ubuntu 12.04.01 Snow Leopard Vista
Ubuntu 12.04 XP SP3
Mint 15
Mint 14
Mint 13
Debian 7.1

Debian 7.0

[HackingTeam|




REMOTE CONTROL SYSTEM

GALILEO

Mobhile
Symbian3
4.1 7.0 6.1.1 9.4 6.1p
(5t ed.)

4.0 6.0 6.0.x 9.3 6.1s
(3 ed. FP2)

3. 5.0 5.X 9.2 6
(3 ed. FP1)

2.3 4.6 4.X 9.1
(3" ed. MR)

4.5 3.X
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REMOTE CONTROL SYSTEM

GALILEO

Desktop A

Exploit
Melted Application v
Network Injector v

Offline Installation

S N N NN L

Silent Installer v

b SN O N NN

U3 Installation

Mobile ~ O
Installation Package v v v v
Local Installation v v

Melted Application v v

QR Code / Web Link v v v

O SR

WAP Push Message v v v
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REMOTE CONTROL SYSTEM

GALILEO

Desktop /

Addressbook

L2

Application
Call

Camera

PRSP

Chat
Clipboard
Crisis

Device

SN N N N N N

File
Infection

Keylog v

&

Messages
Mic v
Mouse v
Password
Position v

Screenshot v

N N S O N N N NI NN

SN N NN

Url v
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Addressbook
Application

Calendar
Call

Camera
Chat

Clipboard
Conference
Crisis
Device
Keylog

Livemic
Messages

Mic
Password
Position

Screenshot

Url

SN NN

*List
*Root

Root

SMS
MMS

Root
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List

Email
SMS

SSIENUEN

List

v

SMS

REMOTE CONTROL SYSTEM

GAL

LEO

- O

TGN

Beep

v

<

RS

NS



REMOTE CONTROL SYSTEM

GALILEO

Desktop A K

Destroy v v
Execute v v v

Log v v v
Module (Start/Stop) v v v
Synchronize v v v
Uninstall v v v
Mobile ~ O
Destroy v v v
Execute v v v v

Log v v v v v v
Module (Start/Stop) v v N v N v
Synchronize v v v v N v
Sms v v v v
Uninstall v v v v v v
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GALILEO

Desktop A

Connection v
Idle v
Process v
Quota

Screensaver v

RGPS

Timer v

Window

S N N N O NN

WinEvent

o

AC

<

Battery

Call
Connection
Position
Process
SimChange
Sms

Standby

RO O G N RN
OO O G N SN
OO OO G N G
C LA LA A A A A

Timer
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