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sSupported Platforms

Desktop
Lion 7
Snow Leopard Vista
XP
Mobile
9.4
2.3 7.1 5.1.1 o o) 6.5
9.3
2.2 7.0 5.0.1 i 6.1p
9.2
3.x 6.0 434 e 6.1s
9.1
4.x 5.0 433 - 6
4.6 4.2
4.5 4.1
4.0
3.x
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Infection Agents

Applet Web
Exploit

Melted Application
Network Injector

Offline Installation

S N NSNS NS

Silent Installer

U3 Installation

Exploit v
Installation Package v v v
Local Installation v

Melted Application

QR Code / Web Link v v v
WAP Push Message v v

|HackingTeam|

AN N N RN



Deskton

& Addressbook
@ Application
& Ccalendar
L call

© Camera

fa Chat

Ck Clipboard
& Crisis

i Device

A2 File

£  Infection
Keylog

& Messages
&  Mic

" Mouse

&3 Password
Q Position

&  Print

@ Screenshot
Url
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Mobhile

& Addressbook
@ Application
& Ccalendar
L call

© Camera

fa Chat

Ck Clipboard
& Conference
& Crisis

#: Device
Keylog

() Livemic

& Messages
& Mic

&3 Password
@ Position

@ Screenshot
Url

v v
v v
v v
v
4 call list
v
v v
v v
v v
v v
SMS e-mail
MMS SMS
v v
v v
v v
v

DN NS

v

call list

v

SMS
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Destroy
Execute

Log

Module
Synchronize

Uninstall

Destroy

Execute

Log

Module (start/stop)
Synchronize

Sms

Uninstall
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Ui
LT
L ] ]
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Events

Idle
Connection
Process
Quota
Screensaver
Timer
Window

WinEvent

AC

Battery
Call
Connection
Position
Process
SimChange
Sms
Standby

Timer
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Tested Antiviruses

ZoneAlarm Extreme Security 2012
Kaspersky Internet Security 2012
MCAfee Total Protection

Sophos Antivirus

Avast Internet Security

Norton Internet Security 2011
Panda Global Protection 2012

PC Tools Spyware Doctor 2011

PC Tools Internet Security 2011

Comodo Internet Security Pro 2011
TrendMicro Titanium Internet Security 2012
Rootkit unhooker

Bit Defender Internet Security 2012
Norman Security Suite Pro

Rising Internet Security

WebRoot Internet Security Complete 2011
ESET SmartSecurity

PrevX CSI (Free)

F-Secure Internet Security 2011

eEye Blink Professional

CA Security Center
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Tested Antiviruses

AVG AntiVirus (Free)

Avira Premium Security Suite
ProcessGuard (free)

Sunbel Personal Firewall 4
Sunbelt Vipre (AV+Antispyware)
SpyBot Search&Destroy
AdAware Total Security
Dr.Web Scanner for Windows
K7 Total Security

Bullguard Internet Security
Microsoft Security Essentials
Trustport Antivirus 2010

G DATA 2010

THIS LIST DETAILS THE ANTIVIRUS AGAINST WHICH TESTS ARE
CONTINUOUSLY PERFORMED TO ASSESS THE INVISIBILITY OF OUR
WINDOWS AGENT.

SINCE ANTIVIRUS COMPANIES ARE UPDATING THEIR DETECTION
ENGINES DAILY, RESULTS OF TESTS MAY VARY IN TIME.
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