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sSupported Platforms

Desktop
Lion 7
Snow Leopard Vista
XP
Mobile
9.4
2.3 7.1 5.1.1 oo 6.5
9.3
2.2 7.0 5.0.1 e 6.1p
9.2
3.x 6.0 434 e 6.1s
9.1
4.x 5.0 433 - 6
4.6 4.2 Symbian3
4.5 4.1
4.0
3.x
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Infection Agents

Applet Web
Exploit

Melted Application
Network Injector

Offline Installation

S N NSNS NS

Silent Installer

U3 Installation

Exploit v
Installation Package v v v
Local Installation v

Melted Application

QR Code / Web Link v v v
WAP Push Message v v
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Deskton Ny
Ay
@ Addressbook v v
@ Application v v
&) calendar
¢ call v 4
© Camera v v
fa Chat v v
Ck Clipboard v 4
& Crisis v /
#: Device v 4
2 File v 4
£  Infection (Windows Mo‘b/ile, BlackBerry)
Keylog 4 i
& Messages v
& Mic 4 7
" Mouse v v
&3 Password v
Q@ Position v 4
@ Print v/
@  Screenshot v v
@ Ul v 4
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Mobhile

& Addressbook
@ Application
& Ccalendar
L call

© Camera

fa Chat

Ck Clipboard
& Conference
& Crisis

#: Device
Keylog

() Livemic

& Messages
& Mic

&3 Password
@ Position

@ Screenshot
Url

v v
v v
v v
v
4 call list
v
v v
v v
v v
v v
SMS e-mail
MMS SMS
v v
v v
v v
v

DN NS

v

call list

v

SMS
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Destroy
Execute

Log

Module
Synchronize

Uninstall

Destroy

Execute

Log

Module (start/stop)
Synchronize

Sms

Uninstall
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Ui
LT
L ] ]
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Events

Idle
Connection
Process
Quota
Screensaver
Timer
Window

WinEvent

AC

Battery
Call
Connection
Position
Process
SimChange
Sms
Standby

Timer
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Tested Antiviruses

ZoneAlarm Extreme Security
Kaspersky Internet Security
MCAfee Total Protection

Sophos Antivirus

Avast Internet Security

Norton Internet Security

Panda Global Protection

PC Tools Spyware Doctor

PC Tools Internet Security

Comodo Internet Security
TrendMicro Titanium Internet Security
Rootkit unhooker

Bit Defender Internet Security
Norman Security Suite

Rising Internet Security

WebRoot Internet Security Complete
ESET SmartSecurity

PrevX CSI

F-Secure Internet Security

eEye Blink Professional

CA Security Center
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Tested Antiviruses

AVG AntiVirus

Avira Premium Security Suite
ProcessGuard

Sunbel Personal Firewall 4
Sunbelt Vipre

SpyBot Search&Destroy
AdAware Total Security
Dr.Web Scanner for Windows
K7 Total Security

Bullguard Internet Security
Microsoft Security Essentials
Trustport Internet Security

G Data Internet Security

HackingTeam continuously perform tests against the listed antivirus suites to
assess the invisibility of the Windows agent. Since antivirus companies are
updating their detection engines daily, results of the tests may vary in time.
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