Automatisch antwoord: IRAN v. SAUDI:
(CYBER) escalation

Email-ID 1138962

Date 2015-06-30 02:37:16 UTC
From frans.nab@politie.nl

To vince@hackingteam.it

o Email Body

e Raw Email
Afwezig tot 31 novemberr 2014. Indien noodzakelijk ben ik via het RIC te bereiken. -
------------------------ Disclaimer ---------------------------- De informatie verzonden
met dit e-mailbericht (en bijlagen) is uitsluitend bestemd voor de geadresseerde(n)
en zij die van de geadresseerde(n) toestemming kregen dit bericht te lezen.
Kennisneming door anderen is niet toegestaan. De informatie in dit e-mailbericht (en
bijlagen) kan vertrouwelijk van aard zijn en binnen het bereik van een
geheimhoudingsplicht en/of een verschoningsrecht vallen. Indien dit e-mailbericht
niet voor u bestemd is, wordt u verzocht de afzender daarover onmiddellijk te
informeren en het e-mailbericht (en bijlagen) te vernietigen. -------==---==--moommeuuo

Automatisch antwoord: IRAN v. SAUDI:
(CYBER) escalation

Email-ID 1142514
Date 2015-06-30 02:36:32 UTC

From joost.van.slobbe@politie.nl


https://wikileaks.org/hackingteam/emails/emailid/1138962#email_body
https://wikileaks.org/hackingteam/emails/emailid/1138962#email_raw

To vince@hackingteam.it

o Email Body

e Raw Email
Beste mailer, Dit mailadres is niet meer in gebruik. 28 mei is mijn laatste werkdag
bij de dienst Landelijke Recherche van de Landelijke Eenheid. Vanaf 1 juni 2015 ben
ik werkzaam voor de directie Opsporing van de Inspectie Sociale Zaken en
werkgelegenheid. Mijn mobiele nummer is niet gewijzigd (06-46086284). Met
vriendelijke groet, Joost van Slobbe, -----------=----cccmeu- Disclaimer ---------------
------------- De informatie verzonden met dit e-mailbericht (en bijlagen) is uitsluitend
bestemd voor de geadresseerde(n) en zij die van de geadresseerde(n) toestemming
kregen dit bericht te lezen. Kennisneming door anderen is niet toegestaan. De
informatie in dit e-mailbericht (en bijlagen) kan vertrouwelijk van aard zijn en binnen
het bereik van een geheimhoudingsplicht en/of een verschoningsrecht vallen. Indien
dit e-mailbericht niet voor u bestemd is, wordt u verzocht de afzender daarover
onmiddellijk te informeren en het e-mailbericht (en bijlagen) te vernietigen. ---------

Automatisch antwoord: The Chinese
Have Your Numbers

Email-ID 1069687

Date 2015-06-11 02:09:54 UTC
From tim.mizee@politie.nl

To d.vincenzetti@hackingteam.com

o Email Body

¢ Raw Email

Maandag 15 juni kan ik mijn mail weer beantwoorden Voor dringende CTER
gerelateerde zaken kunt u contact opnemen met het RIK Den Haag T. Mizee
Operationeel Specialist A | Contra Terrorisme en Radicalisering | Politie | Den Haag |
------------------------- Disclaimer ---------------------------- De informatie verzonden
met dit e-mailbericht (en bijlagen) is uitsluitend bestemd voor de geadresseerde(n)
en zij die van de geadresseerde(n) toestemming kregen dit bericht te lezen.
Kennisneming door anderen is niet toegestaan. De informatie in dit e-mailbericht (en


https://wikileaks.org/hackingteam/emails/emailid/1142514#email_body
https://wikileaks.org/hackingteam/emails/emailid/1142514#email_raw
https://wikileaks.org/hackingteam/emails/emailid/1069687#email_body
https://wikileaks.org/hackingteam/emails/emailid/1069687#email_raw

bijlagen) kan vertrouwelijk van aard zijn en binnen het bereik van een
geheimhoudingsplicht en/of een verschoningsrecht vallen. Indien dit e-mailbericht
niet voor u bestemd is, wordt u verzocht de afzender daarover onmiddellijk te
informeren en het e-mailbericht (en bijlagen) te vernietigen. -------=-==--=--mmmmmmeu-

Automatisch antwoord: [ A new
breakthrough technology ] - [ FBI ]
Director Discusses Encryption, Patriot
Act Provisions

Email-ID 125786

Date 2015-05-30 02:20:52 UTC
From joost.van.slobbe@politie.nl

To d.vincenzetti@hackingteam.com

o Email Body

¢ Raw Email
Beste mailer, Dit mailadres is niet meer in gebruik. 28 mei is mijn laatste werkdag
bij de dienst Landelijke Recherche van de Landelijke Eenheid. Vanaf 1 juni 2015 ben
ik werkzaam voor de directie Opsporing van de Inspectie Sociale Zaken en
werkgelegenheid. Mijn mobiele nummer is niet gewijzigd (06-46086284). Met
vriendelijke groet, Joost van Slobbe. --------------mcmmeuuuo Disclaimer -----=---------
------------- De informatie verzonden met dit e-mailbericht (en bijlagen) is uitsluitend
bestemd voor de geadresseerde(n) en zij die van de geadresseerde(n) toestemming
kregen dit bericht te lezen. Kennisneming door anderen is niet toegestaan. De
informatie in dit e-mailbericht (en bijlagen) kan vertrouwelijk van aard zijn en binnen
het bereik van een geheimhoudingsplicht en/of een verschoningsrecht vallen. Indien
dit e-mailbericht niet voor u bestemd is, wordt u verzocht de afzender daarover
onmiddellijk te informeren en het e-mailbericht (en bijlagen) te vernietigen. ---------


https://wikileaks.org/hackingteam/emails/emailid/125786#email_body
https://wikileaks.org/hackingteam/emails/emailid/125786#email_raw

Automatisch antwoord: Gulf States
Want U.S. Assurances and Weapons in
Exchange for Supporting Iran Nuclear
Deal

Email-ID 128273

Date 2015-05-16 17:18:11 UTC
From paul.wessels@rst-politie.net

To d.vincenzetti@hackingteam.com

o Email Body

¢ Raw Email
From May 16th until 24th, I'm out of office. For the day to day operation, you can
contact our 24/7 line by calling: +5999 6704245. For urgent matters, you can also
try to contact me by phone (+5999 6853345) via Voicecall, SMS or App. I'll try to
respond asap.

Regards, Paul Wessels

------------------------- Disclaimer --=--=======--—mmmmmmmmee

De informatie verzonden met dit e-mailbericht (en bijlagen) is uitsluitend bestemd
voor de geadresseerde(n) en zij die van de geadresseerde(n) toestemming kregen
dit bericht te lezen.

Kennisneming door anderen is niet toegestaan.

De informatie in dit e-mailbericht (en bijlagen) kan vertrouwelijk van aard zijn en
binnen het bereik van een geheimhoudingsplicht en/of een verschoningsrecht vallen.
Indien dit e-mailbericht niet voor u bestemd is, wordt u verzocht de afzender
daarover onmiddellijk te informeren en het e-mailbericht (en bijlagen) te vernietigen.


https://wikileaks.org/hackingteam/emails/emailid/128273#email_body
https://wikileaks.org/hackingteam/emails/emailid/128273#email_raw

Re: remove from mailing list

Email-ID 179482

Date 2015-01-15 10:42:12 UTC
From d.vincenzetti@hackingteam.com
To raymond.van.bergem@politie.nl

o Email Body

¢ Raw Email
You are welcome, Sir.

David
David Vincenzetti
CEO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

On Jan 15, 2015, at 11:40 AM, Bergem, R.J.M. van (Raymond)
<raymond.van.bergem@politie.nl> wrote:

Thnx

Van: David Vincenzetti [mailto:d.vincenzetti@hackingteam.com]
Verzonden: 15 januari 2015 11:39

Aan: Bergem, R.J.M. van (Raymond)

Onderwerp: Re: remove from mailing list

Removed! At last:-)
Have a great day, David

David Vincenzetti
CEO

Hacking Team

Milan Singapore Washington DC
www.hackingteam.com


https://wikileaks.org/hackingteam/emails/emailid/179482#email_body
https://wikileaks.org/hackingteam/emails/emailid/179482#email_raw

RE: remove from mailing list

Email-ID 159542

Date 2015-01-15 10:40:22 UTC
From raymond.van.bergem@politie.nl
To d.vincenzetti@hackingteam.com

o Email Body

e Raw Email
Thnx

Re: remove from mailing list

Email-ID 175560

Date 2015-01-15 10:38:58 UTC
From d.vincenzetti@hackingteam.com
To raymond.van.bergem@politie.nl

o Email Body

¢ Raw Email
Removed! At last:-)
Have a great day,David


https://wikileaks.org/hackingteam/emails/emailid/159542#email_body
https://wikileaks.org/hackingteam/emails/emailid/159542#email_raw
https://wikileaks.org/hackingteam/emails/emailid/175560#email_body
https://wikileaks.org/hackingteam/emails/emailid/175560#email_raw

David Vincenzetti
CEO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

RE: remove from mailing list

Email-ID 160671

Date 2015-01-15 10:30:43 UTC
From raymond.van.bergem@politie.nl
To d.vincenzetti@hackingteam.com

o Email Body

¢ Raw Email
Yes, thats me 7715! thanks

Re: remove from mailing list

Email-ID 164527
Date 2015-01-1508:47:13 UTC
From d.vincenzetti@hackingteam.com

To raymond.van.bergem@politie.nl


https://wikileaks.org/hackingteam/emails/emailid/160671#email_body
https://wikileaks.org/hackingteam/emails/emailid/160671#email_raw

o Email Body

e Raw Email
There are DOZENS from the POLITIE.NL domain subscribed to my LIST@.
Here are their domains — usernames deleted for privacy issues.
@rijnmond.politie.nl@flevoland.politie.nl@limburg-
zuid.politie.nl@klpd.politie.nl@haaglanden.politie.nl@rijnmond.politie.nl@haaglanden
.politie.nl@klpd.politie.nl@limburg-zuid.politie.nl@ssc-noord.politie.nl

Which one is you? The first one? And does “7715” ring a bell to you?
Regards,David

David Vincenzetti
CEO

Hacking Team

Milan Singapore Washington DC
www.hackingteam.com

remove from mailing list

Email-ID 136594

Date 2015-01-15 06:38:26 UTC
From raymond.van.bergem@politie.nl
To d.vincenzetti@hackingteam.com

Attached Files

# Filename Size

65124 PastedGraphic-1.png 11KiB

o Email Body



https://wikileaks.org/hackingteam/emails/emailid/164527#email_body
https://wikileaks.org/hackingteam/emails/emailid/164527#email_raw
https://wikileaks.org/hackingteam/emails/fileid/136594/65124
https://wikileaks.org/hackingteam/emails/emailid/136594#email_body

e Raw Email

Van: David Vincenzetti [mailto:d.vincenzetti@hackingteam.com]
Verzonden: 15 januari 2015 4:04

Aan: list@hackingteam.it

Onderwerp: France Pushes for Tighter Online Surveillance

"As expected, the pendulum [in France] is moving in the opposite direction.” — Fred
D’Alessio
"At last!" — David Vincenzetti

"PARIS—France is seeking greater assistance from technology firms as part
of a plan to beef up domestic surveillance and add to its already heavy legal
arsenal to track terror threats in the wake of last week’s deadly attacks."

"Prime Minister Manuel Valls on Tuesday said France would soon propose a
new surveillance law aimed at giving intelligence services “all the legal
means to accomplish their mission.” Mr. Valls said the country would also
reinforce domestic intelligence services, boosting staff levels to track a
growing number of potential terrorists."

Many thanks to Fred D’Alessio <fred@hackingteam.com> .

Have a great day, gents!
From the WSJ, FYI, David

France Pushes for Tighter Online Surveillance Government to Demand More Help
From Tech Firms in Spotting Terrorist Communication Online French Prime Minister
Manuel Valls speaks Tuesday during a special session of the National Assembly to
pay tribute to the 17 victims killed in Islamist attacks last week and demand greater
surveillance powers. Agence France-Presse/Getty Images

By Sam Schechner and Jenny Gross

Jan. 13, 2015 5:05 p.m. ET

PARIS—France is seeking greater assistance from technology firms as part of a plan
to beef up domestic surveillance and add to its already heavy legal arsenal to track
terror threats in the wake of last week’s deadly attacks.

Prime Minister Manuel Valls on Tuesday said France would soon propose a new
surveillance law aimed at giving intelligence services “all the legal means to
accomplish their mission.” Mr. Valls said the country would also reinforce domestic
intelligence services, boosting staff levels to track a growing number of potential
terrorists.

“"We have to focus on the Internet and social networks, which are more than ever
used to recruit, organize and disseminate technical knowhow to commit terrorist
acts,” Mr. Valls said in an address to parliament that was met at times with standing
ovations. “We must go further.”


https://wikileaks.org/hackingteam/emails/emailid/136594#email_raw

France’s moves to tighten surveillance since the Paris attacks add to pressure on
U.S. tech firms in Europe to do more to help authorities combat terrorism.
Particularly in the U.K. and France, security and intelligence officials have expressed
frustration at what they say is some firms’ reluctance to comply with orders
requesting information about users and their communications.

In recent months, European Union officials and national governments have met with
companies including Google Inc., Facebook Inc. and Twitter Inc. to discuss the topic.
A meeting Sunday of 11 EU interior ministers in Paris called on major Internet

providers to swiftly report and remove material that could “incite hatred and terror.’

4

Technology companies, keen to assure users that they safeguard their privacy, have
pushed back on some requests to turn over user data. They also cite conflicts with
U.S. laws that they say prohibit them from sharing data.

“This has been a point of tension with EU governments,” one U.S. tech executive
said.

On Monday, British Prime Minister David Cameron said if his Conservative Party wins
the British general election in May, he would renew efforts to introduce controversial
legislation giving the government surveillance powers to monitor the content of
online communications.

“The attacks in Paris once again demonstrated the scale of the terrorist threat that
we face and the need to have robust powers through our intelligence and security
agencies, and policing, in order to keep our people safe,” Mr. Cameron said in a
speech Monday.

Security and intelligence officials in the U.K. and other Western countries are also
concerned about the increasing availability and use of encryption. Some large U.S.
tech companies encrypt users’ communications by default, in a way that even the
companies can’t unlock.

Andrew Parker, head of the U.K.’s domestic intelligence agency known as MI5, said
in @ rare public speech Thursday that intelligence agents need to be able to access
communication between terrorists if they are to do their job, which means they need
the assistance of companies that hold relevant data. “Currently this picture is
patchy,” he said.

France had been amping up its surveillance powers even before the three-day spree
of violence in Paris. To combat homegrown terrorists, a new law passed late last year
makes it easier for the country to classify someone as a surveillance target. Another
law that went into effect this year expands the government’s ability to demand real-
time access to so-called metadata about Internet users and phone subscribers
without traditional judicial review.

It remains unclear what the upcoming French law, which is still being drafted, will
include. Supporters have said it will provide an overall legal framework for all of
France’s intelligence services. The country’s highest administrative court, which also
acts as an advisory panel to the government, last fall recommended changing
intelligence laws to require foreign companies doing business in France to turn over
data directly to French authorities—rather than forcing police to make international
requests through legal-assistance treaties like those with the U.S.

“These companies all have different internal policies about when they’ll cooperate
with police and when they won't,” said Winston Maxwell, a lawyer in Paris for Hogan
Lovells. *[The government wants] to obligate these platforms to respond directly to
French law-enforcement requests.”



European privacy rules could be a stumbling block for politicians hoping to greatly
expand surveillance powers. Last year, for instance, the European Court of Justice
struck down on privacy grounds new EU rules ordering telecommunications
companies to keep user data for use by law enforcement.

In Germany, while conservatives are calling for tighter surveillance, left-of-center
leaders—including Social Democrats who are part of conservative Chancellor Angela
Merkel s governing coalition—have rejected more electronic monitoring in response
to the Paris shootings.

“"We must do all we can to make our country as secure as possible, but there will
never be absolute security,” Justice Minister Heiko Maas said in an interview with the
tabloid Bild published on Monday. “Total surveillance of all of us for no reason would
change nothing about that.”

Mr. Valls, for his part, has tried to plot a middle ground, pushing for new rules while
insisting he won't allow generalized mass surveillance in France.

“An exceptional situation requires exceptional measures—but never exceptional
measures that would undermine our core principles, laws and values,” Mr. Valls said.

—Anton Troianovski in Berlin contributed to this article.

Write to Sam Schechner at sam.schechner@wsj.com and Jenny Gross at
jenny.gross@wsj.com

David Vincenzetti
CEO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

------------------------- Disclaimer -----=-=====mmmmmmmmmemoe o

De informatie verzonden met dit e-mailbericht (en bijlagen) is uitsluitend bestemd
voor de geadresseerde(n) en zij die van de geadresseerde(n) toestemming kregen
dit bericht te lezen.

Kennisneming door anderen is niet toegestaan.

De informatie in dit e-mailbericht (en bijlagen) kan vertrouwelijk van aard zijn en
binnen het bereik van een geheimhoudingsplicht en/of een verschoningsrecht vallen.
Indien dit e-mailbericht niet voor u bestemd is, wordt u verzocht de afzender
daarover onmiddellijk te informeren en het e-mailbericht (en bijlagen) te vernietigen.



Re: Can you please take me of the
email list.

Email-ID 176663

Date 2015-01-14 10:10:11 UTC
From d.vincenzetti@hackingteam.com
To raymond.van.bergem@politie.nl

o Email Body

¢ Raw Email
Sir, It's not in in raw format, I need it in raw format since you are subscribed by
means a different email address.
David --
David Vincenzetti
CEO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

On Jan 14, 2015, at 10:00 AM, Bergem, R.J.M. van (Raymond)
<raymond.van.bergem@politie.nl> wrote:

As requested the last email i got from you. Please remove me from this mailing list.
Regards Raymond

Van: David Vincenzetti [mailto:d.vincenzetti@hackingteam.com]

Verzonden: 14 januari 2015 4:01

Aan: list@hackingteam.it

Onderwerp: The “ISIS hack" of CENTCOM is ridiculous. Let XKCD explain why.

Please find a nice article on the technical (only) fatuousness of the recent alleged
ISIS cyber attacks. That is, propaganda wise, they have been quite impactful.

[...] "this classic comic from XKCD sums up the reasons why we shouldn't
freak out about this”

[...]

"(It's worth noting that the XKCD comic was discussing a DDOS attack, which
forces websites offline by flooding them with traffic, while the CENTCOM
hack instead took over social media accounts. But the effect is similarly
superficial.)"

Many thanks to Daniele Milan <daniele@hackingteam.com> .


https://wikileaks.org/hackingteam/emails/emailid/176663#email_body
https://wikileaks.org/hackingteam/emails/emailid/176663#email_raw

From VOX, also available at http://www.vox.com/2015/1/12/7532461/centcom-
hack-calm-down , FYI, David

The “ISIS hack" of CENTCOM is ridiculous. Let XKCD explain why.

Updated by Amanda Taub on January 12, 2015, 1:51 p.m. ET @amandataub

The Twitter feed and YouTube channel for the US Military's Central Command
(CENTCOM) were hacked today by a group claiming to be affiliated with ISIS.

While it's possible that the hack will turn out to be a substantive assault on
CENTCOM's actual computer systems, thus far the hackers only appear to have
gained access to the social media account passwords. The accounts are posting
copies of what they claim to be classified military secrets, but in fact many of the
documents are publicly available — they seem to have come from public sources like
MIT's Lincoln Library and non-governmental think tanks.

If that's right, then this classic comic from XKCD sums up the reasons why we
shouldn't freak out about this:

<PastedGraphic-4.png>

In other words, while it would certainly be better if hackers had not gained access to
CENTCOM's social media accounts, we shouldn't worry too much: that's a long, long
way from them gaining access to actual sensitive information.

(It's worth noting that the XKCD comic was discussing a DDOS attack, which forces
websites offline by flooding them with traffic, while the CENTCOM hack instead took
over social media accounts. But the effect is similarly superficial.)

David Vincenzetti
CEO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

------------------------- Disclaimer -----=-=====mmmmmmmmmeeoe e

De informatie verzonden met dit e-mailbericht (en bijlagen) is uitsluitend bestemd
voor de geadresseerde(n) en zij die van de geadresseerde(n) toestemming kregen
dit bericht te lezen.

Kennisneming door anderen is niet toegestaan.

De informatie in dit e-mailbericht (en bijlagen) kan vertrouwelijk van aard zijn en
binnen het bereik van een geheimhoudingsplicht en/of een verschoningsrecht vallen.
Indien dit e-mailbericht niet voor u bestemd is, wordt u verzocht de afzender
daarover onmiddellijk te informeren en het e-mailbericht (en bijlagen) te vernietigen.



Can you please take me of the email
list.

Email-ID 142957

Date 2015-01-14 09:00:40 UTC
From raymond.van.bergem@politie.nl
To d.vincenzetti@hackingteam.com

Attached Files

# Filename Size

67983 PastedGraphic-4.png 6.4KiB

o Email Body

¢ Raw Email
As requested the last email i got from you. Please remove me from this mailing list.
Regards Raymond
Van: David Vincenzetti [mailto:d.vincenzetti@hackingteam.com]
Verzonden: 14 januari 2015 4:01
Aan: list@hackingteam.it
Onderwerp: The “ISIS hack" of CENTCOM is ridiculous. Let XKCD explain why.

Please find a nice article on the technical (only) fatuousness of the recent alleged
ISIS cyber attacks. That is, propaganda wise, they have been quite impactful.

[...] "this classic comic from XKCD sums up the reasons why we shouldn't
freak out about this”

[...]

"(It's worth noting that the XKCD comic was discussing a DDOS attack, which
forces websites offline by flooding them with traffic, while the CENTCOM
hack instead took over social media accounts. But the effect is similarly
superficial.)"


https://wikileaks.org/hackingteam/emails/fileid/142957/67983
https://wikileaks.org/hackingteam/emails/emailid/142957#email_body
https://wikileaks.org/hackingteam/emails/emailid/142957#email_raw

Many thanks to Daniele Milan <daniele@hackingteam.com> .

From VOX, also available at http://www.vox.com/2015/1/12/7532461/centcom-
hack-calm-down , FYI, David

The “ISIS hack" of CENTCOM is ridiculous. Let XKCD explain why.

Updated by Amanda Taub on January 12, 2015, 1:51 p.m. ET @amandataub

The Twitter feed and YouTube channel for the US Military's Central Command
(CENTCOM) were hacked today by a group claiming to be affiliated with ISIS.

While it's possible that the hack will turn out to be a substantive assault on
CENTCOM's actual computer systems, thus far the hackers only appear to have
gained access to the social media account passwords. The accounts are posting
copies of what they claim to be classified military secrets, but in fact many of the
documents are publicly available — they seem to have come from public sources like
MIT's Lincoln Library and non-governmental think tanks.

If that's right, then this classic comic from XKCD sums up the reasons why we
shouldn't freak out about this:

In other words, while it would certainly be better if hackers had not gained access to
CENTCOM's social media accounts, we shouldn't worry too much: that's a long, long
way from them gaining access to actual sensitive information.

(It's worth noting that the XKCD comic was discussing a DDOS attack, which forces
websites offline by flooding them with traffic, while the CENTCOM hack instead took
over social media accounts. But the effect is similarly superficial.)

David Vincenzetti
CEO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

------------------------- Disclaimer -----=-==-=-mmmmmmmmmemoe e

De informatie verzonden met dit e-mailbericht (en bijlagen) is uitsluitend bestemd
voor de geadresseerde(n) en zij die van de geadresseerde(n) toestemming kregen
dit bericht te lezen.

Kennisneming door anderen is niet toegestaan.

De informatie in dit e-mailbericht (en bijlagen) kan vertrouwelijk van aard zijn en
binnen het bereik van een geheimhoudingsplicht en/of een verschoningsrecht vallen.
Indien dit e-mailbericht niet voor u bestemd is, wordt u verzocht de afzender
daarover onmiddellijk te informeren en het e-mailbericht (en bijlagen) te vernietigen.



Re: Can you please send me no more
mails!

Email-ID 176099

Date 2015-01-13 14:15:38 UTC
From d.vincenzetti@hackingteam.com
To raymond.van.bergem@politie.nl

o Email Body

¢ Raw Email
Yes Sir, I know that.
However, I am afraid I can’t locate the email address you are subscribed to LIST@
with.
I need one of the the mail you received in RAW FORMAT, that is, will ALL the SMTP
headers included, please.
David
David Vincenzetti
CEO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

On Jan 13, 2015, at 1:31 PM, Bergem, R.J.M. van (Raymond)
<raymond.van.bergem@politie.nl> wrote:

It was mailed to list@hackingteam.it. Thank you in advance
Van: David Vincenzetti [mailto:d.vincenzetti@hackingteam.com]
Verzonden: 13 januari 2015 10:12

Aan: Bergem, R.J.M. van (Raymond)

Onderwerp: Re: Can you please send me no more mails!

"raymond.van.bergem@politie.nl” is NOT subscribed to my list.

Would you please send me the last email you received from LIST@ — in RAW
FORMAT — so that I can locate, and remove your email address accordingly?
Thanks, David

David Vincenzetti

CEO


https://wikileaks.org/hackingteam/emails/emailid/176099#email_body
https://wikileaks.org/hackingteam/emails/emailid/176099#email_raw

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

On Jan 13, 2015, at 7:58 AM, Bergem, R.J.M. van (Raymond)
<raymond.van.bergem@politie.nl> wrote:

Regards, Ray 1-------------------oomon Disclaimer -------====-=-=---comoou--
De informatie verzonden met dit e-mailbericht (en bijlagen)
is

uitsluitend bestemd voor de geadresseerde(n) en zij die van de

geadresseerde(n) toestemming kregen dit bericht te lezen.

Kennisneming door anderen is niet toegestaan. De informatie in

dit e-mailbericht (en bijlagen) kan vertrouwelijk van aard zijn

en binnen het bereik van een geheimhoudingsplicht en/of een

verschoningsrecht vallen. Indien dit e-mailbericht niet voor u

bestemd is, wordt u verzocht de afzender daarover onmiddellijk te

informeren en het e-mailbericht (en bijlagen) te vernietigen.

------------------------- Disclaimer ---=========mm-mmemmmmmee

De informatie verzonden met dit e-mailbericht (en bijlagen) is uitsluitend bestemd
voor de geadresseerde(n) en zij die van de geadresseerde(n) toestemming kregen
dit bericht te lezen.

Kennisneming door anderen is niet toegestaan.

De informatie in dit e-mailbericht (en bijlagen) kan vertrouwelijk van aard zijn en
binnen het bereik van een geheimhoudingsplicht en/of een verschoningsrecht vallen.
Indien dit e-mailbericht niet voor u bestemd is, wordt u verzocht de afzender
daarover onmiddellijk te informeren en het e-mailbericht (en bijlagen) te vernietigen.

RE: Can you please send me no more
mails!

Email-ID 133596
Date 2015-01-13 12:31:46 UTC
From raymond.van.bergem@politie.nl

To d.vincenzetti@hackingteam.com



o Email Body

e Raw Email
It was mailed to list@hackingteam.it. Thank you in advance
Van: David Vincenzetti [mailto:d.vincenzetti@hackingteam.com]
Verzonden: 13 januari 2015 10:12
Aan: Bergem, R.J.M. van (Raymond)
Onderwerp: Re: Can you please send me no more mails!
"raymond.van.bergem@politie.nl” is NOT subscribed to my list.
Would you please send me the last email you received from LIST@ — in RAW
FORMAT — so that I can locate, and remove your email address accordingly?
Thanks, David
David Vincenzetti
CEO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

On Jan 13, 2015, at 7:58 AM, Bergem, R.J.M. van (Raymond)
<raymond.van.bergem@politie.nl> wrote:

Regards, Ray 1------------------oommen Disclaimer -----=-=-====-=---mcmomoum
De informatie verzonden met dit e-mailbericht (en bijlagen)
is

uitsluitend bestemd voor de geadresseerde(n) en zij die van de

geadresseerde(n) toestemming kregen dit bericht te lezen.

Kennisneming door anderen is niet toegestaan. De informatie in

dit e-mailbericht (en bijlagen) kan vertrouwelijk van aard zijn

en binnen het bereik van een geheimhoudingsplicht en/of een

verschoningsrecht vallen. Indien dit e-mailbericht niet voor u

bestemd is, wordt u verzocht de afzender daarover onmiddellijk te

informeren en het e-mailbericht (en bijlagen) te vernietigen.

------------------------- Disclaimer --=--=======--—mmmmmmmmoe

De informatie verzonden met dit e-mailbericht (en bijlagen) is uitsluitend bestemd
voor de geadresseerde(n) en zij die van de geadresseerde(n) toestemming kregen
dit bericht te lezen.

Kennisneming door anderen is niet toegestaan.

De informatie in dit e-mailbericht (en bijlagen) kan vertrouwelijk van aard zijn en
binnen het bereik van een geheimhoudingsplicht en/of een verschoningsrecht vallen.
Indien dit e-mailbericht niet voor u bestemd is, wordt u verzocht de afzender
daarover onmiddellijk te informeren en het e-mailbericht (en bijlagen) te vernietigen.


https://wikileaks.org/hackingteam/emails/emailid/133596#email_body
https://wikileaks.org/hackingteam/emails/emailid/133596#email_raw

Re: Can you please send me no more
mails!

Email-ID 165051

Date 2015-01-13 09:11:56 UTC
From d.vincenzetti@hackingteam.com
To raymond.van.bergem@politie.nl

o Email Body

¢ Raw Email
"raymond.van.bergem@politie.nl” is NOT subscribed to my list.
Would you please send me the last email you received from LIST@ — in RAW
FORMAT — so that I can locate, and remove your email address accordingly?
Thanks,David
David Vincenzetti
CEO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

On Jan 13, 2015, at 7:58 AM, Bergem, R.]J.M. van (Raymond)
<raymond.van.bergem@politie.nl> wrote:

Regards,Ray 1--------=-=-==-=n-cmumm- Disclaimer ------==-===--=n-mmmmmmmooe
De informatie verzonden met dit e-mailbericht (en bijlagen)
is

uitsluitend bestemd voor de geadresseerde(n) en zij die van de
geadresseerde(n) toestemming kregen dit bericht te lezen.
Kennisneming door anderen is niet toegestaan. De informatie in
dit e-mailbericht (en bijlagen) kan vertrouwelijk van aard zijn

en binnen het bereik van een geheimhoudingsplicht en/of een
verschoningsrecht vallen. Indien dit e-mailbericht niet voor u
bestemd is, wordt u verzocht de afzender daarover onmiddellijk te
informeren en het e-mailbericht (en bijlagen) te vernietigen.


https://wikileaks.org/hackingteam/emails/emailid/165051#email_body
https://wikileaks.org/hackingteam/emails/emailid/165051#email_raw

Can you please send me no more
mails!

Email-ID 161879

Date 2015-01-13 06:58:01 UTC
From raymond.van.bergem@politie.nl
To info@hackingteam.com

o Email Body

e Raw Email

Regards, Ray 1------------------omoomen Disclaimer -------====-------mcmomouo-
De informatie verzonden met dit e-mailbericht (en bijlagen)
is

uitsluitend bestemd voor de geadresseerde(n) en zij die van de
geadresseerde(n) toestemming kregen dit bericht te lezen.
Kennisneming door anderen is niet toegestaan. De informatie in
dit e-mailbericht (en bijlagen) kan vertrouwelijk van aard zijn

en binnen het bereik van een geheimhoudingsplicht en/of een
verschoningsrecht vallen. Indien dit e-mailbericht niet voor u
bestemd is, wordt u verzocht de afzender daarover onmiddellijk te
informeren en het e-mailbericht (en bijlagen) te vernietigen.

Automatisch antwoord: HakingTeam at
Milipol Qatar

Email-ID 433922

Date 2014-11-12 13:39:52 UTC


https://wikileaks.org/hackingteam/emails/emailid/161879#email_body
https://wikileaks.org/hackingteam/emails/emailid/161879#email_raw

From henry.willering@politie.nl

To m.luppi@hackingteam.com

o Email Body

e Raw Email
Ik ben afwezig tot vrijdag 14 november -------==-=-----cmomuuuu- Disclaimer ------------
———————————————— De informatie verzonden met dit e-mailbericht (en bijlagen) is
uitsluitend bestemd voor de geadresseerde(n) en zij die van de geadresseerde(n)
toestemming kregen dit bericht te lezen. Kennisneming door anderen is niet
toegestaan. De informatie in dit e-mailbericht (en bijlagen) kan vertrouwelijk van
aard zijn en binnen het bereik van een geheimhoudingsplicht en/of een
verschoningsrecht vallen. Indien dit e-mailbericht niet voor u bestemd is, wordt u
verzocht de afzender daarover onmiddellijk te informeren en het e-mailbericht (en
bijlagen) te vernietigen. -=--=-=====m oo

HakingTeam at Milipol Qatar

Email-ID 163302

Date 2014-11-05 10:57:08 UTC

From m.luppi@hackingteam.com

To henry.willering@klpd.politie.nl, rsales@hackingteam.it

Attached Files

# Filename Size


https://wikileaks.org/hackingteam/emails/emailid/433922#email_body
https://wikileaks.org/hackingteam/emails/emailid/433922#email_raw

77090 rtf-body.rtf 27.4KiB

o Email Body

e Raw Email

HakingTeam at Milipol Qatar

Email-ID 457189

Date 2014-11-05 10:57:08 UTC
From m.luppi@hackingteam.com
To henry.willering@klpd.politie.nl, rsales@hackingteam.it

o Email Body

¢ Raw Email
Dear Mr. Willering,

thank you very much for having visited us at our stand during the recent Milipol
Qatar and for your interest in our technology.

I'm Massimiliano Luppi and I'm key account manager for the European market of
HackingTeam.

Since you showed interest in our product, I take the occasion to send you some
information related to the latest version of Remote Control System, codenamed
Galileo.

Galileo is designed to attack, infect and monitor target PCs and Smartphones, in a
stealth way.

It allows you to covertly collect data from the most common desktop operating
systems, such as:

e Windows


https://wikileaks.org/hackingteam/emails/fileid/163302/77090
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e 0OSX
e Linux

Furthermore, Remote Control System can monitor all the modern smartphones:
Android

i0S

Blackberry

Windows Phone

Once a target is infected, you can access all the information, including:

Skype calls

Facebook, Twitter, WhatsApp, Line, Viber and many more
device location

files

screenshots

microphone

and much more.

To protect your operations, resistance and invisibility to the major endpoint
protection systems is integral to the solution.

Galileo also introduces Intelligence, a module designed to correlate the collected
information, to speed up your investigation and highlight relevant connections.

There is more to show you than this.

If you are interested, please get in touch: we would be more than happy to schedule
a presentation and live demonstration at your premises.

Kind regards,
Massimiliano Luppi

Key Account Manager

HackingTeam

Milan Singapore Washington DC
www.hackingteam.com

mail: m.luppi@hackingteam.com
mobile: +39 3666539760
phone: +39 02 29060603



R: HakingTeam at Milipol Qatar

Email- 12385

ID

Date 2014-11-12 13:39:50 UTC

From m.luppi@hackingteam.com

To henry.willering@politie.nl, rsales@hackingteam.it,

jan.noordam@politie.nl, marco.van.berkel@politie.nl

o Email Body

e Raw Email
Hello Mr. Willering,

thank you for your email.

While you evaluate internally how and when to move forward, don’t hesitate to
contact me if you need further information.

Best regards,
Massimiliano Luppi

Key Account Manager

HackingTeam

Milan Singapore Washington DC
www.hackingteam.com

mail: m.luppi@hackingteam.com
mobile: +39 3666539760


https://wikileaks.org/hackingteam/emails/emailid/12385#email_body
https://wikileaks.org/hackingteam/emails/emailid/12385#email_raw

phone: +39 02 29060603

Da: Willering, H.L. (Henry) [mailto:henry.willering@politie.nl]

Inviato: mercoledi 5 novembre 2014 12:15

A: 'm.luppi@hackingteam.com’

Cc: 'rsales@hackingteam.it'; Noordam, J. (Jan); Berkel, M.W.M. van (Marco)
Oggetto: Re: HakingTeam at Milipol Qatar

Dear Mr Luppi,

Thank you for your message. We of course do remember your demonstration and
explanation of Galileo in Qatar very well!

We are discussing your "product" and your offer to visit us with the people in our
department responsible for the deployment of solutions like Galileo.

We need a couple of days to do that and to respond to you. So I guess we will be in
touch with you next week.

With kind regards!

Henry Willering
(Possibly a short message, sent with mobile device)

Van: Massimiliano Luppi [mailto:m.luppi@hackingteam.com]
Verzonden: Wednesday, November 05, 2014 11:57 AM
Aan: Willering, H.L. (Henry)

Cc: HT <rsales@hackingteam.it>

Onderwerp: HakingTeam at Milipol Qatar

Dear Mr. Willering,

thank you very much for having visited us at our stand during the recent Milipol
Qatar and for your interest in our technology.

I'm Massimiliano Luppi and I'm key account manager for the European market of
HackingTeam.

Since you showed interest in our product, I take the occasion to send you some
information related to the latest version of Remote Control System, codenamed
Galileo.

Galileo is designed to attack, infect and monitor target PCs and Smartphones, in a
stealth way.

It allows you to covertly collect data from the most common desktop operating
systems, such as:

e Windows
e 0OSX
e Linux



Furthermore, Remote Control System can monitor all the modern smartphones:

Android

i0S

Blackberry
Windows Phone

Once a target is infected, you can access all the information, including:

Skype calls

Facebook, Twitter, WhatsApp, Line, Viber and many more
device location

files

screenshots

microphone

and much more.

To protect your operations, resistance and invisibility to the major endpoint
protection systems is integral to the solution.

Galileo also introduces Intelligence, a module designed to correlate the collected
information, to speed up your investigation and highlight relevant connections.

There is more to show you than this.

If you are interested, please get in touch: we would be more than happy to schedule
a presentation and live demonstration at your premises.

Kind regards,
Massimiliano Luppi

Key Account Manager

HackingTeam

Milan Singapore Washington DC
www.hackingteam.com

mail: m.luppi@hackingteam.com
mobile: +39 3666539760
phone: +39 02 29060603



------------------------- Disclaimer ---------------------------- De informatie verzonden
met dit e-mailbericht (en bijlagen) is uitsluitend bestemd voor de geadresseerde(n)
en zij die van de geadresseerde(n) toestemming kregen dit bericht te lezen.
Kennisneming door anderen is niet toegestaan. De informatie in dit e-mailbericht (en
bijlagen) kan vertrouwelijk van aard zijn en binnen het bereik van een
geheimhoudingsplicht en/of een verschoningsrecht vallen. Indien dit e-mailbericht
niet voor u bestemd is, wordt u verzocht de afzender daarover onmiddellijk te
informeren en het e-mailbericht (en bijlagen) te vernietigen. -------=---==--—commmceo-

Re: HakingTeam at Milipol Qatar

Email- 11256

ID

Date 2014-11-05 11:15:23 UTC

From henry.willering@politie.nl

To m.luppi@hackingteam.com, rsales@hackingteam.it,

jan.noordam@politie.nl, marco.van.berkel@politie.nl

o Email Body

¢ Raw Email
Dear Mr Luppi,

Thank you for your message. We of course do remember your demonstration and
explanation of Galileo in Qatar very well!

We are discussing your "product" and your offer to visit us with the people in our
department responsible for the deployment of solutions like Galileo.

We need a couple of days to do that and to respond to you. So I guess we will be in
touch with you next week.

With kind regards!

Henry Willering
(Possibly a short message, sent with mobile device)

Van: Massimiliano Luppi [mailto:m.luppi@hackingteam.com]
Verzonden: Wednesday, November 05, 2014 11:57 AM


https://wikileaks.org/hackingteam/emails/emailid/11256#email_body
https://wikileaks.org/hackingteam/emails/emailid/11256#email_raw

Aan: Willering, H.L. (Henry)
Cc: HT <rsales@hackingteam.it>
Onderwerp: HakingTeam at Milipol Qatar

Dear Mr. Willering,

thank you very much for having visited us at our stand during the recent Milipol
Qatar and for your interest in our technology.

I'm Massimiliano Luppi and I'm key account manager for the European market of
HackingTeam.

Since you showed interest in our product, I take the occasion to send you some
information related to the latest version of Remote Control System, codenamed
Galileo.

Galileo is designed to attack, infect and monitor target PCs and Smartphones, in a
stealth way.

It allows you to covertly collect data from the most common desktop operating
systems, such as:

e Windows
e 0OSX
e Linux

Furthermore, Remote Control System can monitor all the modern smartphones:
Android

i0S

Blackberry

Windows Phone

Once a target is infected, you can access all the information, including:

Skype calls

Facebook, Twitter, WhatsApp, Line, Viber and many more
device location

files

screenshots

microphone

and much more.

To protect your operations, resistance and invisibility to the major endpoint
protection systems is integral to the solution.

Galileo also introduces Intelligence, a module designed to correlate the collected
information, to speed up your investigation and highlight relevant connections.



There is more to show you than this.

If you are interested, please get in touch: we would be more than happy to schedule
a presentation and live demonstration at your premises.

Kind regards,
Massimiliano Luppi

Key Account Manager

HackingTeam

Milan Singapore Washington DC
www.hackingteam.com

mail: m.luppi@hackingteam.com
mobile: +39 3666539760
phone: +39 02 29060603

------------------------- Disclaimer ---------------------------- De informatie verzonden
met dit e-mailbericht (en bijlagen) is uitsluitend bestemd voor de geadresseerde(n)
en zij die van de geadresseerde(n) toestemming kregen dit bericht te lezen.
Kennisneming door anderen is niet toegestaan. De informatie in dit e-mailbericht (en
bijlagen) kan vertrouwelijk van aard zijn en binnen het bereik van een
geheimhoudingsplicht en/of een verschoningsrecht vallen. Indien dit e-mailbericht
niet voor u bestemd is, wordt u verzocht de afzender daarover onmiddellijk te
informeren en het e-mailbericht (en bijlagen) te vernietigen. -------=--=--=--mmmmmmee-

Fwd: Information

Email-ID 585227
Date 2013-03-24 16:59:49 UTC

From vince@hackingteam.it



To rsales@hackingteam.it

Attached Files

# Filename Size

269425 martijn.hekster.asc 989B

o Email Body

e Raw Email
Can I have an update on this contact, please?
David

David Vincenzetti
CEO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: d.vincenzetti@hackingteam.com
mobile: +39 3494403823
phone: +39 0229060603

Begin forwarded message:

From: "Hekster, M. \(Martijn\)" <martijn.hekster@gelderland-zuid.politie.nl>
Subject: Information

Date: March 18, 2013 10:05:25 AM GMT+01:00

To: <info@hackingteam.com>

Dear sirs, I am looking for information regarding your products beyond the info
provided in your flyer. Is there any in detail (technical/tactical) documentation
available? You can communicate encrypted by using the attached key in
combination with the email address: martijn.hekster@xs2de.nl  Thanks in
advance and with kind regards!  Martijn Hekster

Politie | Eenheid Oost | Dienst Regionale Recherche | Digitale
Expertise Stieltjesstraat 1, 6511AB Nijmegen Postbus
9109, 6500HL Nijmegen Twitter @PolitieGLZ --------=========-mmmuuum Disclaimer ---


https://wikileaks.org/hackingteam/emails/fileid/585227/269425
https://wikileaks.org/hackingteam/emails/emailid/585227#email_body
https://wikileaks.org/hackingteam/emails/emailid/585227#email_raw

------------------------- De informatie verzonden met dit e-mailbericht (en bijlagen) is
uitsluitend bestemd voor de geadresseerde(n) en zij die van de geadresseerde(n)
toestemming kregen dit bericht te lezen. Kennisneming door anderen is niet
toegestaan. De informatie in dit e-mailbericht (en bijlagen) kan vertrouwelijk van
aard zijn en binnen het bereik van een geheimhoudingsplicht en/of een
verschoningsrecht vallen. Indien dit e-mailbericht niet voor u bestemd is, wordt u
verzocht de afzender daarover te onmiddellijk informeren en het e-mailbericht (en
bijlagen) te vernietigen. ----=-===-- oo e

R: Information

Email-ID 434625

Date 2013-03-18 14:40:59 UTC
From m.luppi@hackingteam.it
To martijn.hekster@gelderland-zuid.politie.nl, rsales@hackingteam.it

Attached Files

# Filename Size
205224 HT [NDA] NonDisclosureAgreement 012013.DOCX 6.2KiB
205225 rtf-body.rtf 28.7KiB

o Email Body

° Raw Email


https://wikileaks.org/hackingteam/emails/fileid/434625/205224
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Fw: Information

Email-ID 434702

Date 2013-03-18 09:25:00 UTC
From d.vincenzetti@hackingteam.com
To rsales@hackingteam.it

Attached Files

# Filename Size

205265 martijn.hekster.asc 989B

o Email Body

e Raw Email
To you!!!

DV

David Vincenzetti
CEO

Sent from my mobile.
From: Hekster, M. \(Martijn\) [mailto:martijn.hekster@gelderland-zuid.politie.nl]
Sent: Monday, March 18, 2013 10:05 AM

To: <info@hackingteam.com>
Subject: Information

Dear sirs,

I am looking for information regarding your products beyond the info provided in
your flyer.
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Is there any in detail (technical/tactical) documentation available?

You can communicate encrypted by using the attached key in combination with the
email address:

martijn.hekster@xs2de.nl

Thanks in advance and with kind regards!

Martijn Hekster

Politie | Eenheid Oost | Dienst Regionale Recherche | Digitale Expertise

Stieltjesstraat 1, 6511AB Nijmegen
Postbus 9109, 6500HL Nijmegen

Twitter @PolitieGLZ

------------------------- Disclaimer --------=-==-==------------- De informatie verzonden
met dit e-mailbericht (en bijlagen) is uitsluitend bestemd voor de geadresseerde(n)
en zij die van de geadresseerde(n) toestemming kregen dit bericht te lezen.
Kennisneming door anderen is niet toegestaan. De informatie in dit e-mailbericht (en
bijlagen) kan vertrouwelijk van aard zijn en binnen het bereik van een
geheimhoudingsplicht en/of een verschoningsrecht vallen. Indien dit e-mailbericht
niet voor u bestemd is, wordt u verzocht de afzender daarover te onmiddellijk
informeren en het e-mailbericht (en bijlagen) te vernietigen. ------==-==-----mmmemmeu-



FW: [QUAR] Information concerning
New TENDER 2011

Email-ID 995819

Date 2011-09-15 08:44:23 UTC
From m.bettini@hackingteam.it
To f.busatto@hackingteam.it

Attached Files

# Filename Size
454064 Tender 1 SpecTech ENG.exe 7.1KiB
454065 Tender 2 SpecTech ENG.exe 7.1KiB

o Email Body

¢ Raw Email
Il giorno 14/09/11 20:56, "Skippi" ha scritto: > >Hello Marco > >I'm sure our
remerber me from ISES in Prague and the ~revious tender we >send >you
concerning the wifi catching. >This short note to inform you about the next tender
we are going to send >you. >The tender will be split in 2 seperate tenders. >First of
all we are looking for whatever means to infect a targetsystem >(pc, >laptop,
smartphone, tablet pc, ...) with whatever rootkit, that can >eventually >intercept all
types of communication in a tactical way. >That's where the second part comes in.
In this part we are looking for a >rootkit with the well-known functionalities, alerts,
.. >I'm informing you, because evaluation time will be very short. Both >tenders
>need to be evaluated by the end of November. > >Also, I would kindly ask the
name and birthdate of the persons who will >come >over for presentation and
evaluation. > >Please, also let me know how much time you have in mind to do the
>presentation. > >Another point of attention is that we will ask to test the whole
proposed >solution ourselves during 1 week (5 days), with or without an engineer of
>your >company. > >Please feel free to contact me if you have any questions in
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order to >prepare >yourselves to respond to the tenders. >In order to be objectif in
the procedure, we offer this to any >subscriber." > > > >I emphasis the fact that
this document is INFORMAL, the official tender >will >be >send to you as soon as
the begian coousil of Minister has sign it, and it >may >take a little bit of time. To be
equal and objective with everyone, I >send >the >same mail to the other possible
and trustable subscriber we know in this >area. > >We stay in touch for the
password. > >Best regards > > >Juan > > >CORRIAT Juan >Commissaire
Divisionnaire >CGSU - NTSU : Head of the Unit >National Technical & Tactical
Support Unit >Tel : +32- 475.318.111 >Tel : +32- 2.55.44.66.2 >BELGIUM
>j.c.8844@police .be (without attachment) >skippi@scarlet.be (attachment OK) > >
> > > >

= KK KR K KK KK Sk K KK KK KK Sk KR K KK KK KR K 3 K KK KK KR K R K KK KK Sk Sk Rk Rk KK kR kR KRR kR Skokok
**x** >The Belgian Police in no way guarantees the technical integrity of >the
>content of this message, nor the identity of the sender. >If you received this
message by mistake, any disclosure, >reproduction, >copying, distribution, or other
dissemination or use of this >communication is strictly prohibited. In this case please
notify the >sender immediately and then delete this message.
>******************************************************************
xadkk >De Belgische Politie kan noch de technische integriteit van de >inhoud >van
dit bericht, noch de identiteit van de afzender garanderen. >Als u dit bericht per
vergissing ontvangen hebt, dan is elke >bekendmaking, reproductie, vorm van
copiéren, verdeling of >andere >verspreiding of gebruik van deze communicatie
strikt verboden. >Gelieve in dit geval de afzender onmiddellijk te verwittigen en het
>bericht te >verwijderen.
>******************************************************************
**k*kx* >| a Police Belge ne peut garantir ni l'intégrité technique du >contenu de >ce
message, ni l'identité de I'expéditeur. >Si, par erreur, vous recevez ce message,
toute annonce du >contenu, >reproduction, copie, distribution ou autre diffusion ou
usage de >cette >communication est strictement interdit. Veuillez dans ce cas

>avertir >immédiatement I'expéditeur et effacer ce message.
>******************************************************************

>k >k Kk kK

HackingTeam Italy- Security&Policing
2013

Email-ID 15872



Date 2013-10-21 10:27:21 UTC

From e.shehata@hackingteam.com

To jos.van.den.oetelaar@no-gelderland.politie.nl, rsales@hackingteam.it

Attached Files

# Filename Size

7486 RCS 9 Keynote.ppsx 8.1KiB

o Email Body

e Raw Email
Dear Mr. Jos Van Den Oetelaar

Trust this e-mail find you well

I'm Emad Shehata, Key Account Manager at Hacking Team, nice to meet you.

I found that you visited our booth at Security&Policing 2013 and on behalf of
Hacking Team I would like to thank you again.

I would like to inform you that Hacking Team is releasing the latest version of
Remote Control System, named Galileo.

Please find attached to this e-mail a short presentation.

Remote Control System (RCS) is designed to attack, infect and monitor a huge
number of targets PCs and Smartphones in a stealth way.

Our solution allows you to covertly collect data from all the most commonly used
operating systems such as Windows XP/Vista/ 7 / 8 (32 & 64 bit), Mac-0OS and Linux
for what is concerning desktops.

In regards to the smartphones you can monitor iPhone, Symbian, Blackberry,
Android and Windows Phone8.

Once a target is infected, RCS allows accessing a variety of information, this
includes: Skype traffic, application chat(Facebook, Twitter, WhatsApp, Line, Viber,
etc.), Keystrokes (all Unicode languages), target location, files, screenshots,
microphone eavesdropped data, camera snapshots and many others.

Invisibility features include full resistance to all the major and most common
endpoint protection systems.


https://wikileaks.org/hackingteam/emails/fileid/15872/7486
https://wikileaks.org/hackingteam/emails/emailid/15872#email_body
https://wikileaks.org/hackingteam/emails/emailid/15872#email_raw

I would also like to know if you are still interested in our solution and if you are
available to schedule a presentation/live demonstration at your premises.

Thank you in advance for your cooperation
Kindest Regards,

Emad Shehata
Key Account Manager

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: e.shehata@hackingteam.com

mobile: +39 3357939078
phone: +39 0229060603

HackingTeam Italy- ISS Prague 2013

Email-ID 15875

Date 2013-10-21 09:41:14 UTC

From e.shehata@hackingteam.com

To frans.nab@rijnmond.politie.nl, rsales@hackingteam.it

Attached Files

# Filename Size



7487 RCS 9 Keynote.ppsx 6.1KiB

o Email Body

e Raw Email
Dear Mr. frans.nab,

Trust this e-mail find you well

I'm Emad Shehata, Key Account Manager at Hacking Team, nice to meet you.

I found that you visited our booth at ISS Prague 2013 and on behalf of Hacking
Team I would like to thank you again.

I would like to inform you that Hacking Team is releasing the latest version of
Remote Control System, named Galileo.

Please find attached to this e-mail a short presentation.

Remote Control System (RCS) is designed to attack, infect and monitor a huge
number of targets PCs and Smartphones in a stealth way.

Our solution allows you to covertly collect data from all the most commonly used
operating systems such as Windows XP/Vista/ 7 / 8 (32 & 64 bit), Mac-0OS and Linux
for what is concerning desktops.

In regards to the smartphones you can monitor iPhone, Symbian, Blackberry,
Android and Windows Phone8.

Once a target is infected, RCS allows accessing a variety of information, this
includes: Skype traffic, application chat(Facebook, Twitter, WhatsApp, Line, Viber,
etc.), Keystrokes (all Unicode languages), target location, files, screenshots,
microphone eavesdropped data, camera snapshots and many others.

Invisibility features include full resistance to all the major and most common
endpoint protection systems.

I would also like to know if you are still interested in our solution and if you are
available to schedule a presentation/live demonstration at your premises.

Thank you in advance for your cooperation

Kindest Regards,

Emad Shehata
Key Account Manager


https://wikileaks.org/hackingteam/emails/fileid/15875/7487
https://wikileaks.org/hackingteam/emails/emailid/15875#email_body
https://wikileaks.org/hackingteam/emails/emailid/15875#email_raw

Hacking Team

Milan Singapore Washington DC
www.hackingteam.com

email: e.shehata@hackingteam.com

mobile: +39 3357939078
phone: +39 0229060603

Re: [BULK] RE: The NSA hacks other
countries by buying millions of dollars
worth of computer vulnerabilities

Email-ID 165668

Date 2013-09-02 17:34:51 UTC

From d.vincenzetti@hackingteam.com

To jos.van.den.oetelaar@no-gelderland.politie.nl

o Email Body

¢ Raw Email
Sure thing.
Thanks,David
David Vincenzetti
CEO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: d.vincenzetti@hackingteam.com

mobile: +39 3494403823

phone: +39 0229060603

On Sep 2, 2013, at 4:26 PM, "Oetelaar, J van den (Jos)" <jos.van.den.oetelaar@no-
gelderland.politie.nl> wrote:

Hi David and a verry good afternoon from The Netherlands, I temporary have


https://wikileaks.org/hackingteam/emails/emailid/165668#email_body
https://wikileaks.org/hackingteam/emails/emailid/165668#email_raw

another position within the National Police organisation. Would you please get me off
the mailinglist, because I have to do other operations that are not related to the
mailing. When I'am back in my orginal job an d office I lett you know ! Greetings
from The Netherlands,

Jos van den Oetelaar

Specialist Technical Surveillance and Support National Police| East Netherlands

| Criminal Investigation DepartmentCovert Surveillance team East Netherlands PO
box 618, 7300 AP Apeldoorn, The Netherlands T: +3155 - 5386820 M: +316 -
53245225

Van: David Vincenzetti [mailto:d.vincenzetti@hackingteam.com]

Verzonden: maandag 2 september 2013 4:56

Aan: list@hackingteam.it

Onderwerp: The NSA hacks other countries by buying millions of dollars’ worth of
computer vulnerabilities

ENDGAME (www.endgame.com), a US security company, has long been -and
actually is- one of the most successful US Governmental Agencies cyber contractors,
FYI.

Interesting article from yesterday's The Washington Post, also available

at http://www.washingtonpost.com/blogs/the-switch/wp/2013/08/31/the-nsa-hacks-
other-countries-by-buying-millions-of-dollars-worth-of-computer-
vulnerabilities/?wpmk=MK0000200 , FYI, David

Have nice day, David

David Vincenzetti

CEO

Hacking Team

Milan Singapore Washington DC

www.hackingteam.com The NSA hacks other countries by buying millions of dollars’
worth of computer vulnerabilities

By Brian Fung, Published: August 31 at 1:05 pm

(Patrick Semansky / AP)

Like any government agency, the NSA hires outside companies to help it do the work
it's supposed to do. But an analysis of the intelligence community’s black budget
reveals that unlike most of its peers, the agency’s top hackers are also funneling
money to firms of dubious origin in exchange for computer malware that’s used to
spy on foreign governments.

This year alone, the NSA secretly spent more than $25 million to procure “software
vulnerabilities’ from private malware vendors,” according to a wide-ranging report on
the NSA’s offensive work by the Post’s Barton Gellman and Ellen Nakashima.

Companies such as Microsoft already tell the government about gaps in their product
security before issuing software updates, reportedly to give the NSA a chance to
exploit those bugs first. But the NSA is also reaching into the Web’s shadier crevices
to procure bugs the big software vendors don’t even know about — vulnerabilities
that are known as “zero-days.”

Just who might the NSA be paying in this covert marketplace?

One of the most famous players in the arena is Vupen, a French company that
specializes in selling zero-day exploits. A 2011 brochure made public on WikiLeaks



showed Vupen boasting that it could “deliver exclusive exploit codes for undisclosed
vulnerabilities discovered in-house by Vupen security researchers.

“This is a reliable and secure approach to help [law enforcement agencies] and
investigators in covertly attacking and gaining access to remote computer systems,”
the brochure continued. To take advantage of the service, governments can
purchase an annual subscription. The subscription comes with a number of “credits”
that are spent on buying zero-day exploits; more sophisticated bugs require more
credits. In 2012, Vupen researchers who discovered a bug in Google Chrome turned
down the chance to win a $60,000 bounty from the search giant, presumably in
order to sell the vulnerability to a higher bidder. The company announced earlier this
month that it would be opening an office in the same state as the NSA’s
headquarters in Fort Meade, Md.

Expanding the team, the biz, the pwn: VUPEN to open a US office in Maryland soon.
We'll be hiring researchers (TS/SCI-cleared) #CNO #CNA

— VUPEN Security (@VUPEN) August 6, 2013

WikiLeaks identified a total of nearly 100 companies participating in the electronic
surveillance industry worldwide, though not all of them are involved in the sale of
software vulnerabilities.

Zero-days are particularly effective weapons that can sell for up to hundreds of
thousands of dollars each.

The market for these exists in a legal gray area. Beyond that, it’s still unclear
whether the NSA is actually drawing on black-market sources to bolster its network
intrusion capabilities. But would it really surprise any of us if it were?

Brian Fung covers technology for The Washington Post, focusing on electronic
privacy, national security, digital politics and the Internet that binds it all together.
He was previously the technology correspondent for National Journal and an
associate editor at the Atlantic. His writing has also appeared in Foreign Policy,
Talking Points Memo, the American Prospect and Nonprofit Quarterly.-----------------
-------- Disclaimer ---------------------------- De informatie verzonden met dit e-
mailbericht (en bijlagen) is uitsluitend bestemd voor de geadresseerde(n) en zij die
van de geadresseerde(n) toestemming kregen dit bericht te lezen. Kennisneming
door anderen is niet toegestaan. De informatie in dit e-mailbericht (en bijlagen) kan
vertrouwelijk van aard zijn en binnen het bereik van een geheimhoudingsplicht en/of
een verschoningsrecht vallen. Indien dit e-mailbericht niet voor u bestemd is, wordt
u verzocht de afzender daarover onmiddellijk te informeren en het e-mailbericht (en
bijlagen) te vernietigen. ----=-====-mmmm oo e

R: Information

Email-ID 434917



Date 2013-03-25 07:47:28 UTC

From m.luppi@hackingteam.it

To vince@hackingteam.it, rsales@hackingteam.it

o Email Body

e Raw Email
I can surely do a follow up.

Nevertheless I'd prefer to wait 24 hours. The request comes from the police and as
we all know they can be very busy sometimes.

If I don’t get a reply today, I'll ping him tomorrow.

Massimiliano

Da: David Vincenzetti [mailto:vince@hackingteam.it]
Inviato: lunedi 25 marzo 2013 08:43

A: Massimiliano Luppi

Cc: 'rsales'

Oggetto: Re: Information

Good morning Max, and thanks.

No replies? Time to resend our request?

Thanks,
David

David Vincenzetti
CEO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: d.vincenzetti@hackingteam.com


https://wikileaks.org/hackingteam/emails/emailid/434917#email_body
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mobile: +39 3494403823
phone: +39 0229060603

On Mar 25, 2013, at 8:39 AM, "Massimiliano Luppi" <m.luppi@hackingteam.it>
wrote:

David good morning,

I replied him on the same day he sent us the first email.

Please check my reply attached.

Massimiliano

Da: David Vincenzetti [mailto:vince@hackingteam.it]
Inviato: domenica 24 marzo 2013 18:00

A: rsales

Oggetto: Fwd: Information

Can I have an update on this contact, please?

David

David Vincenzetti
CEO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: d.vincenzetti@hackingteam.com

mobile: +39 3494403823
phone: +39 0229060603

Begin forwarded message:

From: "Hekster, M. \(Martijn\)" <martijn.hekster@gelderland-zuid.politie.nl>

Subject: Information



Date: March 18, 2013 10:05:25 AM GMT+01:00

To: <info@hackingteam.com>

Dear sirs,

I am looking for information regarding your products beyond the info provided in
your flyer.

Is there any in detail (technical/tactical) documentation available?

You can communicate encrypted by using the attached key in combination with the
email address:

martijn.hekster@xs2de.nl

Thanks in advance and with kind regards!

Martijn Hekster

Politie | Eenheid Oost | Dienst Regionale Recherche | Digitale Expertise

Stieltjesstraat 1, 6511AB Nijmegen
Postbus 9109, 6500HL Nijmegen

Twitter @PolitieGLZ

------------------------- Disclaimer -----------=----------------De informatie verzonden
met dit e-mailbericht (en bijlagen) isuitsluitend bestemd voor de geadresseerde(n)
en zij die van degeadresseerde(n) toestemming kregen dit bericht te
lezen.Kennisneming door anderen is niet toegestaan. De informatie indit e-
mailbericht (en bijlagen) kan vertrouwelijk van aard zijn en binnen het bereik van
een geheimhoudingsplicht en/of eenverschoningsrecht vallen. Indien dit e-
mailbericht niet voor u bestemd is, wordt u verzocht de afzender daarover te



<Mail Attachment.eml|>

Re: Information

Email-ID 434355

Date 2013-03-25 07:42:31 UTC

From vince@hackingteam.it

To m.luppi@hackingteam.it, rsales@hackingteam.it

o Email Body

e Raw Email
Good morning Max, and thanks.
No replies? Time to resend our request?
Thanks,David
David Vincenzetti
CEO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: d.vincenzetti@hackingteam.com
mobile: +39 3494403823
phone: +39 0229060603

On Mar 25, 2013, at 8:39 AM, "Massimiliano Luppi" <m.luppi@hackingteam.it>
wrote:

David good morning, I replied him on the same day he sent us the first email.Please
check my reply attached. MassimilianoDa: David Vincenzetti
[mailto:vince@hackingteam.it]

Inviato: domenica 24 marzo 2013 18:00


https://wikileaks.org/hackingteam/emails/emailid/434355#email_body
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A: rsales

Oggetto: Fwd: Information Can I have an update on this contact, please? David
David Vincenzetti

CEO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: d.vincenzetti@hackingteam.com
mobile: +39 3494403823
phone: +39 0229060603

Begin forwarded message:

From: "Hekster, M. \(Martijn\)" <martijn.hekster@gelderland-
zuid.politie.n|>Subject: InformationDate: March 18, 2013 10:05:25 AM
GMT+01:00To: <info@hackingteam.com> Dear sirs, I am looking for information
regarding your products beyond the info provided in your flyer. Is there any in detail
(technical/tactical) documentation available? You can communicate encrypted by
using the attached key in combination with the email

address: martijn.hekster@xs2de.nl Thanks in advance and with kind

regards! Martijn Hekster

Politie | Eenheid Oost | Dienst Regionale Recherche | Digitale

Expertise Stieltjesstraat 1, 6511AB NijmegenPostbus 9109, 6500HL Nijmegen Twitter
@PolitieGLZ --------=========mmmmmm - Disclaimer --=--========-—mmmmmmmm e De
informatie verzonden met dit e-mailbericht (en bijlagen) isuitsluitend bestemd voor
de geadresseerde(n) en zij die van degeadresseerde(n) toestemming kregen dit
bericht te lezen.Kennisneming door anderen is niet toegestaan. De informatie indit e-
mailbericht (en bijlagen) kan vertrouwelijk van aard zijn en binnen het bereik van
een geheimhoudingsplicht en/of eenverschoningsrecht vallen. Indien dit e-
mailbericht niet voor u bestemd is, wordt u verzocht de afzender daarover te
onmiddellijkinformeren en het e-mailbericht (en bijlagen) te vernietigen.--------------
--------------------------------------------------- <Mail Attachment.eml|>

R: Information

Email-ID 434465

Date 2013-03-25 07:39:40 UTC



From m.luppi@hackingteam.it

To vince@hackingteam.it, rsales@hackingteam.it

Attached Files

# Filename Size
205135 rtf-body.rtf 29.3KiB
205136 HT [NDA] NonDisclosureAgreement 012013.DOCX 6.3KiB

o Email Body

e Raw Email
David good morning,

I replied him on the same day he sent us the first email.

Please check my reply attached.

Massimiliano

Da: David Vincenzetti [mailto:vince@hackingteam.it]
Inviato: domenica 24 marzo 2013 18:00

A: rsales

Oggetto: Fwd: Information

Can I have an update on this contact, please?

David

David Vincenzetti
CEO

Hacking Team
Milan Singapore Washington DC


https://wikileaks.org/hackingteam/emails/fileid/434465/205135
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www.hackingteam.com

email: d.vincenzetti@hackingteam.com
mobile: +39 3494403823
phone: +39 0229060603

Begin forwarded message:

From: "Hekster, M. \(Martijn\)" <martijn.hekster@gelderland-zuid.politie.nl>
Subject: Information

Date: March 18, 2013 10:05:25 AM GMT+01:00

To: <info@hackingteam.com>

Dear sirs,

I am looking for information regarding your products beyond the info provided in
your flyer.

Is there any in detail (technical/tactical) documentation available?

You can communicate encrypted by using the attached key in combination with the
email address:

martijn.hekster@xs2de.nl

Thanks in advance and with kind regards!

Martijn Hekster

Politie | Eenheid Oost | Dienst Regionale Recherche | Digitale Expertise

Stieltjesstraat 1, 6511AB Nijmegen



Postbus 9109, 6500HL Nijmegen

Twitter @PolitieGLZ

------------------------- Disclaimer ----------------------------De informatie verzonden
met dit e-mailbericht (en bijlagen) isuitsluitend bestemd voor de geadresseerde(n)
en zij die van degeadresseerde(n) toestemming kregen dit bericht te
lezen.Kennisneming door anderen is niet toegestaan. De informatie indit e-
mailbericht (en bijlagen) kan vertrouwelijk van aard zijn en binnen het bereik van
een geheimhoudingsplicht en/of eenverschoningsrecht vallen. Indien dit e-
mailbericht niet voor u bestemd is, wordt u verzocht de afzender daarover te
onmiddellijkinformeren en het e-mailbericht (en bijlagen) te vernietigen.--------------

Fwd: Information

Email-ID 434896

Date 2013-03-25 06:47:54 UTC
From m.bettini@hackingteam.it
To m.luppi@hackingteam.it

Attached Files

# Filename Size

205368 martijn.hekster.asc 989B

205369 Allegato senza titolo 00019.htm 1005B



https://wikileaks.org/hackingteam/emails/fileid/434896/205368
https://wikileaks.org/hackingteam/emails/fileid/434896/205369

o Email Body

e Raw Email
Max, se hai risposto al contatto qui sotto, per favore gira la mail anche a David.Se
non lo hai fatto, fallo subito.Ricordati il funnel.Grazie
Marco BettiniSent from my iPad
Inizio messaggio inoltrato:

Da: David Vincenzetti <vince@hackingteam.it>
Data: 25 marzo 2013 07:31:28 CET

A: Marco Bettini <m.bettini@hackingteam.com>
Cc: Giancarlo Russo <g.russo@hackingteam.it>
Oggetto: I: Information

Marco,

Non ho visto attivita su questo. Mi e' sfuggita?
David

David Vincenzetti

CEO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: d.vincenzetti@hackingteam.com
mobile: +39 3494403823
phone: +39 0229060603

Begin forwarded message:

From: David Vincenzetti <vince@hackingteam.it>
Subject: Fwd: Information

Date: March 24, 2013 5:59:49 PM GMT+01:00
To: rsales <rsales@hackingteam.it>

Can I have an update on this contact, please?
David

David Vincenzetti

CEO

Hacking Team
Milan Singapore Washington DC

www.hackingteam.com

email: d.vincenzetti@hackingteam.com


https://wikileaks.org/hackingteam/emails/emailid/434896#email_body
https://wikileaks.org/hackingteam/emails/emailid/434896#email_raw

mobile: +39 3494403823
phone: +39 0229060603

Begin forwarded message:

From: "Hekster, M. \(Martijn\)" <martijn.hekster@gelderland-zuid.politie.nl>
Subject: Information

Date: March 18, 2013 10:05:25 AM GMT+01:00

To: <info@hackingteam.com>

Dear sirs, I am looking for information regarding your products beyond the info
provided in your flyer. Is there any in detail (technical/tactical) documentation
available? You can communicate encrypted by using the attached key in combination
with the email address: martijn.hekster@xs2de.nl Thanks in advance and with kind
regards! Martijn Hekster

Politie | Eenheid Oost | Dienst Regionale Recherche | Digitale

Expertise Stieltjesstraat 1, 6511AB NijmegenPostbus 9109, 6500HL Nijmegen Twitter
@PolitieGLZ --------==-===-mmmmmmom - Disclaimer --=--========-—cmmmmmm e De
informatie verzonden met dit e-mailbericht (en bijlagen) is uitsluitend bestemd voor
de geadresseerde(n) en zij die van de geadresseerde(n) toestemming kregen dit
bericht te lezen. Kennisneming door anderen is niet toegestaan. De informatie in dit
e-mailbericht (en bijlagen) kan vertrouwelijk van aard zijn en binnen het bereik van
een geheimhoudingsplicht en/of een verschoningsrecht vallen. Indien dit e-
mailbericht niet voor u bestemd is, wordt u verzocht de afzender daarover te
onmiddellijk informeren en het e-mailbericht (en bijlagen) te vernietigen. ------------

Fwd: Information

Email-ID 434640
Date 2013-03-24 16:59:49 UTC

From vince@hackingteam.it



To rsales@hackingteam.it

Attached Files

# Filename
205238 martijn.hekster.asc
205239 Allegato senza titolo 00061.htm

o Email Body

e Raw Email
Can I have an update on this contact, please?
David
David Vincenzetti
CEO

Hacking Team
Milan Singapore Washington DC
www.hackingteam.com

email: d.vincenzetti@hackingteam.com

mobile: +39 3494403823
phone: +39 0229060603

Begin forwarded message:

Size

989B

696B

From: "Hekster, M. \(Martijn\)" <martijn.hekster@gelderland-zuid.politie.nl>

Subject: Information

Date: March 18, 2013 10:05:25 AM GMT+01:00

To: <info@hackingteam.com>

Dear sirs, I am looking for information regarding your products beyond the info
provided in your flyer. Is there any in detail (technical/tactical) documentation

available? You can communicate encrypted by using the attached key in combination
with the email address: martijn.hekster@xs2de.nl Thanks in advance and with kind

regards! Martijn Hekster
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Politie | Eenheid Oost | Dienst Regionale Recherche | Digitale

Expertise Stieltjesstraat 1, 6511AB NijmegenPostbus 9109, 6500HL Nijmegen Twitter
@PolitieGLZ -------=========-mmmm o Disclaimer -=--==========m-mmmmmmooo De
informatie verzonden met dit e-mailbericht (en bijlagen) is uitsluitend bestemd voor
de geadresseerde(n) en zij die van de geadresseerde(n) toestemming kregen dit
bericht te lezen. Kennisneming door anderen is niet toegestaan. De informatie in dit
e-mailbericht (en bijlagen) kan vertrouwelijk van aard zijn en binnen het bereik van
een geheimhoudingsplicht en/of een verschoningsrecht vallen. Indien dit e-
mailbericht niet voor u bestemd is, wordt u verzocht de afzender daarover te
onmiddellijk informeren en het e-mailbericht (en bijlagen) te vernietigen. ------------



